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Foreword to the Third Edition

Newspapers and websites are full of stories about projects that
are over time, over budget, and not delivering the scope that
was promised. In addition, there are many projects, small and
large, that never make the headlines but also suffer from time
and cost overruns. We know that the environment in which we
execute our projects is full of uncertainties and risks. But
apparently we fail to account for the effects of risks that affect
our projects, and we keep making promises that cannot be
kept.

When studying this a bit deeper, it turns out that there are
several reasons for not delivering on our project promises.
First, we do not make a clear distinction between uncertainties
and risks, where uncertainties are the natural fluctuations that
occur in purchase costs, execution times, and product quality.
Risk, on the other hand, is different. This concerns events that
may or may not happen, and if they do will influence our
project objectives. Because risk events may not happen, it is
relatively easy to ignore them. Unfortunately, the effects of
many risks are several orders of magnitude larger than the
effects of natural variance. Some of these risks will occur, and
when they do, they have a big effect on our project outcomes.

Second, we often fail to systematically identify, categorize,
and communicate the risks on our projects. The fact that we
are not able to control everything on our project is seen as a
weakness. We have a feeling that risks are better kept secret,
especially for the client, but often also for ourselves. This
means that when a risk event occurs, we are caught
unprepared.

Third, because we don’t account for risks properly, and
many of the risks are downside risks, our estimates for scope,

time, and quality are often too optimistic. Optimistic estimates



also win contracts. Many tenders in public projects are granted
on the basis of lowest price and fastest execution. Properly
accounting for the effect of risks may put you behind the
competition.

An old saying goes “What we don’t know can’t hurt us,”
but the contrary is true in projects: some of these hidden risks
will hurt us in the end, either through avoidable threats that
occur or exploitable opportunities that are missed. Therefore,
one would expect that learning as much as possible about risks
in projects is, and always has been, a standard practice in
project management. The fact of the matter is that risk
management was added to the project management profession
quite late, and many project management frameworks fail to
provide an applicable methodology for carrying out risk
management.

The book Practical Project Risk Management: The ATOM
Methodology from David Hillson and Peter Simon addresses
this gap, and it provides a clear-cut methodology for risk
management in projects. Building on solid, communicable,
and applicable definitions since its first edition, the book lays
out a methodology that can be practically applied in real
projects. As one of the few such sources, the book also
addresses quantitative risk management, allowing for an
assessment of the effects that risk events will have on project
promises such as project duration and project cost.

Proper risk management builds on many other skills and
tools, such as stakeholder management. The traditional
stakeholder model of Power versus Interest has been extended
in Practical Project Risk Management with the Attitude
dimension, which can be either supportive or resistant. This
extra dimension makes it possible to incorporate stakeholders
and stakeholder management in a much more precise way in
risk management activities than using traditional stakeholder
models.

The problem with many methodologies is that they offer a
“one size fits all” approach. In contrast, the ATOM
methodology distinguishes between small, medium, and large
projects, and provides specific activities that fit different sized
projects. Other additions to this third edition are the ATOM



risk workshops and guidelines for facilitation in the risk
management process. These are important enhancements.
Structured approaches like the ATOM methodology are best
carried out in structured meetings with the relevant
stakeholders. These workshops need skilled facilitators from
inside or outside the organization, because we all have
different specializations in the project, different risk
perceptions, and different risk attitudes.

The third edition of Practical Project Risk Management:
The ATOM Methodology is ready for use in real projects of
any size. It can be easily incorporated into any overarching
project management framework, both generic ones provided
by, for example, PMI or APM, and company-specific ones.
The book is also well suited for academic courses in project
management, as well as for company training.

To conclude, applying the practical and theoretically sound
methods provided in this book can and will help to reduce the
probability of hitting the headlines with yet another project

that failed to meet its promises.

Prof.dr.ir. Alexander Verbraeck
Chair, Policy Analysis
Delft University of Technology



Authors’ Preface

Everyone agrees that managing risk is a core part of project
management, because all projects are risky. Risk management
focuses on addressing proactively the implications of
uncertainty on the achievement of project objectives. Despite
this shared view, for many project managers and their teams,
as well as for risk practitioners, the problem comes when they
try to make risk management work in practice. The training
course has been attended, the theory is well understood, and
the tools and techniques all make sense. There is no problem
with “what, why, when, where, and who.” But somehow it all
seems different when it comes to your project. If only
someone could show you how.

Through this book, we hope to make our expertise available
to hard-pressed project management professionals, with
practical advice on how to manage risk properly, efficiently,
and effectively. This is not a book of academic theory or
generic principles, although it is firmly based on current
international best practices and reflects leading-edge thinking
and developments. This book is about actually doing it, so that
businesses and their projects can manage risk effectively,
minimizing threats and maximizing opportunities in order to
optimize achievement of objectives.

This book will be helpful to someone with no prior
knowledge of risk management and who needs to implement a
proven approach, as well as to someone who has some limited
experience but needs guidance on how to apply risk
management successfully. Risk management can really work
in practice—this book shows how.

We have taken best practice guidelines and standards and
translated them into a comprehensive, proven, practical

methodology for managing project risk, presented as a simple



stepwise process, leaving no ambiguity about what should be
done next. We call this methodology Active Threat and
Opportunity Management (ATOM), reflecting our belief that
risk management is about taking action and that risk
management must be targeted equally at both downside risk
(threats) and upside risk (opportunities). For each process step,
practical advice, hints, and tips are offered on how to get the
most out of the risk management process.

The first edition in 2007 described our ATOM methodology
in enough detail to allow anyone to use it on their project,
regardless of project size or industry sector. The award-
winning second edition (2012) was prompted by feedback
from ATOM users, both commercial practitioners and noted
academics, and our own desire to continuously improve the
methodology. In that edition we added a chapter on managing
risk in programs, a key dimension in today’s world of ever
more complex initiatives. We also made minor changes to all
chapters to reflect the improvements we had made to our
working practices, and we further aligned ATOM with relevant
international standards.

In this third edition we offer further practical guidance on
how to apply ATOM, focusing on areas that people continue to
find difficult. There are two new chapters on the ATOM risk
workshop (Chapter 16) and the role of the risk facilitator
(Chapter 17), since much of the hard work of the ATOM risk
process takes place in the context of a risk workshop or risk
meeting, and facilitation is supposed to make workshops easier
and more effective. We have also updated Chapter 15 on
Quantitative Risk Analysis (QRA) to take account of how
some tools work, and to explain how QRA might be used to
benefit small projects. The final chapter addresses risk
management in a wider context beyond projects. In the second
edition this described managing risks in programs, and the
chapter has now been extended to include portfolios, with a
new discussion on risk efficiency. In addition, we have made
small modifications and improvements in a number of places
to reflect our own continued learning and experience.

With our combined experience of over 60 years of
managing risk on projects, we know that risk management



works. It frustrates us to hear people saying that it’s too hard,
or not worth the effort, or just a waste of time. ATOM is our
answer—a simple, scalable risk process that applies to projects
in all industries and business sectors. We hope that you will
not just read this book, but that you’ll put what you read into
practice, since this is the only way of gaining the promised
benefits. None of us has time to waste on processes and
activities that don’t work. Risk management does work, if it is
done properly. But please don’t take our word for it; try it for
yourself and find out.

David Hillson and Peter Simon
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The Challenge of Managing
Risk

Few would disagree that life is risky. Indeed, for many people
it is precisely the element of risk that makes life interesting.
However, unmanaged risk is dangerous because it can lead to
unforeseen outcomes. This fact has led to the recognition that
risk management is essential, whether in business, projects, or
everyday life. But somehow risks just keep happening. Risk
management apparently does not work, at least not in the way
it should. This book addresses this problem by providing a
simple method for effective risk management. The target is
management of risks on projects, although many of the
techniques outlined here are equally applicable to managing
other forms of risk, including business risk, strategic risk, and
even personal risk.

The book is divided into three parts, starting with defining
the problem in an effort to understand the underlying reasons
for the apparent failure of project risk management to deliver
the promised or expected benefits. The main body of the book
describes a generic risk management process applicable to
most projects, focusing on simple guidelines to make risk
management work in practice. Finally, the book considers
implementation issues, applying the risk management process
to different types of projects, and addressing the steps
necessary to use risk management effectively.

But before considering the details of the risk management

process, there are some essential ideas that must be understood



and clarified. For example, what exactly is meant by the word
risk?

RISK—THE DEFINITION DEBATE

Some may be surprised that there is any question to be
answered here. After all, the word risk can be found in any
English dictionary, and surely everyone knows what it means.
But until quite recently, risk practitioners and professionals
were engaged in an active and controversial debate about the
precise scope of the word.

Everyone agrees that risk arises from uncertainty, and that
risk is about the impact that uncertain events or circumstances
could have on the achievement of goals. This agreement has
led to definitions combining two elements of uncertainty and
objectives, such as “A risk is any uncertainty that, if it occurs,
would have an effect on achievement of one or more
objectives.” Traditionally, risk has been perceived as bad; the
emphasis has been on the potential effects of risk as harmful,
adverse, negative, and unwelcome. In fact, the word risk has
been considered synonymous with threat. But this is not the
only perspective.

Obviously, some uncertainties could be helpful if they
occurred. These uncertainties have the same characteristics as
threat risks (i.e., they arise from the effect of uncertainty on
achievement of objectives), but the potential effects, if they
were to occur, would be beneficial, positive, and welcome.
When used in this way, risk becomes synonymous with
opportunity.

In the past, risk practitioners have been divided into three
camps around this debate, as illustrated in Figure 1-1.
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Figure 1-1: Risk—The Definition Debate

One group insisted that the traditional approach must be
upheld, reserving the word risk for bad things that might
happen. This group recognized that opportunities also exist,
but saw them as separate from risks, to be treated differently
using a distinct process (row a).

A second group believed that there are benefits from
treating threats and opportunities together, broadening the
definition of risk and the scope of the risk management
process to handle both (row b).

A third group seemed unconcerned about definitions,
words, and jargon, preferring to focus on “doing the job.” This
group emphasized the need to deal with all types of



uncertainty without worrying about which labels to use (row
).

In recent years the definition debate has become less
contested. The majority of official risk management standards
and guidelines now use a broadened definition of risk,
including both upside opportunities and downside threats, as
we discuss toward the end of Chapter 3 (see Figure 3-5). In
fact, the first reference to this broader definition can be found
in the 1996 edition of A Guide to the Project Management
Body of Knowledge (PMBOK® Guide) from the Project
Management Institute (PMI). Since then the Association for
Project Management (APM) in their Body of Knowledge and
Project Risk Analysis and Management (PRAM) Guide has
also adopted this wider definition in their risk management
processes, with tools and techniques to identify, assess, and
manage both opportunities and threats. Following this trend,
increasing numbers of organizations (though not all) are
widening the scope of their risk management approach to
address uncertainties with positive upside impacts as well as
those with negative downside effects.

Given the increasing popularity of the wider application of
risk management to both threats and opportunities, as well as
the attraction of using a single process to deal with two related
concerns, this book adopts the inclusive position. Using a
common process to manage both threats and opportunities has
many benefits, including:

* Maximum efficiency, with no need to develop, introduce, and maintain a
separate opportunity management process

Cost-effectiveness (double “bangs per buck”) from using a single process
to achieve proactive management of both threats and opportunities, resulting
in avoidance or minimization of problems, and exploitation and
maximization of benefits

Familiar techniques, requiring only minor changes to current techniques
for managing threats so organizations can deal with opportunities

Minimal additional training, because the common process uses familiar
processes, tools, and techniques

.

Proactive opportunity management, so that opportunities that might have
been missed can be addressed

More realistic contingency management, by including potential upside
impacts as well as the downside, taking account of both “overs and unders”

Increased team motivation, by encouraging people to think creatively
about ways to work better, simpler, faster, more effectively, etc.



» Improved chances of project success, because opportunities are identified
and captured, producing benefits for the project that might otherwise have
been overlooked.

Having discussed what a risk is (“any uncertainty that, if it
occurs, would have a positive or negative effect on
achievement of one or more objectives”), it is also important
to clarify what risk is not. Effective risk management must
focus on risks and not be distracted by other related issues. A
number of other elements are often confused with risks but
must be treated separately, such as:

« Issues. This term can be used in several different ways. Sometimes it refers
to matters of concern that are insufficiently defined or characterized to be
treated as risks. In this case an issue is more vague than a risk, and may
describe an area (such as requirement volatility, or resource availability, or
weather conditions) from which specific risks might arise. The term issue is
also used (particularly in the UK) as something that has occurred but cannot
be addressed by the project manager without escalation. In this sense an
issue may be something totally unforeseen or the result of a risk that has
happened, and is usually negative.

.

Problems. A problem is also a risk whose time has come. Unlike a risk that
is a potential future event, there is no uncertainty about a problem—it exists
now and must be addressed immediately. Problems can be distinguished
from issues because issues require escalation, whereas problems can be
addressed by the project manager within the project.

Causes. Many people confuse causes of risk with the risks themselves. The
cause, however, describes existing conditions that might give rise to risks.
For example, there is no uncertainty about the statement “We have never
done a project like this before,” so it cannot be a risk. But this statement
could result in a number of risks that must be identified and managed.

Effects. Similar confusion exists about effects, which in fact only occur as
the result of risks that have happened. To say “The project might be late”
does not describe a risk, but what would happen if one or more risks
occurred. The effect might arise in the future (i.e., it is not a current
problem), but its existence depends on whether the related risk occurs.

CLARIFYING SOME CONFUSIONS

There is now widespread agreement on what a risk is—an
uncertainty that, if it occurs, would have a positive or negative
effect on achievement of one or more of the project’s
objectives. Unfortunately, the practice of project risk
management is still often confused by two complicating
factors that lead people away from focusing on the real risks:

 Choices, not true uncertainties. Risks are uncertain and might or might
not happen. On inspection, many so-called “risks” identified by project
teams are actually choices. These are not things that might happen by
chance, but decisions or actions that the project can just choose to do or not.



This confusion particularly seems to affect identification of opportunities.
Often these choices are related to a value engineering process where
improvements in cost or schedule are made by making changes to the
project specification/performance or scope. For example, we might choose
to subcontract a difficult part of our project: this is not an “opportunity”
because it is not uncertain—we either decide to do it or we don’t. These
items should be excluded from the Risk Register.

“Business-as-usual” risks. Too often, Risk Registers contain risks that can
be considered as “business as usual,” which are commonplace for almost all
similar projects, and for which standard responses already exist. For
example, “We may find errors during integration testing.” The purpose of
integration testing is actually to find errors, and we have processes in place
to find them and address them. Another example would be “We may need to
recruit additional skilled staff.” The project organization would have
existing HR processes in place to deal with this. By including such risks in
the Risk Register, the “real risks” may be hidden or undervalued. “Real
risks” are uncertainties that are not covered by existing processes, where it
is no one’s job to find them and address them. If the chosen response to a
risk is for someone to do their normal job and follow an existing procedure,
then it is a “business-as-usual” risk, and it should be removed from the Risk
Register.

USING RISK MANAGEMENT ON
PROJECTS

The widespread occurrence of risk in life, business, and
projects has encouraged proactive attempts to manage risk and
its effects. History as far back as Noah’s Ark, the pyramids of
Egypt, and the Herodian Temple shows evidence of planning
techniques that include contingency for unforeseen events.
Modern concepts of probability arose in the 17th century from
pioneering work by Pascal and his contemporaries, leading to
an improved understanding of the nature of risk and a more
structured approach to its management.

Without covering the historical application of risk
management in detail here, clearly those responsible for major
projects have always recognized the potentially disruptive
influence of uncertainty, and they have sought to minimize its
effects on achievement of project objectives. Recently, risk
management has become an accepted part of project
management, included as one of the key knowledge areas in
the various bodies of project management knowledge and as
one of the expected competencies of project management
practitioners.

Unfortunately, embedding risk management within project
management leads some to consider it as “just another project



management technique,” with the implication that its use is
optional and appropriate only for large, complex, or innovative
projects. Others view risk management as the latest transient
management fad. These attitudes often result in risk
management being applied without full commitment or
attention and are at least partly responsible for the failure of
risk management to deliver the promised benefits.

To be fully effective, risk management must be closely
integrated into the overall project management process. It must
not be seen as optional, or applied sporadically only on
particular projects. Risk management must be built in, not
bolted on if it is to assist organizations in achieving their
objectives.

Built-in risk management has two key characteristics:

« First, project management decisions are made with an understanding of the
risks involved. This understanding includes the full range of project
management activities, such as scope definition, pricing/ budgeting, value
management, scheduling, resourcing, cost estimating, quality management,
change control, and post-project review. These must take full account of the
risks affecting the project, giving the project a risk-based plan with the best
likelihood of being met.

Second, the risk management process must be integrated with other project
management processes. Not only must these processes use risk data, but
there should also be a seamless interface across process boundaries. This
has implications for the project toolset and infrastructure, as well as for
project procedures.

BENEFITS OF EFFECTIVE RISK
MANAGEMENT

Risk management implemented holistically, as a fully integral
part of the project management process, should deliver
benefits. Empirical research by Dr. Terry Cooke-Davies,
gathering project performance data from benchmarking
networks of major organizations across a variety of industries,
showed that risk management is the single most influential
factor in project success. Where risk management is well
implemented, more projects meet their objectives (using a
composite performance measure for schedule and cost,
projects in organizations reporting “fully adequate” risk
management completed on average at 95 percent of plan).
Where risk management is poor, projects fail more often

(projects where risk management was rated “not at all



adequate” averaged 170 percent of plan). These conclusions
are based on detailed examination of characteristics describing
risk management approach and deployment. Figure 1-2
presents typical data (in this case for documenting

organizational risk management responsibilities in the project).
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Figure 1-2: Influence of Documenting Risk Responsibilities on Project
Performance (from Cooke-Davies 2002)



Unfortunately, despite indications that risk management is
very influential in project success, the same research found
that risk management is the lowest scoring of all project
management techniques in terms of effective deployment and
use, suggesting that although many organizations recognize
that risk management matters, they are not implementing it
effectively. As a result, projects still fail, businesses still
struggle, too many foreseeable downside threat risks turn into
real issues or problems, and too many achievable upside
opportunity risks are missed.

When properly implemented, risk management can deliver
to the organization a range of “soft” benefits in addition to
those that are directly measurable. Figure 1-3 presents the
“hard” and “soft” benefits of risk management as listed in the
APM PRAM Guide. Many of these benefits offer demonstrable
proof of risk management’s value to an organization and its
projects.

There is clearly nothing wrong with risk management in
principle. The concepts are clear, the process is well defined,
proven techniques exist, tools are widely available to support
the process, and there are many training courses to develop
risk management knowledge and skills. So where is the
problem? If it is not in the theory of risk management, it must
be in the practice. Despite the huge promise held out by risk
management to increase the likelihood of project and business
success by allowing uncertainty and its effects to be managed

pro-actively, the reality is different.



Generic benefits of risk management

“Hard” benefits

“Soft” benefits

Enables better informed and more
bellevable plans, schedules, and
budgets

Improves corporate experience and
general communication.

Increases the Ikelhood of a project
adhering to ts schedules and bucgets.

Leads to a common understanding
and improved team spiit

Leads to the use of the most suitable
fype of contract,

Helps distinquish between good luck/
good management and bad uck/bad
management,

Allows a more meaningful assessment
of contingencies.

Helps develop the abily of staff to
859858 [15KS.

Discourages the acceptance of
financially unsound projects.

Focuises project management aftention
on the real and most important issues,

Confributes to the build-up of statistcal
information fo assist in better
management of future projects.

Faclitates qreater risk-taking, thus
increasing the benefits gained.

Enables a more objective comparison
of altemafives,

Demonsrates a responsible approach
to customers,

| dentifies, and allocatas responsinily
fo, the best Risk Owner

Provides a fresh view of the personnel
1S3U8s In  project,

Organizational henefits of risk management

Compliance with corporate governance | Beter reputation as a resultof fewer

raniiiramante

haadlina nraiart failirac
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A greater potental for future business | Beter customer relations due fo

With existing customers. Improved performance on current
projects.
Reduced cost base. A less stressful working environment

Figure 1-3: Benefits of Risk Management (adapted from APM PRAM Guide 2004)

The problem is not a lack of understanding the “why, what,
who, or when” of risk management. Lack of effectiveness
comes most often from not knowing “how to.” Project
managers and their teams face a bewildering array of risk
management standards, procedures, techniques, tools, books,
training courses—all claiming to make risk management work
—which raises the questions: How to do it? Which method to
follow? Which techniques to use? Which supporting tools?

The main aim of this book is to offer clear guidance on
“how to” do risk management in practice. The next chapter
discusses common barriers to risk management effectiveness
and introduces a number of Critical Success Factors to
overcome these barriers. This leads into Chapter 3, which
outlines Active Threat and Opportunity Management (ATOM)
—a generic risk management methodology, applicable to any
type of project of any size in any industry. Implementation of
ATOM for the typical project is described in Part II, where
each step in the risk process is presented with sufficient detail
to make implementation as easy as possible without
oversimplifying. Techniques are explained step by step, with
underlying theory where appropriate and relevant, and useful
templates are contained in an appendix.

Of course, not all projects are typical, so ATOM is scalable
to fit both the simple and the more complex project. Part IIT of
this book explains how to tailor the generic risk process to
both small and large projects to ensure that the process meets
the specific risk challenge, as well as discussing how ATOM
for projects interfaces with the wider program and portfolio

contexts.



Undoubtedly, risk management has much to offer to both
businesses and projects. People following the approach in this
book will discover how to capture those promises for
themselves, their projects, and their business.



Making It Work

Risk management is too important to be left to chance. For
risk management to work, it must be applied consistently, and
this is best achieved using a structured or formal approach that
requires a number of components to be in place, including:

» A supportive organization
» Competent people

 Appropriate supporting infrastructure

« A simple to use, scalable, and documented process.

These factors, which are discussed later in this chapter, are
often referred to as Critical Success Factors (CSFs), for two
reasons:

1. Their absence leads to a failure of risk management to deliver its full benefit

to the organization.

2. Their presence increases the chances of risk management being effective and

successful.

Putting Ciritical Success Factors in place may sound simple
to achieve, but in practice making risk management work is a
real challenge. This chapter explores some of the main reasons
for this—not to be negative but to provide possible ways to
counteract the most common reasons. Forewarned is
forearmed.

A research project by The Risk Doctor Partnership in
collaboration with KLCI investigated how organizations
perceive the value of risk management. The survey addressed
several different aspects, but two questions were particularly
interesting. The first question asked “How important is risk
management to project success?” with possible answers



including extremely important, very important, important,
somewhat important, and not important. The second question
asked “How effective is risk management on your projects?”
with answers ranging from extremely effective to very
effective, effective, somewhat effective, or ineffective.

With 561 responses, the raw data is interesting in itself, but
the correlation between answers to these two questions is
fascinating. Simplifying the answers to each question into two
options (positive or negative) gives four possible
combinations, presented here along with the percentage of

respondents who fell into each category (see Figure 2-1).

Important Important
oy but and
7
£ Not Effective Effective
o
E
ugJ 236 responses (42%) | 228 responses (41%)
g
[
14
&
= - Not Important Not Important
@
= and but
a
B Not Effective Effective
0
74
93 responses (17%) 4 responses (1%)

Not Effective Not Effective
EFFECTIVENESS

Figure 2-1: Importance and Effectiveness of Risk Management



Perhaps the combination “Not important but effective” is
not really feasible because it would be unusual for risk
management to be effective if the organization does not
consider it to be important; indeed, less than 1 percent of
people responding to the research questionnaire believed
themselves to be in this situation. Indeed, if risk management
is viewed as unimportant, it might not be done at all. But the
other three combinations represent different levels of risk
management maturity, and organizations in each of these three
groups might be expected to act in very different ways.

Organizations that consider risk management to be
“Important and effective” in delivering the promised benefits
could become champions for risk management, demonstrating
how it can work and persuading others to follow their lead.
These risk-mature organizations might be prepared to supply
case studies and descriptions of best practice, allowing others
to learn from their good experience. Encouragingly, more than
40 percent of respondents in the research project reported
being in this position. An organization that believes risk
management is “Important but not effective in practice,” which
is the position reported by about 41 percent of respondents
(about the same as those reporting “Important and effective”),
should consider launching an improvement initiative to
benchmark and develop its risk management capability.
Tackling the CSFs for effective risk management leads to
enhanced capability and maturity, allowing the organization to
reap the expected benefits.

Not surprisingly, risk management is ineffective in
organizations that believe it is unimportant (“Not important
and not effective”), because it is not possible to manage risk
effectively without some degree of commitment and buy-in.
Only 17 percent of respondents admitted to this, perhaps
recognizing that it is not a particularly good place to be. These
risk-immature organizations should be persuaded and educated
about the benefits of risk management to the business— a task
best performed by convinced insiders who can show how to
apply proactive management of risk to meet the organization’s
specific challenges.



It is a good idea for every organization to review its
position on risk management against the two dimensions of
importance and effectiveness, and to take appropriate action to
move up the scale of risk management maturity. Risk
management offers genuine and significant benefits to
organizations, their projects, and their stakeholders, but these
benefits will never be achieved without recognition of the
importance of managing risk at all levels in the business,
matched with operational effectiveness in executing risk

management in practice.

WHY DON'T WE DO IT?

Most people would agree that risk management should be
useful. If this is true, why is it not more widely used? Some of
the more frequently cited reasons or excuses are listed in
Figure 2-2 and described in the following paragraphs.

THE RISK PROCESS TAKES TIME AND MONEY

Risk management is not a passive activity, and there is a cost
associated with executing the upfront risk process—the cost of
assessing risk. Risk management requires involvement of the
project sponsor, project manager, members of the project team,
and other stakeholders over and above what some would
consider their normal level of commitment to the project. This
causes a double problem: finding time for the risk process in
an already overloaded working environment is difficult; and
even when time is found, the risk process costs money, as
effort is spent in risk workshops and review meetings.

RISK RESPONSES COST MONEY

A central purpose of the risk process is to identify risks and
determine appropriate responses, which inevitably results in
the need to do new and unplanned things. This introduces a
second type of cost to the risk process: the cost of addressing
risk. Risk responses are in reality new project activities that
were not originally considered necessary. Because risk
responses were not included in the original project scope, they
add to the resource requirement and budget. As a result, risk
management adds to the project workload while at the same
time increasing the required budget.



Common excuses

Proposed solutions

Process takes time and costs money.

Proper application saves ime and
money. Use the same argument as for
(Uality management.

Responses cost money.

Explain that responges are an investment
Inthe future—spending to save or
spending fo gain.

Risk management doesn't work,

Doit properly and demonsirate it
effectiveness through example or piot
Drojects.

Risk management s just Find the real risks (uncertainties that

scare-mongering. matfer) and always include the
nositives—opportunites.

Managing issues is more fun, Develop KPIs that meastre the
effectiveness of risk management and
reward those who do t propery.

Its too [ate. Remind everyone that tis never too

late: failing to identfy risks dosn'
make them go away;

Too busy dealing wih issues.

Risk management will prevent issues
50 starting the process will make for a
befter future.

It ust common sense,

Unfortunately itsn'tto all. The
framework of risk management will help
those with less common sense.




Can't prove it works, Demonstrate the benefits; perhaps by
emphasizing the management of
opportunities. Seek evidence from
Outside,

Figure 2-2: Excuses and Solutions

RISK MANAGEMENT DOESN'T WORK FOR US

Although risk management is not difficult, many people have
unfortunately experienced it being applied ineffectively,
leading them to believe that risk management doesn’t work.
This situation often arises when risk management is performed
without proper commitment, perhaps by organizations merely
complying with a regulatory, contractual, or procedural
requirement.

RISK MANAGEMENT IS JUST SCAREMONGERING

Until recently, risk management was commonly concerned
only with threats. As a result, the risk process focused only on
the bad things that might occur, examining every possible
cause of failure and listing every potential problem. This can
demotivate and create a sense of doom for the project team,
which believes that the project cannot succeed given the
number of identified negative risks. This can also affect senior
management, project sponsors, and customers, who might
believe that the project team is merely scaremongering, raising
potential problems that might never happen, possibly trying to
engender sympathy, or maybe even paving the way for project
failure.

MANAGING ISSUES IS MORE FUN AND REWARDING

Some believe that dealing with issues, problems, or even crises
is more interesting and rewarding. Individuals might gain
considerable satisfaction from solving a problem, especially if
it’s a big one, even if it could have been prevented by
proactive risk management. In addition, many organizations
reward those macho project managers who successfully
resolve a major crisis and then deliver their project in line with

its objectives. By contrast, the project manager who has



avoided all problems by effectively applying risk management
is often ignored, with the implication that “it must have been
an easy project because nothing went wrong.”

IT'S TOO LATE TO CARRY OUT RISK MANAGEMENT

Some projects simply involve implementing predefined
solutions in which all key objectives (time, cost, and quality)
are pre-agreed and unchangeable. Where this is true, the
project manager might see little point in taking time to identify
risks that require additional work and more money to manage,
when neither more resources nor more budget will be made
available because the objectives are fixed and agreed upon in
advance. The risk process might even reveal that achieving the
agreed-upon  project  objectives is  impossible—an
“unacceptable” conclusion. Although many would say that
part of the purpose of risk management is to expose
unachievable objectives, in reality this could put the project
manager in a difficult position and could result in statements
like “Don’t give me problems, just give me solutions,” or
“Stop complaining, just do it.”

I'M TOO BUSY DEALING WITH ISSUES

When projects are badly planned in the first place, issues and
problems will quickly arise that can dominate the project’s
day-to-day management. In these situations, project managers
easily become consumed with the “now” problems and find it
difficult, if not impossible, to worry about potential future
events, even though identifying and proactively managing
them would clearly be beneficial to the project. Frequently the
result is that risk management never even gets started.

IT'S JUST COMMON SENSE

Everyone looks both ways when they cross the road, don’t
they? Nobody would ever consider climbing a mountain
without ropes, would they? The majority of people should
surely carry out risk management on a day-to-day basis; it’s
just common sense. If this is true, then we should expect that
risk management will be applied intuitively to all projects, and
that project managers will always do it without needing a

formal or structured risk process.



WE CAN'T PROVE THAT RISK MANAGEMENT WORKS

Some risks that are identified never materialize, and as a result
some people think that considering things that might not
happen is just a waste of time. In addition, it is difficult to
prove that risk management is working on a project because
there is never an identical project that can be run without risk
management as a control. And where the risk process only
addresses threats, successful risk management means nothing
happens! Since it is impossible to prove a negative, the
absence of unusual problems cannot be firmly linked with the
use of risk management—the project team might just have
been lucky that no problems occurred.

TURNING NEGATIVES INTO POSITIVES
Each of the excuses described above represents a potential
barrier to implementing effective risk management. Where
project stakeholders hold these views, it is important to
address their concerns, correct their misperceptions, and allay
their fears so that they can engage with the risk process and
make it work. The following paragraphs outline possible
solutions to deal with each point (summarized in Figure 2-2).

THE RISK PROCESS TAKES TIME AND MONEY

Implementing risk management does take time and does cost
money. However, when applied properly, risk management
actually saves time, saves money, and produces outputs of the
required quality. The argument is similar to that supporting the
use of quality procedures in project management, where
proactive attention to potential problems ensures the best
possible results by reducing wasted effort and materials caused

by rework or solving problems.

RISK RESPONSES COST MONEY

The cost of implementing new activities in order to manage
risks is a fundamental part of applying the risk process. Failing
to respond to risks through planned response activities means
that risks will go unmanaged, the risk exposure will not
change, and the risk management process will not be effective.
The cost of risk responses should be seen as an investment in

the project’s success—“spending to save.” A similar argument



exists for the cost of quality, where rework or fixing
noncompliances is recognized as being more expensive than
doing the job right the first time. Equally for risk management,
addressing a threat pro-actively usually costs less than it does
to resolve a problem when it happens. And addressing an
opportunity is clearly more cost-effective than missing a
potential benefit.

RISK MANAGEMENT DOESN'T WORK FOR US

Ineffective or badly applied risk management can cause more
problems than it solves. Where this is the case, measures must
be put in place to make the risk management process more
effective, perhaps by training project team members or
improving risk processes. Once these changes have been
made, then the organization must ensure proper application of
the changed ways of working. If the excuse that “risk
management doesn’t work” is based on poor practice, the
answer is to do it properly and it will work. Sometimes the
belief that risk management is not applicable or helpful arises
from a view that “our projects are different,” a feeling that risk
management might work for others but “it doesn’t work for

»

us.” Here, a pilot project can be particularly useful in
demonstrating the benefits of doing it properly on a real

project.

RISK MANAGEMENT IS JUST SCAREMONGERING

Overemphasis on identifying every potential threat to the
project can be overcome in two ways. The best solution is to
ensure that the risk process also pro-actively identifies and
addresses upside risks (opportunities) that counteract the
threats. This also helps the project stakeholders realize that the
project is not all “doom and gloom,” and that things might get
better as well as worse. The second part of the answer is to
ensure that identified threats really do matter. Often many so-
called threats may have little or no impact on the project, or
might not even be risks at all. And of course, where threats are
identified that really could affect the project adversely,
effective responses must be developed to reduce the risk
exposure. The answer to the charge that risk management is

merely scaremongering is to ensure that the risk assessment is



realistic and presents genuine threats and opportunities

together with appropriate responses.

MANAGING ISSUES IS MORE FUN AND REWARDING

It is undoubtedly stimulating to tackle problems and crises,
and it is right for organizations to reward the staff who have
the skills to rescue troubled projects. However, the reward
scheme should not incentivize macho behavior at the expense
of prudent risk management. Organizations should also find
ways to reward project managers who successfully manage the
risks on their project. This may be through the creation of key
performance indicators (KPIs) that mea sure the effectiveness
of the risk process, linked to a risk-based bonus. One KPI
related to effective risk management might be the number of
issues that arise during the project: the greater the number of
issues, the less effectively the risk management process has
been applied.

IT'S TOO LATE TO CARRY OUT RISK MANAGEMENT

The reality is that it’s never too late, because failing to identify
risks doesn’t make them go away; a risk identified is a risk that
can be managed. Failing to identify and manage risks means
that projects are taking risks blindfolded, leading to a greater
number of problems and issues, and more missed
opportunities. Even where project objectives are presented as
“fixed,” this does not guarantee that they are achievable, and
the aim of the risk process is to maximize the chances of

achieving objectives.

I'’M TOO BUSY DEALING WITH ISSUES

This excuse can become a self-fulfilling prophecy. If risk
management never starts, then more issues will arise that
require immediate attention, reinforcing the problem. This
downward spiral must be nipped in the bud. Making risk
management mandatory might solve the problem, though there
is a danger that imposing a risk process will result in project
teams only paying lip service to it. A better strategy is to make
a convincing argument that risk management is actually good
for the project, and that carrying it out will prevent further

issues and make life easier.



IT'S JUST COMMON SENSE

The problem with common sense is that it’s not very common.
Risk management cannot be left to intuition because the stakes
are too high. Of course, some people are very good at
managing risk intuitively, and these individuals might be able
to trust their common sense instead of following a structured
approach to risk management. However, most people require
some assistance in taking the necessary steps to identify and
manage risk effectively. For the majority, having a framework
within which to conduct the risk process is both helpful and
necessary. A structured approach to risk management helps
everyone do what the best practitioners do intuitively.

WE CAN'T PROVE THAT RISK MANAGEMENT WORKS

This excuse might exist where the risk process is focused
entirely on threats, since it is difficult to prove unambiguously
that an absence of problems resulted from successful risk
management. However, when the risk process also addresses
upside risks (opportunities), a successful risk process results in
measurable additional benefits, including saved time, reduced
cost, and reduced rework. We recommend a broad approach to
risk management covering both threats and opportunities;
where this is implemented, evidence that risk management
works can be gathered. It should also be recognized that risk
management delivers a range of “soft” benefits in addition to
those that are directly measurable, as discussed in the previous
chapter. Finally, evidence can be sought either from within the
organization or from other similar organizations by reviewing
case studies of successful projects where the results are
attributed to effective risk management.

FOUR DIFFICULT CHALLENGES

All of the excuses mentioned earlier can be addressed and
overcome. Unfortunately, there are other reasons why project
risk management is not undertaken where the solutions are less
obvious. These are often a deep-rooted part of entrenched
organizational culture. The following four challenges fall into
this category. There are no simple solutions for overcoming
these, but awareness of their existence can help us to manage

any negative consequences.



WE HAVE RISK-PROOFED OUR PROJECTS

It is easy for us to say that all projects are risky and therefore
they must include risks. Common definitions of a project
emphasize that each project is unique, and uniqueness clearly
implies risk. However, some project-based organizations claim
to be so familiar with the projects they undertake that there can
be no surprises and therefore no risks. They believe that
because they are project professionals, they are immune from
risk and its effects. While this may seem ridiculous, there is no
denying that this perception exists. It is only when something
goes seriously wrong that such an organization may recognize
the need to change.

WE HAVE A “CAN-DO” CULTURE

Many organizations, and indeed many individuals as well,
believe that they can cope with any situation they encounter.
Anything unforeseen that occurs on their project (or in life)
can just be dealt with reactively. If we have absolute
confidence that we can tackle anything that arises, why should
we waste time identifying risks or trying to manage them?
Let’s just wait and see, and if anything happens, we’ll fix it
then. This way of working can be sustainable when the
surprises are minor, but it will be problematic when major,

unforeseen circumstances arise.

ADMITTING TO RISKY PROJECTS WILL AFFECT OUR REPUTATION

Some organizations are unwilling to admit that their projects
are risky and that they might have difficulties in delivering
them on time and on budget. They fear that their reputation
will be damaged if clients or the industry think they are unable
to handle risk. This is specifically relevant if they think that a
risky project might not get approval or might be canceled.
Such a position often leads to false promises being made in
respect to delivery dates and cost estimates. This might be due
to “optimism bias,” unconsciously expecting a better-than-
average outcome, or to “strategic misrepresentation,” a term
first cited by Flyvbjerg, Holm, and Buhl in 2002—where
promises are knowingly made that are unlikely to be achieved
in order for the project to go ahead or continue. Flyvbjerg,
Holm, and Buhl actually referred to strategic misrepresentation



as lying! Such knowingly made false promises will always be
found out.

WE USE AN AGILE METHODOLOGY, SO WE DON’T NEED RISK
MANAGEMENT

Agile methodologies have been used for many years and have
been proven to be excellent for delivering specific types of
project, particularly in the IT sector, such as a new app for a
mobile phone or a new e-banking product. One misconception
of agile is that it does away with the need for formal project
risk management. Agile itself is in many ways a response to
the risks of using a waterfall life cycle. It reduces risk by
adopting an iterative approach, short time frames, involvement
of stakeholders, users, and so on, plus the ability to cut scope/
functionality to meet deadlines or budget restrictions. But this
doesn’t mean that risk management isn’t needed at all.

There are two ways in which risk management should be

used in a project using an agile approach:

1. When the project team is reviewing the product backlog to decide what
functionality to include in the next iteration (sometimes called sprint or leap),
one important consideration is to address high-risk elements first. But how
can the project team know which elements are high-risk? This requires an
assessment of the risk level of each element on a consistent basis, and then the

high-risk elements can be included when the project team constructs the
iteration.

2. Once the iteration is launched, it can be treated as a micro-project. There will
be threats and opportunities even during the short time span of an iteration,
and these need to be identified and managed. This requires a fast and simple
risk process that can be performed quickly by the project team to keep the
iteration on track.

For both of these, a reduced ATOM process can be used, as
described in Chapter 13.

THE CRITICAL SUCCESS FACTORS FOR
RISK MANAGEMENT

All of the common reasons/excuses/challenges for not
applying risk management can be overcome by focusing on
CSFs. It is possible to generate a long list of CSFs (for
example, Figure 2-3); these have been grouped into four main

categories for discussion in the following paragraphs.



Slupportive organization

Competent people

+ Clear objectives for risk
management

+ Availabilty of adequate resources
+ Buyn from all stakeholders

+ Aculture that recognizes that uncer-
tainty is Inevitable

+ Accept the need fo change inre-
sponse to risk management

v Suitable confractual framework to
support the risk process

+ Shared understanding of the key
concepts and principles of risk
management

+ A common language and agreement
of key risk management terms

+ Recognize the need for continuous
training of staff

+ SKilled and competent staff

+ Gombination of theorefical knowl-
edge, effective benaviors, and
appropriate atitudes

Appropriate methods, tools,
and techniques

Simple, scaleable process

+ Required level of infrastructure and
software tools to support appropriate
level of implementation

+ Training in the selected methods,
tools, and techniques

+ Infegrated toolkit, both infemally
coherent, and inferfacing with project
management and business tools

+ Recognize that “one size its all i
the wrong approach

+ Efficient procedural framewor
+ Adocumented process

» Clear instruction on “what to do”

Figure 2-3: Critical Success Factors for Effective Risk Management




SUPPORTIVE ORGANIZATION

A supportive organization behaves in such a way that it is seen
to be fully behind risk management and all it entails. The
organization “walks the talk.” It ensures that there are clear
objectives for risk management and that these objectives are
bought into by all stakeholders, who also contribute inputs and
commit to using the outputs of the process. The organization
allows time in the schedule for risk management, and it
ensures that risk management occurs as early as possible in the
project life cycle. The organization also provides the necessary
resources and funding to carry it out. Supportive organizations
recognize that the extra work identified to manage risks is
fundamental to ensuring project success and needs to be
adequately resourced. These organizations also accept the need
to change in response to risk, and, where appropriate, provide
a suitable contractual framework to enable the process.

In the same way that individuals have an attitude to risk that
affects their participation in the risk process, organizations also
have a “risk culture” that reflects their preferred approach to
dealing with uncertainty. There is a range of organizational
risk cultures, as illustrated in Figure 2-4.
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Figure 2-4: Range of Organizational Risk Cultures (based on Hillson and Murray-
Webster 2007)

Organizations with a negative attitude to risk might be
labeled as “riskaverse”; those with no strong response could be
called “risk-tolerant”; “risk-seeking” organizations have a
positive attitude toward risk. These cultures have a significant
influence on the risk management process. For example,
extreme risk aversion can sometimes develop into hostility:
“We don’t have risk in our projects; we’re
professionals/engineers/scientists. . . .” Denial results in
important risks being ignored and decisions being made
without cognizance of the associated risks. At the other end of
the scale, the risk-seeking organization might adopt a “gung-
ho” attitude to risk, which will likely lead to disaster if the
amount of risk exposure taken on exceeds the organization’s
ability to manage it.



The preferred risk attitude for an organization is neither
risk-averse nor risk-seeking; rather, it is “risk-mature.” This
attitude produces a supportive culture in the organization,
which recognizes and accepts that uncertainty is inevitable,
and welcomes it as an opportunity to reap the rewards
associated with effective risk management. These
organizations set project budgets and schedules with the
knowledge that uncertain events can influence project progress
and outcomes, but also with a commitment to provide the
necessary resources and support to manage these events
proactively. Project managers and their teams are rewarded for
managing risks appropriately, with the recognition that some
unwelcome risks occur in even the best-managed project.

Culture is the total of the shared beliefs, values, and
knowledge of a group of people with a common purpose.
Culture, therefore, has both an individual and a corporate
component. For risk management to be effective, the culture
must be supportive, meaning that individuals’ risk attitudes
must be understood and managed, and the organization’s
overall approach must value risk management and commit to

making it work.

COMPETENT PEOPLE
For many people, risk management seems to be neither
common sense nor intuitive. Project sponsors, project
managers, team members, and stakeholders must be trained in
applying the process, participating in it, or both. Training also
needs to be at the right level and depth to suit the role
involved. Effective training creates a shared understanding of
the key concepts and principles of risk management. It enables
the establishment of a common language and agreement on
key risk management terms. Properly delivered training also
helps to convince participants of the benefits of the process.
Training should not be viewed as a one-off event carried
out when formal risk management is first introduced. It must
be a continual process, bringing new members of the
organization up to speed as soon as is practical. The end
benefit of effective training is skilled and competent staff who
contribute effectively to the risk process.



Attention should also be paid to ongoing competence
development, with on-the-job training, job rotation, mentoring,
and coaching, in addition to focused formal training courses.
The aim is to develop practical skills as well as theoretical
knowledge, encouraging effective behaviors and appropriate
attitudes.

APPROPRIATE METHODS, TOOLS, AND TECHNIQUES

Different organizations may implement risk management in
varying levels of detail, depending on the type of risk
challenges they face. The decision about implementation level
may also be driven by organizational risk appetite—the overall
willingness or hunger to expose the organization to risk—and
by the availability of funds, resources, and expertise to invest
in risk management. The objective is for each organization to
determine a level of risk management implementation that is
appropriate and affordable. Having chosen this level, the
organization then needs to provide the necessary infrastructure
to support it.

Having selected the level of implementation, providing the
required level of infrastructure to support the risk process is
then possible. This might include choosing techniques, buying
or developing software tools, allocating resources, providing
training in both knowledge and skills, developing procedures
that integrate with other business and project processes,
producing templates for various elements of the risk process,
and considering the need for support from external specialists.
The required level for each of these factors will be different
depending on the chosen implementation level.

Failure to provide an appropriate level of infrastructure can
cripple risk management in an organization. Too little support
makes efficient implementation of the risk process difficult,
while too much infrastructure and process can be overly
bureaucratic and fail to add value, in fact reducing the overall
benefit. Getting the support infrastructure right is, therefore, a
Critical Success Factor for effective risk management, because
it enables the chosen level of risk process to deliver the
expected benefits to the organization and its projects.

A SIMPLE, SCALABLE PROCESS



Risk management is not “one size fits all.” While all projects
are risky, and risk management is an essential feature of
effective project management, there are different ways of
putting risk management into practice. At the simplest level is
an informal risk process in which all the phases are
undertaken, but with a very light touch. In this informal
setting, the risk process might be implemented as a set of
simple questions. For example:

» What are we trying to achieve?
» What could hinder or help us?

» Which of these are most important?
» What shall we do about it?

If these questions are followed by action and repeated
regularly, the full risk process will have been followed, though
without use of formal tools and techniques.

At the other extreme is a fully detailed risk process that
uses a range of tools and techniques to support the various
phases. For example, using this in-depth approach, stakeholder
workshops might be used for the definition phase, followed by
multiple risk identification techniques involving a full range of
project stakeholders. Risk assessment would be both
qualitative (with a Risk Register and various structural
analyses) and quantitative (using Monte Carlo simulation,
decision trees, or other statistical methods). Detailed response
planning at both strategic and tactical levels might include
calculation of risk-effectiveness, as well as consideration of
secondary risks arising from response implementation.

Both of these approaches represent extremes, and the
typical organization will wish to implement a level of risk
management somewhere in between these two. These
approaches do, however, illustrate how it is possible to retain a
common risk methodology while selecting very different
levels of implementation. Each organization wanting to adopt
risk management consistently must first decide what level of
implementation is appropriate.

A simple to use, scalable, and documented process ensures
that each project does not have to work out the best way to
apply risk management in its situation. An efficient procedural

framework that supports the process and outlines “what to do”



ensures support from the organization, and makes the most of

the investment in training, tools, and techniques.

CONCLUSION

This chapter has presented some of the common difficulties
expressed by people who feel that risk management belongs in
the “too difficult” category. It also offered counterarguments to
each objection, suggesting that attention to CSFs can make the
difference between wasting time on an ineffectual process and
implementing risk management that works. If any of these
the implementation of risk management becomes unstable and

may even fall over.
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Figure 2-5: Critical Success Factors to Support Effective Risk Management



Of the four groups of CSFs discussed, the one that seems
easiest to address is the last—implementation of a simple,
scalable process. This CSF allows project teams to apply risk
management theory to their particular risk challenge. It also
deals most directly with the main difficulty expressed by so
many: “How exactly do we do risk management?” The rest of
this book presents a detailed answer to this question,
describing a simple, scalable risk process that can be applied
on any project in any industry. The next chapter introduces this
process, known as Active Threat and Opportunity
Management (ATOM), and Part II of the book describes the
ATOM process in detail.



Active Threat and Opportunity
Management—The ATOM Risk
Process

The benefits of formal risk management are undeniable and
clear for all those who care to see. Even though this fact is
recognized by many organizations, the reality is that risk
management is rarely implemented effectively, often despite
well-defined processes, the existence of proven tools and
techniques, and many training opportunities for those who
need it. If this is the case, then where is the problem? It
appears that ineffectiveness stems largely from project
managers and their teams not knowing how to actually do risk
management. Clear, practical “how-to” guidance is obviously
needed; this also meets one of the four Critical Success Factors
(CSFs) for risk management outlined in the previous chapter: a
simple to use, scalable, and documented process that removes
many of the barriers to the use of risk management for projects
and provides invaluable help to those who believe it to be
important but are struggling to make it effective.

First, we must determine what such a simple, scalable
process should cover. A number of important steps must be
included:

« If risk is defined as “any uncertainty that, if it occurs, would have a positive
or negative effect on achievement of one or more objectives,” then clearly
the first step in a risk management process is to ensure that the objectives at
risk are well defined and understood. These objectives might have been
clarified outside the risk process (for example, in a project charter, business
case, or statement of work), but risk management cannot begin without



them, so if there is no clear list of project objectives, the risk process must
produce one.

After defining objectives, determining the uncertainties that might affect
them is possible. As discussed in Chapter 1, potentially harmful
uncertainties (threats) must be identified, as must those that might assist the
project in achieving its objectives (opportunities).

Of course, not all of the uncertainties identified in this way are equally
important, so the risk process must include a step for filtering, sorting, and
prioritizing risks to find the worst threats and the best opportunities.
Examining groups of risks to determine whether there are any significant
patterns or concentrations of risk is also useful. It might also be good to
determine the overall effect of all identified risks on the final project
outcome.

Once risks have been identified and prioritized, the risk challenge faced by
the project will be clear and the risk process can move from analysis to
action. At this point attention turns to deciding how to respond appropriately
to individual threats and opportunities, as well as considering how to tackle
overall project risk. A range of options exists, from radical action such as
canceling the project to doing nothing. Between these extremes lies a wide
variety of action types: attempting to influence the risk, reducing threats,
embracing opportunities, etc.

The important step of planning responses is not enough to actually change
risk exposure, of course; it must be followed by action, otherwise nothing
changes. Planned responses must be implemented in order to change the risk
exposure of the project, and the results of these responses must be
monitored to ensure that they are having the desired effect.

These steps in a risk process might be undertaken by just a few members of
the project team, but the results are important for everyone, so it is essential
to communicate what has been decided. Key stakeholders should be kept
informed of identified risks and their importance, as well as what responses
have been implemented and the current risk exposure of the project.

Clearly the risk challenge faced by every project is dynamic and changing.
As a result, the risk process must continually revisit the assessment of risk
to ensure that appropriate action is being taken throughout the project.

.

A fully effective risk process does not end at this point, because the learning
organization wants to take advantage of the experience of running this
project to benefit future projects. The normal Post-Project Review step
must, of course, include risk-related elements so that future threats are
minimized and opportunities captured in the most efficient and effective
manner.

INTRODUCING ATOM

The logical story outlined above is not rocket science, but it
does offer a simple, structured way to deal with the
uncertainties that might affect achievement of project
objectives. Any project risk management process should
follow these eight steps:

1. Define objectives

2. Identify relevant uncertainties



3. Prioritize uncertainties for further attention
4. Develop appropriate responses

5. Report results to key stakeholders

6. Implement agreed-upon actions

7. Monitor changes to keep up to date

8. Learn lessons for the future.

Active Threat and Opportunity Management (ATOM) is
designed to meet the need for a simple, scalable risk
management process and to be applicable to all projects. It
also embodies the steps described above in a generic risk
management process that can be applied to all projects in any
industry or business sector, whatever their size or complexity.
ATOM brings together recognized best practices and tried and
tested methods, tools, and techniques, combining them into an
easy-to-use yet structured method for managing project risk.

The ATOM process is composed of the following eight

steps:

1. Initiation
. Identification
. Assessment

. Response Planning

2

3

4

5. Reporting

6. Implementation
7. Review

8

. Post-Project Review.

The Assessment step might also include quantitative risk
analysis (QRA) to determine the effect of risks on overall
project outcome, though this is not always required (as
discussed below). Figure 3-1 shows how these steps fit
together into a cohesive process, which is described in detail
later in this chapter.

Of course, risk does not appear just at the beginning of a
project and then go away, so a risk management process
cannot be performed just once. The ATOM approach
recognizes the undeniable need to carry out risk management
throughout the project life cycle, from concept to completion,
or from the business justification to handover, as shown in
Figure 3-2. Risk management is all too often seen as
something done at the beginning of the project and then cast



aside as other “proper project management processes” take
over. This is clearly wrong. ATOM demands that, following an
initial risk assessment, a series of reviews are undertaken
through the life cycle of the project to keep the process alive.
It is also important to recognize that part of any project’s value
is the organizational learning it offers to the business, which is
why ATOM places emphasis on lessons learned as an essential
part of project management. The ATOM risk management
process also includes a final step to capture risk-related lessons

at the end of a project, concluding with a formal Post-Project

Review.
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Figure 3-1: Steps in the ATOM Process

Figure 3-2 shows how the ATOM risk process might be
conducted through the various phases of the project life cycle.
For most projects, ATOM starts before the project is
sanctioned or approved, by undertaking the Initiation step,



leading to a Risk Management Plan, followed by a First Risk
Assessment to determine the risks associated with
implementing the project. After the project sanction or
approval, ATOM continues with a series of reviews throughout
the project life cycle. The project life cycle is different for a
contracting organization, which bids for work and only
conducts the project if it wins it. For some contractors, ATOM
starts when they win the work, which is when they undertake
the Initiation and First Risk Assessment steps. For other
contractors, ATOM starts during the bid process and is an
integral part of putting the bid together. It is likely that a
contractor that carries out Initiation and First Risk Assessment
as part of the bid process will repeat the process if the bid is
successful.
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Figure 3-2: ATOM Steps through the Project Life Cycle

PROJECT SIZING



No two projects are the same. Projects vary vastly in size and
complexity. Some projects are started and finished in a few
weeks, while others take a decade or more to complete. Some
projects have budgets of a few thousand dollars (or even no
budget at all), while others cost billions. Some projects are
relatively routine, using tried and tested strategies, while
others are totally innovative and groundbreaking.

In response to this wide variety of projects, ATOM offers a
fully scalable risk management process that recognizes that
simple or low-risk projects may need just a simple risk
process, while complex or high-risk projects require more
rigor and discipline. ATOM provides scalability in three ways:
through the number and type of reviews required during the
project life cycle, through the optional use of QRA techniques,
and through the range of tools and techniques used during each
of the ATOM steps.

» Reviews. Sometimes simply revisiting the risk process to determine
changes to existing risks and whether any new risks have arisen is sufficient.
At other times a full repeat of the entire risk process might be appropriate.
ATOM uses two types of reviews to meet these needs: a Major Review and
a Minor Review. These can be used in various combinations depending on
the size of the project.

Quantitative risk analysis (QRA). ATOM suggests reserving use of QRA
for projects that are large or high-risk, where the investment in such

techniques can be justified.

.

Tools and techniques. Many techniques exist for the identification and
assessment of risks. An appropriate set of techniques should be selected to
meet the risk challenge of a particular project.

Figure 3-3 presents the full scalable ATOM risk process,
indicating where reviews and QRA might occur.

With a scalable process, a method of deciding what level of
process is appropriate for any particular project is clearly
important. “Project size” is a multidimensional concept, with
many factors to be considered. It is also a continuous variable,
rather than one with a small number of discrete values.
However, it is useful to have a simple tool that uses various
criteria to characterize a given project, perhaps dividing
projects into three groups that we can call small, medium, or
large. This tool has several uses, not just relating to risk
management, because many project management processes

can also be scalable depending on the size of the project.



One key question is how many criteria should be used in
such a sizing tool. If too few criteria are used, then it is
difficult to distinguish between projects of different sizes. On
the other hand, too many criteria can become overly complex
and can lead to insufficient discrimination due to the averaging
effect. Experience suggests that using 10 to 12 criteria is about
right, giving a good compromise between detail and usability.
Each organization should define those criteria that best
describe the relative size and importance of a project within
the business. One organization’s “small” will be another
organization’s “large.”

Even where sizing criteria are well defined, an organization
may wish to allow shortcuts to describe circumstances in
which project size can be determined without use of the
project sizing tool. For example, projects of very low value or
very short duration might always be deemed small, while
business-critical projects might always be large.

Figure 3-4 presents a sample project sizing tool to illustrate
the approach that an organization might adopt in order to size
a project. This example uses a Likert scale to translate
qualitative descriptions of the sizing criteria into quantitative
values that can be combined into a sizing score. Thresholds are
then set to define small, medium, and large. Any given project
can then be scored against the criteria in order to determine its
size.

The example in Figure 3-4 is specific to a particular
business, but can be tailored by another organization to include
those criteria that reflect the types of projects it undertakes,
because the general principles should apply. Other criteria

¥«

could include “relationship with other projects,” “exposure to
the wider business,” or “political sensitivity.” Note that the
numerical thresholds used in the example in Figure 3-4 are
scaled to work with 10 criteria and must be adjusted if more or
fewer criteria are used.

Of course, there are exceptions to every rule, and it is
important not to be process-driven when making important
decisions on projects. There will always be projects that score
as medium or small using a project sizing tool, but that are so

strategically important or commercially sensitive that it would



be foolhardy not to treat them as large. Such decisions to
contradict the output of the project sizing tool should only be
made by the project sponsor in consultation with the project

manager.
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Figure 3-4: Example Project Sizing Tool

Most project-based organizations have a portfolio of
projects of various sizes, including small, medium, and large
ones, all of which require active management of risk, though at
different levels. A reduced level of risk management attention
is appropriate for small projects because they matter less to the
business and the potential for variation is usually small. By
contrast, large projects require a higher level of risk
management attention because any variation is likely to be
significant.

The typical ATOM process is designed for medium-sized
projects, though it is scalable for small and large ones. Taking
the basic ATOM process as shown in Figure 3-3, the main
differences for the three project sizes are as follows:

+ Small projects require a reduced ATOM risk management process that is
integrated into the normal day-to-day management of the project without
using dedicated risk meetings.

+ Medium projects require the application of the standard ATOM risk process
with risk-specific activities in addition to the normal project process. These
are led by a risk champion who oversees the use of specific risk meetings,
including workshops, interviews, and ongoing reviews.

 Large projects require an extended ATOM process, which includes QRA
and a more rigorous review cycle in addition to the elements applied for



medium projects.

It is important for the depth of the risk process to match the
risk challenge of the project. For example, applying a reduced
risk process to a medium or large project is likely to result in
failure to properly resource the process and ineffective
management of risk.

The ATOM process for a medium-sized project is described
in detail in Part II (Chapters 4 through 12) and is summarized
below. Recommended variations in using ATOM for small and
large projects are covered in Chapters 13 and 14, respectively.

ATOM FOR THE MEDIUM-SIZED PROJECT

The ATOM process for a medium-size project requires a
structured approach, as follows.

Like most other risk management processes, ATOM starts
with an Initiation step. This step, described in Chapter 4,
considers project stakeholders and their relationship to the
project. A fundamental part of the Initiation step is
confirmation of the project objectives to ensure that they are
clearly understood and documented, and as a result the
uncertainties that matter can be determined and subsequently
prioritized. The size of the project, and therefore the degree to
which ATOM should be applied, is also confirmed. Initiation

culminates with the preparation of a Risk Management Plan.

This is followed by three sequential steps that make up the
First Risk Assessment, namely Identification, Assessment, and
Response Planning. A formal two-day risk workshop is used to
identify project risks (see Chapter 5) as well as to assess their
probability and impacts against predefined scales as set out in
the Risk Management Plan (see Chapter 6). The aim of the
Identification step is to identify and properly describe relevant
uncertainties, including both positive opportunities and
negative threats that could affect project objectives.
Assessment provides the means to determine which
uncertainties matter most to the project, by considering the
probability of the risk occurring and its potential impact on the
defined project objectives. During Identification and

Assessment, all identified risks and their assessment data are



recorded in a newly created project Risk Register. Following
the risk workshop, Response Planning takes place via a series
of interviews with identified Risk Owners, during which
responses are identified with their associated actions (see
Chapter 7). The appropriateness of the response is paramount
to this step to ensure that responses are not only physically
effective but also timely and cost-effective.

Once the First Risk Assessment step is complete, the next
two steps in the ATOM process take place in parallel. A risk
report documenting the results from the First Risk Assessment
is prepared and disseminated to those who need to receive it;
this Reporting step is described in Chapter 8. Reporting is one
of the ways in which the dynamic nature of risk is
communicated, because reports highlight significant changes

to project risk exposure.

At the same time as the Reporting step, the ongoing step of
Implementation of responses via their associated actions also
starts (see Chapter 9). Implementation of responses continues
throughout the project, only concluding when the project ends.
Without effective implementation, the risk exposure of the
project remains unchanged.

Fundamental to keeping the process alive throughout the
project life cycle is the use of formal risk reviews. At
predetermined points in the life cycle, as set out in the Risk
Management Plan, a Major Review (see Chapter 10) takes
place that includes the same elements as the First Risk
Assessment but on a reduced scale. All key stakeholders attend
a risk workshop to review existing risks, and to identify and
assess new risks, resulting in an update to the Risk Register.
Risk responses and their associated actions are identified by
interviewing Risk Owners as soon as possible after the risk
workshop. Agreed-upon responses and actions are recorded in
the Risk Register. New and revised actions are implemented
through the ongoing Implementation step. A full report is
produced at the end of the Major Review.

At regular points in the project, usually in line with the
normal project reporting cycle, risk management is formally
revisited as part of a Minor Review (see Chapter 11). A Minor
Review may take place as part of a normal project review or as



a separate meeting. During a Minor Review all high-priority
risks are reviewed, new risks are identified and assessed, and
responses are planned; the Risk Register is then updated. As
for the Major Review, new and revised actions are
implemented through the ongoing Implementation step. A
summary report is produced at the end of each Minor Review.

The ATOM process concludes either at the formal Post-
Project Review meeting or at a separate meeting, during which
a “risk lessons learned” report is produced and the final Risk
Register agreed upon. Chapter 12 describes this conclusion to
the ATOM process.

The ATOM process for the medium-sized project is purely
qualitative, with no use of statistical processes to predict the
overall effect of risk on project outcome. QRA techniques are
an important part of project risk management, but ATOM
suggests that they should only be mandatory for large projects.
This does not, however, mean that QRA cannot be used
effectively on medium or even small projects, but this analysis
should be at the discretion of the project manager and
considered during the ATOM Initiation step. QRA is valuable
because it models the effect of identified risks on the project
schedule and budget, calculating the range of possible
completion dates (and interim milestones) and final project
cost. It is also possible to predict ranges of outcomes for other
project criteria, such as net present value (NPV) and internal
rate of return (IRR). This information can be beneficial when
determining the correct strategy for the project and for
understanding the effects of managing individual risks.

Chapter 15 describes how to apply QRA to projects.

COMPARISON TO EXISTING STANDARDS

There are a number of standards documents in the project risk
management area, offering different approaches to the subject,
as well as more general risk standards that include projects in

their scope. The most popular of these include:

+ ISO 31000:2018—Risk Management—Guidelines, from the International
Organization for Standardization (ISO)

* Management of Risk (M_o_R), from the UK Office for Government
Commerce (OGC)



The Standard for Risk Management in Portfolios, Programs and Projects,
from the Project Management Institute (PMI\&‘)

Guide to the Project Management Body of Knowledge (PMBOK® Guide),
from the Project Management Institute, particularly Chapter 11, “Project

Risk Management”

Project Risk Analysis and Management (PRAM) Guide, from the
Association for Project Management (APM)

Risk Analysis and Management for Projects (RAMP), from the UK
Institution of Civil Engineers, Faculty of Actuaries and Institute of

Actuaries
BS IEC 62198:2014—Managing Risk in Projects—Application Guidelines.

Although there are several different standards covering the
topic, there is good agreement between their content, with the
main differences being the terminology used. Those familiar
with these standards should have no problem in understanding
or applying the ATOM process, since it is fully consistent with
them all. The key differences between ATOM and the other
standards are summarized in Figure 3-5, which compares their
use of terminology, the different constituent stages of each
process (mapped to ATOM steps labeled as A-H), and the
unique aspects of each approach.
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Figure 3-5: Comparison of Different Standards

The fact that ATOM is consistent with the main project risk
management standards raises the question of why it should be
used instead of what already exists. The main difference is that
ATOM is not a standard. Instead, it is a practical method that
describes how to do risk management for a real project, rather
than a theoretical framework or set of principles. It is intended
to make project risk management accessible to all and easy to
use, with enough detail to support practical implementation on

any project in any organization or industry type.

CONCLUSION

One of the main Critical Success Factors for effective risk

management is a simple, scalable process. ATOM offers such a



process, and following it allows any organization to identify
and manage risks to its projects in a way that is appropriate
and affordable. Using ATOM provides assurance that the main
risks will be exposed, thereby minimizing threats, maximizing
opportunities, and optimizing the chance of achieving project

objectives.



PART Il

Applying ATOM to a Medium-
Sized Project



Start at the Beginning
(Initiation)

Everyone recognizes that risks must be managed and that
managing risks requires development and implementation of
appropriate responses . Determining the appropriate type of
response is not possible without first assessing and/or
analyzing the characteristics and significance of a risk—of
course, this assumes that risks have actually been identified.
This logical chain of reasoning forms the basis for the core
steps in the ATOM risk management process (see Figure 3-1),
namely Identification, Assessment, Response Planning,
Reporting, Review, and Implementation.

It seems obvious that the first task in a risk management
process is to identify the risks, and until recently the first step
in most risk management processes was Identification.
However, Chapter 1 points out that risk can only be defined in
relation to objectives, which means that one cannot identify
any risks until objectives are defined and agreed upon. In
reality, in many cases project objectives are either not clear,
not agreed upon, or not documented. Projects are still launched
prematurely, with the intention to “tidy up loose ends later.”
This lack of definition makes it impossible to identify risks
properly, leading to confusion and conflict, disagreement and
disillusionment, and ultimately ineffective risk management.
This shortfall must be rectified before the risk process can
start. It is also necessary to decide which objectives are to be
included within the scope of the risk process, because the

boundary can be drawn in various places. For example, a



project team might decide to perform only a technical risk
assessment, or to focus instead on schedule risk exposure,
budget uncertainties, or organizational reputation.

Something else is required before risk identification can
commence. Simply defining the project objectives and then
getting on with the risk management process is not enough.
Organizations and projects must recognize that there cannot be
a “one size fits all” approach to risk management. While
ATOM offers a standardized risk management process, the
depth at which it is implemented can vary. It is possible to do
risk management very simply, perhaps only involving the
project manager stepping through the process informally and
quickly, using the minimum of tools and techniques. On the
other hand, the risk management process can be performed in
some detail, involving all project stakeholders, using a variety
of approaches and tools, including sophisticated analysis and
simulation. Significant amounts of time, effort, and money can
be spent on understanding, assessing, and managing the risks.
In fact, there is a spectrum of possible implementation levels
at which risk management can be undertaken, and one must
decide the appropriate level for a particular project. In ATOM
this is determined by using a project sizing tool.

It is important to involve key stakeholders in decisions
about scope and objectives, and the appropriate process level.
However, it is not always clear who these stakeholders are, or
who can make such decisions on behalf of the project.
Stakeholder analysis answers these questions, and often forms
part of the pre-project definition and planning phase—but not
always. If key stakeholders have not already been identified, it
is important to undertake a stakeholder analysis to determine
who should be involved in setting the parameters of the risk
process.

To address these potential problems, most current risk
management processes include a step prior to risk
identification; in ATOM this is called Initiation. The purpose
of this step is to:

« Clarify which stakeholders should set the parameters of the risk process
 Decide on the appropriate level of risk process for this project

* Define the scope and objectives of the risk process.



The Initiation step requires the following inputs:

« List of key stakeholders, if available
« Defined project objectives, usually documented in the business case, project
charter, and scope statement, or bid documentation

* Project sizing tool (if project sizing has not already been done).

In ATOM, Initiation requires the following activities:
« Stakeholder analysis (if it has not already been done for this project)
* Project sizing, to confirm the appropriate level of risk process

* An Initiation meeting to decide the parameters of the risk process.

The Initiation step produces the following outputs:

« List of key stakeholders and their relationship to the project (unless this was
previously available)

» Agreed-upon level of risk process appropriate to the project size

» Risk Management Plan, which records decisions on the scope, objectives,
and parameters of the risk process.

Pro Sta"fi';f'd” Stekehalder
Sizng Avaleble? ik
Project Project Stakeholder

Size Objectives List

Initiation
Meeting

Risk
Management
Plan




Figure 4-1: Flowchart for the Initiation Step

These inputs, activities, and outputs are illustrated in Figure 4-

1 and described in detail in the following sections.

INPUTS

Key stakeholders are responsible for making important
decisions about how the project should be managed, including
the risk process. It is therefore essential to identify these
people and understand their relationship to the project.
Stakeholder analysis is commonly performed before the
project is formally sanctioned, and is documented in the
business case or project charter. When this analysis is
completed prior to the Initiation step, information on key
stakeholders can be used directly to determine their input to
the risk process. Otherwise a stakeholder analysis must be
undertaken during Initiation.

Similarly, project objectives should be clearly recorded in
the business case or project charter; for external projects they
may form part of the bid documentation, such as an invitation
to tender (ITT) or request for proposal (RFP). If project
objectives are already unambiguously defined, they can form
an input to Initiation; otherwise they must be clarified as part

of this step.

ACTIVITIES

STAKEHOLDER ANALYSIS

The first activity of the ATOM Initiation step is determining
the key stakeholders, because these people will provide
essential input on future decisions. If a prior stakeholder
analysis is available, the results should be used directly;
otherwise such an analysis must be undertaken here. A
recommended method for stakeholder analysis is based on
assessing three dimensions for each stakeholder (as illustrated
in Figures 4-2 and 4-3):

* Their attitude toward the project, either supportive or resistant
 Their power to influence the project for better or worse

* Their level of interest in the project and its success or failure.



Areaof | Atfitude Power | Interest | Stakeholder

Stakeholder ntorest | (#) () (b | ype

Instructions:
+ List ll key stakeholders and their interest (or stake) in the projectin the
left-nand fwo columns,

+ For each stakeholder, denify whether their atiitude toward the project s
supportive or resistant (+ or -], whether their power to influence the project is
high or low (+ or -, and whether their level of interest in the projectis high or
low (+or-),

Figure 4-2: Stakeholder Analysis Template

Assessment of these three dimensions can be recorded using a
stakeholder analysis template similar to that shown in Figure
4-2. Figure 4-3 shows how this assessment maps stakeholders
in one of eight positions: Savior, Friend, Sleeping Giant,
Acquaintance, Saboteur, Irritant, Time Bomb, or Tripwire.
These positions are described in detail in Figure 4-4.

Having completed a stakeholder analysis, the project
sponsor and project manager identify the key stakeholders and,



therefore, who should contribute to decisions about the risk
process. All Saviors are definitely invited to attend the
Initiation meeting, and it is worth inviting Sleeping Giants in
order to engage their interest. The project sponsor and project
manager might seek the views of Saboteurs and Time Bombs
(outside the meeting) if they feel able to contain any possible
negative input and convert these stakeholders into supporters.
Although Friends and Acquaintances support the project, their
contribution is limited by their low power or low interest
levels, so they need not be included. Irritants and Tripwires are
also excluded.

The project manager decides how the role of risk champion
will be fulfilled for the project. The risk champion is
responsible for facilitating the risk process (see Figure 4-7).
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Figure 4-3: Stakeholder Mapping Cube (from Murray-Webster and Simon 2006)

PROJECT SIZING
The assumption is that the organization has prepared a project

sizing tool for use in all projects, as discussed in Chapter 3
(see Figure 3-4). This tool lists criteria that determine the
importance of the project to the organization and that give an
indication of the level of risk. Projects can then be scored on a
consistent basis and ranked relative to one another. Projects
that are strategically important or particularly risky require a
more robust risk process than smaller projects, where a simpler

process can be employed.

When a project sizing tool exists, the project sponsor and
project manager together complete it for the project to
determine whether the project rates as small, medium, or large.
This information is used during the Initiation meeting to
inform decisions about how detailed the risk process should
be.

If the organization does not have a project sizing tool, the
project may wish to develop one that can be used more widely
within the business. Alternatively, key stakeholders’ views can
be sought to determine whether this project should be treated
as small, medium, or large. Whichever method is used, project
sizing should be done prior to the Initiation meeting and then

confirmed as part of the meeting.

Type Attitude | Power | Interest | Description

These are powerful, with a high-inferest leve
and a positive aftude foward the project It
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People who are powerful and have a igh
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convert their tttude to be more supportive
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the project.
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the project should be understood so tey can
be “defuse before the bomb goes of.”Efors
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project should be minimized 2 far as
possible.

Figure 4-4: Descriptions of Different Stakeholders

INITIATION MEETING

Key decisions about the risk process for a particular project are
made at the Initiation meeting, which is attended by key
stakeholders and facilitated by the risk champion. For a
medium-sized project, this meeting might be expected to last a
day. Before the meeting, the risk champion briefs the attendees
on its content and format as well as their expected
contribution. A typical agenda for the Initiation meeting is

given in Figure 4-5.



Time
allowance ' Content

(hours)

h 1, Infroductions

[ 2. Backgroundto the project

h-1 3. Clarification of project objectives: Scope, time, cost, qually
other objectives?

[/ 4, Scope and objectives of the risk management process

[/ 5. Application of the ATOM risk management process

[ 6. Tools and technigues to be used

h 1. Roles and responsinilfies for risk management

/ 6. Reporting and review requirements

[/ 9. Definitions of scales for probability and impacts
(P-| Scales)

h 10, Risk thresholds

[ f1. Potential sources of sk to this project

[/ 12, Next steps

Figure 4-5: Typical Agenda for an Initiation Meeting

The Initiation meeting is required only for medium and
large projects; small projects are handled differently (see
Chapter 13). The project size, either medium or large, should
have been determined prior to the meeting. Assuming this has
been done, the Initiation meeting starts with a brief discussion



among key stakeholders, facilitated by the risk champion, to
confirm the project size. If size has not been predetermined, a
discussion is held to determine the project size using the
project sizing tool.

Having sized the project, it is then possible to define the
appropriate level of risk management process to be used. This

definition should address the following process characteristics:

+ Scope and objectives of the risk management process
* The degree to which ATOM should be applied

* Schedule of planned ATOM activities

* Tools and techniques to be used

* Roles and responsibilities for risk management
» Reporting and review requirements

* Definitions of probability and impact scales for qualitative assessment.

Key stakeholders consider these aspects at the Initiation
meeting. Everyone involved with the project must be clear
about each of them before they try to manage risk on the
project. Therefore, decisions about each item must be
documented and made available to all project stakeholders.
This is done in a process description document called the Risk
Management Plan, which details how risk management will be
performed on a particular project. (Some organizations may
use other names for this document, such as the Risk Strategy
Statement or Risk Policy Document.) The content of a typical
Risk Management Plan for a medium-sized project is
described in the Outputs section of this chapter, with a
template in Appendix A-1.

Clarification of Project Objectives Of course, project
objectives should be defined and documented before the
project starts, and should be included in the business case or
project charter, or in the ITT/RFP for external projects. These
documents should record project objectives, link them to the
business case and strategic goals of the organization, and
prioritize them to indicate which take precedence if trade-offs
are required. If this prior definition of objectives has already
been completed, the Risk Management Plan can simply refer
to the document that contains the statement of objectives. If,
however, the project does not already have clearly stated
objectives, they must be defined at the start of the Initiation



meeting because the risk process cannot continue without
them.

Project objectives usually cover the scope, time, cost, and
quality requirements of the project. There is, however, a range
of other possible objectives that might be set for a particular
project. These objectives might include technical performance,
reputation, safety, regulatory compliance, maintainability,
operability, and reliability.

To define, clarify, or confirm project objectives, the
following questions are considered during the meeting:

* Scope. What is included and excluded in the project scope? What are the
project deliverables?

Time. s there a date by which this project must be completed? Are there
any intermediate milestones during the project? Are any interim
deliverables required before project completion?

Cost. What budget has been set for this project? How much contingency
and/or management reserve is set aside? Are there targets for cash flow,
margin, profitability, return on investment (ROI), etc.?

Quality. Are there specific quality requirements for this project? What are
the acceptance criteria?

.

Other objectives. Are these clearly defined, agreed upon, and documented?

The answers to these questions are documented in the Risk
Management Plan, which forms the output from this Initiation
step.

Scope and Objectives of the Risk Management Process
Clearly defined project objectives, either from a preexisting
document or following a definition exercise during the
Initiation meeting, make it possible to consider the scope of
the risk management process. The key stakeholders discuss
and agree on which of the project objectives are to be included
in the risk process, and they define the boundary of what is
included and excluded. It is also important to consider risk
process scope in organizational terms. For example, will the
risk process address risks only within the main project, or will
it also include supplier risks, subcontract risks, program risks,
corporate risks, etc.?

Deciding which objectives are in scope is essential to risk
identification, because risks are defined in terms of the
objectives that would be affected should the risk occur. For
example, it might be decided to undertake a purely technical



risk assessment, identifying and managing only those
uncertainties that could affect technical performance
objectives. Or the risk process might be expected to include all
project objectives, including scope, time, cost, quality, etc.
Alternatively, it might be decided to use the risk process to
address risks to both this project and the program or portfolio
to which it belongs.

Finally, in this part of the Initiation meeting, clear
objectives are set for the risk process itself, against which the

performance of the risk process can be measured.

Application of the ATOM Risk Management Process Like
most risk methods, ATOM can be tailored to meet the specific
requirements of a particular project, and such tailoring is
discussed and agreed on by key stakeholders during the
meeting. Decisions are documented in the Risk Management
Plan.

Tools and Techniques to Be Used The organization might
apply a standard set of risk tools and techniques during the risk
process, and it might decide during the Initiation meeting
simply to use the standard approach. Alternatively, there may
be a case for changing the tools and techniques, and this is
discussed, agreed upon, and documented in the Risk
Management Plan.

Roles and Responsibilities for Risk Management The
contributions of the key participants in the risk process are
defined and agreed upon during the meeting. This can be done
simply by discussion, listing the various tasks and agreeing on
who will do what. A more structured analysis might be more
useful, for example, using a responsibility assignment matrix
(RAM) in the format of a RACI chart, which allocates one or

more stakeholders to each of four responsibilities:

 Responsible for performing the activity
» Accountable for the task (and may also approve the output)

« Consulted about the task (or contributes to it)

* Informed about the task.

An example RACI chart is given in Figure 4-6. The list of

agreed-upon roles and responsibilities is documented in the



Risk Management Plan, together with the RACI chart if one is
produced. Figure 4-7 lists the key roles associated with the
ATOM process: project sponsor, project manager, risk
champion, Risk Owner, Action Owner, project team members,
and other stakeholders.

Reporting and Review Requirements The information needs
of key stakeholders are considered in order to define what
outputs are required from the risk process. This information is
captured in the Risk Management Plan, and also forms part of
the project communication plan, if one exists. For a medium-
sized project, the First Risk Assessment concludes when the
risk champion issues a full risk report, which is distributed to
the project sponsor, project manager, and key project team
members (including all Risk Owners). This report includes the
current Risk Register as well as an analysis of the current risk
exposure of the project. The executive summary from this
report can be extracted for other key stakeholders.

The review and update cycle is also agreed upon and
documented, determining how often the risk assessment for
this project will be repeated. The use of Major and Minor
Reviews is agreed upon, as discussed in Chapter 3, and
decisions are made regarding when Major Reviews will be
performed and how often Minor Reviews are required. For the
medium-sized project, a First Risk Assessment is performed
prior to project start, if possible; otherwise, it is done
immediately afterward. The Major Review is repeated at key
points in the project, for example, on major changes to scope
or requirements and at key phase changes or stage gates.
Regular Minor Reviews are undertaken periodically between
Major Reviews, timed to match the normal project reporting
cycle— typically monthly.
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Figure 4-6: Example RACI Chart

Project Sponsor—has overall accountabilty for the project and for delivering fts promised

benefis, and as slich is by many considered to be the ultimate risk taker and perhaps Risk Owner.
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management. The role of the Project Sponsor in refation to risk management will include

+ Actively supporing and encouraging the implementation of a formal isk management process
on the project,

+ Sgtfing and monitoring risk thresholds and ensuring these are translated into acoeptable evels
of sk for the project.

+ Afiending risk workshops, identiying rsks, and owning rsks.

+ Reviewing risk outputs from the project with the Project Manager to ensure process consistency
and effectiveness.

+ Reviewing risks escalated by the Project Manager that e outside the scope or control of the
project o that require input or action from outside the project

+ Taking decisions on project sirateqy in iht of curment risk stafus to maintain acceptable
fik exposure.

+ Ensuring adequate resources e available o the projectto respond appropriately to dentified risk.

+ Releasing ‘management reserve” unds to the project where justfid to deal with excepfional isks.

+ The regular reporting of sk stafus to senior managemen.

Project Manager—has overal responsibilty for delivering the project on fime, wihin budget, and

to the agreed level of quality such that he project’s outputs wil allow the promised benefis o be

achieved. The Project Manager is accountable forthe day-{o-day management of the project, and

as part ofths must make sure that rsk management takes place and that ks are idenified and

managed through effective risk management. The role of the Project Manager wil include

+ Determining the acoeptable evels of ik for te project by consultaion with the Project Sponsar.

+ Approving the Risk Management Plan prepared by the Rik Champion.

+ Promfing the risk management process for the project

+ Chairing risk workshops and review meefings when not aciftated by the Risk Champion or an
extemal facitator

+ Participating in isk workshaps and review megfings when faciitated by the Risk Champion, and
identifying and owning risks.

+ Approving risk response plans and their associated risk actions prior to implementafion.




+ Applying project contingency funds to deal with idenfified risks that occur during the project

+ (Overseeing risk management by subconiractors and suppliers.

+ The regular reporting of sk status to the Project Sponsor and project board/steering comitiee
with recommendations for appropriate strategic decisions and actions to meintain acceptable
lisk exposure.

+ Highlighting to senior menagement any identiied rsks that are oulside the scope or contrl of te
project,or hat require input or action fom outside the project, or where release of ‘management
Tesenve" funds might be appropriate.

+ Monitoring the effiiency and efiectveness of the process in conjuncion with the Risk Champion.

The Project Manager reports to the Project Sponsor,

Risk Champion—(this might be a ful-ime role or a part-ime role) has responsibiity for oversee-
ing and managing the risk management process on a day-o-day basis. The role of the Risk
Champion wil include

+ Preparing the Risk Management Plan.

+ Faclitaing risk workshops and review meefings at which risks wil be identified and assessed.
v Creating and maintaining the Risk Register,

+ Interviewing Risk Owners to determine rsk responses.

+ Ensuring the qualty of allisk data.

+ Analyzing data and producing risk repors.

+ Reviewing progress with Risk Owners of risk responses and their associated actions.

+ Advising the Project Manager on all matters relating fo isk management.

+ Goaching and mentoring feam members and other stakeholders on aspects of isk management,
The Risk Champion reports to the Project Manager.

Risk Owner—appointed by the Project Manager i fiaison with the Risk Champion s the best
person to manage an identified risk. The Risk Owner's ole s temporary in thal once a rsk has
been closed, thelr role ceases. A Risk Owner can be a member of the project team, a stakeholder
Who s not part of the project team or specialst from outsice the project, The rol of the Risk
Owner willinclude




+ Developing responses to risks inthe form of risk actions that they wil assign to Acton
Owners.

+ Monitoring the progress on their risk respnses.

+ Reporting progress on responses to tfie Risk Champion via the Risk Regster,

Action Owner—appointed by Risk Owners to perform the acions that make up a response fo a

risk, Like the role of the Risk Owner, the rol of th risk Action Owner is temporary as once the

action has been completed, teir role wil cease. Several Action Owners may confrbute to the

response {o one rsk.

+ Implementing agreed-upon actions to support response stategies.

+ Reporting progress on actions to the Risk Owner and recommending any other actions needed
to manage the risk.

Project Team Members—responsible to the Project Manager and must make sure tha the

rsk management plan and risk management process are followed by themseives and ofhers who

report to fhem. They are inevitably a stakeholder in the project and wil therefore pariiipate in isk

Workshops and rsk review megtings s required.

+ Partcipating acively n the risk process and proactively identiying and managing risks in teir
area of responsbify.

+ Providing inputs to the Project Manager for sk report.

Other Stakeholders—some of which might be classified as key stakeholders. Al stakeholders are
Important o the project, and they must be involved in isk management where appropriate
Stakeholders are often in themselves both causes of isks and the possible source of responses
to isks. Key stakeholders wil be required to partiipate in risk workshops throughout the project.

Figure 4-7: Roles and Responsibilities within ATOM

Definitions of Scales for Probability and Impacts (P-I
Scales) The key stakeholders discuss and agree on the
meanings of the labels used during the Assessment step when
estimating the probability and impacts of an individual risk.



For a medium-sized project, use of five-point scales is
recommended for both probability and impact; i.e., very high
(VHI), high (HI), medium (MED), low (LO), and very low
(VLO). The use of five-point P-I scales should be confirmed,
and may be simplified to four points, or three points if a
simpler risk process can be justified for this project. Figure 4-8
shows an example set of probability and impact scales.

+- Impact on project objectives

Scale | Probability
Time Cost Quality

VHI T1-99% >0days | >8200K | Very significant
Impact on overal
functionalty

H O1-10% | 11-20days | $10K-S200K | Significant
impact on overal
functionalty

MED 3-50% | 4-10days | 951K-$100K | Some impactin
key funclional
aleas

L0 11-30% 1-3days | $10K-$50K | Minor impact
on overal
functionalfty

VL0 -10% < day 10K | Minorimpact on
secondary
functions

NIL <% Nochange | Nochange | Nochange n
functionalfty




Figure 4-8: Example Probability-Impact Scales

After the number of scale points is determined, the
meanings of each must be agreed upon. Probability terms are
defined in terms of percentage ranges. Impact terms are
defined against each of the project objectives that are in scope
for the risk process, translating each term into ranges of effects
on time, cost, quality, etc. Many organizations use a common
scale for probability definitions across all projects, but impact
scales must be project specific. Figure 4-9 illustrates the
process of determining project specific impact scales. The
highest level of impact on each scale (VHI) is defined as the
level of impact that cannot be ignored—for example, a
showstopper or catastrophic impact for a threat, or a golden
“must-have” opportunity. The lowest impact scale (VLO) is
defined as a degree of impact that does not need active
management and is considered acceptable for this project.
Intermediate scale points are set between these two limits. The
three points in between are established by selecting a nonlinear
scaling, usually based on a doubling of value at each point.
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Figure 4-9: Examples of How to Set Impact Scales

The same set of P-I scales is often used for both threats and
opportunities, treating impacts as negative for threats (e.g.,
delays, additional cost, performance shortfall) and as positive
for opportunities (e.g., saving time or cost, enhancing
performance). It may, however, be decided to use different P-I
scales for threats and opportunities if the sensitivities of the
project are significantly different for each type of risk; for
example, a catastrophic delay might be three months, but a
time saving of just one month might be regarded as
exceptional.



During the Assessment step, the probability and impacts of
each risk are evaluated using these scales, then risks are
positioned on a Probability-Impact Matrix to determine their
relative importance, as described in Chapter 6. ATOM uses a
default double P-I Matrix with the thresholds shown in Figure
4-10.
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Figure 4-10: Double Probability-Impact Matrix

Risk Thresholds It is important to confirm the risk thresholds
to which the organization generally works, or those that are
appropriate to this project. The default scheme used in ATOM
has three zones: “red” top-priority risks require urgent
attention, “amber” risks are medium priority and require active
monitoring, and “green” risks are low priority. The position of

the boundaries between these three zones on the matrix is



confirmed during the Initiation meeting. Most projects will use
the default scheme; changes to that scheme should be justified,

agreed upon, and documented.

Potential Sources of Risk to this Project The organization
may have defined typical sources of risk on its projects, either
as a list of risk categories or as a hierarchical risk breakdown
structure (RBS). Where a generic category list or RBS exists,
it should be reviewed during the Initiation meeting, and key
stakeholders should confirm that it includes all possible
sources of risk to the project, making modifications where
necessary. A sample risk breakdown structure is shown in
Figure 4-11.

OUTPUTS

If a stakeholder analysis is performed as part of the Initiation
step, the results are captured in a report written by the project
sponsor or project manager and distributed to key
stakeholders, as appropriate.

The main output from the Initiation step is the Risk
Management Plan, which documents the decisions reached
during the Initiation meeting. The Risk Management Plan is
drafted by the risk champion and approved by the project
manager.

A sample contents list for a typical Risk Management Plan
for a medium-sized project is shown in Figure 4-12, and the
contents and purpose of each paragraph are expanded below.
(See also the template in Appendix A-1.)

Introduction. Describe the purpose of the Risk Management Plan, with

essential document reference information, including author, issue date, etc.

Project description and objectives. Summarize the project, including its
purpose, scope, objectives, and other relevant background information.
Refer to existing project documentation wherever possible to avoid
unnecessary duplication. Explicitly list all project objectives (e.g., scope,
time, cost, quality) and comment on their relative priority in case of conflict.

Aims, scope, and objectives of risk process. Describe the purpose of risk
management for this project. Clearly state the scope of the risk process,
defining what is in or out of scope. It may also be useful to include a
glossary of risk terms or refer to a standard document.

Application of the ATOM risk management process. Outline how ATOM
will be used for this project, either summarizing each process step or by
referring to a standard process description document. Any adjustments or



tailoring of the ATOM process should be noted. State the schedule for
planned risk activities during the project.

* Risk tools and techniques. List the tools and techniques to be used for each
step in the risk management process, either describing them briefly or
referring to another process description document.

RBSLevel0 | RBSLevel1 | RBSLevel?

1.1 Scope definiion

1.2 Requirements dafinition

13 Estimates, assumptions &
constraints

4 Technical processes

5 Technology

6 Technical Inferfaces

T Design

1
1
1. TECHNICAL |
1
1.8 Performance
1
1
1
1

RISK

9 Reliabilty & maintainabilty
10 Safely

1 Security
12 Test & acceptance

2.1 Project management

2.2 Program/portolio
management

2.3 Operations management

24 QOrganisation

25 Resourcing

26 Communication

21 Information

0.PROJECT RISK 78 HSRE

29 Qually

7 1N Ranutatian

2 MANAGENENT
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3. COMMERCIAL
RISK

3.1 Contractual terms &
condiions

3.2 Intemal procurement

33 Suppliers & vendors

34 Subcontracts

35 Clientlcustomer stabilly

36 Partnerships & joint ventures

4. EXTERNAL
RISK

4.1 Legislation

4.2 Exchange rafes
4.3 Steffacilfies

44 Environmental/weather
45 Compettion

46 Regulatory

4.7 Poltcal

48 Country

49 Socialldemographic
4.10) Pressure groups
4,11 Force majeurs

Figure 4-11: Sample Risk Breakdown Structure




INTRODUCTION

PROJECT DESCRIPTIONAND OBJECTIVES

AIMS, SCOPE, AND OBJECTIVES OF RISK PROCESS

APPLICATION OF THE ATOM PROCESS

RISK TOOLSAND TECHNIQUES

ORGANIZATION; ROLES, AND RESPONSIBILITIES
FOR RISK MANAGEMENT

RISK REVIEWS AND REPORTING

APPENDICES

A PROJECT-SPECIFIC DEFINITIONS OF PROBABILITY AND IMPACTS

B PROJECT-SPECIFIC SOURCES OF RISK (RISK BREAKDOWN
STRUCTURE]

Figure 4-12: Sample Contents List for a Risk Management Plan




Organization, roles, and responsibilities. State who is responsible for the
various elements of the risk management process for this project and
describe their contribution, possibly using a responsibility assignment
matrix. Where possible, use the names of individuals rather than job titles to
encourage ownership.

Risk reviews and reporting. State how often risks will be reviewed on this
project, and whether risk reviews will be undertaken as part of other project
meetings or in a separate forum. Describe the deliverables from the risk
management process, including types of reports, their purpose, and
distribution.

Project-specific definitions of probability and impacts. Define the terms
to be used for qualitative assessment of risks on this particular project.
Confirm thresholds on the P-I Matrix to be used when prioritizing risks.

Project-specific sources of risk. List the types of risk that the risk
management process is expected to address for this project. This may be
structured as a simple list of risk categories, or in a hierarchical RBS, either
using a generic RBS or a project-specific version.
A Risk Management Plan template is presented in Appendix
A-1, indicating typical content for a medium-sized project.
This template can be easily modified to apply to any particular
project by replacing the text contained in <angle brackets>.
Once project objectives and process characteristics are
defined in the Risk Management Plan, the project manager
issues the plan to all key stakeholders so that everyone
understands how risk management will be undertaken on their
project. The Risk Management Plan becomes a formal
configuration item, subject to configuration management. It is
reviewed at key points during the project to determine whether
the process is still appropriate and effective. It may be
necessary to revise some of the decisions made at the start of
the project, so that the risk management process remains
capable of addressing the degree of emergent risk faced by the
project. If the risk process is modified during the project, then

the Risk Management Plan is revised and reissued.

SUMMARY

The Initiation step, by defining the parameters and boundaries
of how risk management will be undertaken for this particular
project, provides all the necessary information for the next step
in the risk process. Completing this step requires the following

activities:



Determine key stakeholders who will provide input to
this step Size the project to determine the appropriate
level of risk process Hold an Initiation meeting with key
stakeholders in order to:

Confirm project size

Clarify project objectives

Set the scope and objectives for the risk process

.

Confirm the tools and techniques to be used

Allocate roles and responsibilities for risk management tasks

Agree on reporting and review requirements

Define scales for probability and impacts

Identify potential sources of risk to the project

Document the decisions from the Initiation meeting in a
Risk Management Plan, and distribute it to key
stakeholders.

Completing the Initiation step makes it possible to move on to
risk identification, as detailed in the next chapter.



Exposing the Challenge
(Identification)

Once the Initiation step is complete and the project’s Risk
Management Plan has been produced and distributed, the First
Risk Assessment in the ATOM process can commence. This is
the first opportunity for the project team to explore the risk
exposure of the project in a structured manner, and therefore
requires a high level of attention and effort. The First Risk
Assessment has a number of subsidiary steps, including
Identification, Assessment, and Response Planning.
Identification is described in this chapter; the subsequent steps
are described in Chapters 6 and 7.

The initial element of the First Risk Assessment is
Identification; some think that this is the most important step
in the process, because “a risk identified is a risk that can be
managed,” or, alternatively, “failing to identify a risk means
taking it with your eyes closed.” The need to carry out the
preceding Initiation step formally and effectively cannot be
overemphasized, because without clear project objectives and
agreement on the scope for the risk management process, risk
identification can find itself open-ended and without any clear
purpose.

The aim of risk identification must be to identify all
knowable risks—that is, all risks that are practically and
realistically identifiable. These are sometimes described as
known unknowns, reflecting the unfortunate fact that there will
always be unknowable or unidentifiable risks, or unknown

unknowns—things that have never happened before and



cannot be foreseen no matter which identification technique is
used. This does not mean that project teams can rush through
this step without applying the necessary amount of effort to do
a good job, thinking that complete identification is not
achievable. Certainly, over time, as participants in the process
become more familiar with the tools and techniques, the
identification of risks will get better. Perhaps initially only a
portion of the knowable risks will be identified, but by
employing the appropriate techniques and involving the right
participants, this situation will be improved significantly and
quickly. However, a false sense of security must never be
allowed, because it is impossible to identify all risks. There is
always the potential for something else, an unknown unknown,
to arise that might either kill the project or make a fortune.
Therefore, the same level of effort in risk identification must
be applied to all projects.

Numerous tools and techniques can be used to identify
risks. However, for a medium-sized project ATOM
recommends a facilitated workshop incorporating three

standard techniques to identify risks:

» Structured brainstorming
 Analysis of assumptions and constraints

« Use of a standard risk checklist.

ATOM also recommends continuing the same risk
workshop after Identification and into the Assessment step of
the First Risk Assessment, as described in Chapter 6. The
purpose of the Identification step is to:

« Identify and describe all knowable risks, including threats and opportunities
* Where possible and relevant, identify initial responses to identified risks.

Doing this requires the following inputs:

» Risk Management Plan outlining project objectives and scope of the risk
process
« Risk breakdown structure (RBS)

» Work breakdown structure (WBS)
 Project assumptions and constraints
« Standard risk checklist

» Risk management tool (spreadsheet, database, or proprietary software).

In ATOM, Identification requires the following activities:



* Pre-workshop preparation, including agreeing on attendees and preparing
the workshop agenda and workshop pre-brief

* The risk workshop itself, which includes:

Initial scene-setting: introductions, project background, objectives,
explanation of the risk management process, etc.

Brainstorming, analyzing assumptions and constraints, and identifying all
knowable risks through use of a checklist. Initial risk responses may also
be identified.

Rationalizing risks to remove duplicates and non-risks (i.e., risks that do

not affect project objectives or that have been wrongly described).

Describing risks clearly and unambiguously.

Recording all identified risks.
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Figure 5-1: Flowchart for the Identification Step

The Identification step produces the following outputs:

* A consolidated, agreed-upon list of risks described using risk metalanguage
* A list of initial responses.

These inputs, activities, and outputs are illustrated in Figure 5-
1 and described in detail in the following sections.

INPUTS
ATOM’s term for the first risk pass through the risk process is
the First Risk Assessment (as discussed in Chapter 3). It is
recognized that further passes through the risk process will
take place throughout the life cycle of the project, following
the steps outlined in Chapter 3 and described in detail below.
The risk identification step at the beginning of the First
Risk Assessment requires a number of inputs. The first is the
Risk Management Plan for the project (see Chapter 4), listing
the project objectives derived from the business case or project
charter, or, for external projects, from the invitation to tender
(ITT) or request for proposal (RFP). Project objectives must be

known before any risks can be identified. The Risk



Management Plan also states which of these objectives are in
scope for the risk process, and defines the tools and techniques
to be used as part of the ATOM process.

Also included in the Risk Management Plan is a list of key
project stakeholders involved in the risk process. For the
Identification step, these people are invited to participate in the
risk workshop (discussed below), as their perspectives on the
project enable identification of a wide range of risks.

The RBS, included as part of the Risk Management Plan, is
another key input because it is used as a structure for the risk
identification techniques. Similarly, the WBS for this project
provides a structure for mapping the effects of risks, though
this normally forms part of the Assessment element of the risk
workshop (see Chapter 6).

Project assumptions and constraints should already have
been included in the business case, project charter, or bid
documentation. These can be analyzed during the risk
workshop to identify risks.

The organization may have developed a standard risk
checklist to capture organizational learning on generic risks
that affected previous projects. This checklist can be used as a
final step to ensure completion of coverage in risk
identification.

Using a risk management tool to support the risk process is
recommended; this tool may be a spreadsheet, database, or
proprietary software package that records all identified risks
and initial responses, as well as outputs from the Assessment
element of the workshop. Recording might be done during the

risk workshop itself, or after the workshop is finished.

ACTIVITIES

The primary activity in this step is the risk workshop, which is
used for both Identification and Assessment. For the
Identification step, activities can be divided into pre-workshop
preparations and the first part of the workshop itself, as
detailed below. The remainder of the risk workshop is used for

the Assessment step, as described in Chapter 6.

PRE-WORKSHOP PREPARATION



The first task is to decide who should attend the workshop.
The risk champion, in consultation with the project manager
and project sponsor, should agree on the list of people to be
invited, in addition to themselves. Other attendees should
include key stakeholders (as previously identified during
stakeholder analysis) and important members of the project
team.

Although the ideal number for a workshop is 10 to 16, too
many people attending is better than too few. With a larger
number, subgroups can be used at key points in the workshop
to maximize participation and productivity. Whatever the
number, a good facilitator will be able to make the session
work.

An effective risk workshop can last from one to three days.
An agenda is drawn up that covers the whole duration; see
Figure 5-2 for a sample agenda for a two-day workshop.

The agenda must be circulated sufficiently in advance of
the workshop to ensure that all invited attendees are available
and are aware of the workshop’s purpose and timetable.
Additionally, any workshop pre-briefing information must be
circulated, possibly including the workshop objectives and any
preliminary reading, such as a summary of the project’s
business case or project charter. It is often helpful to ask
attendees to consider in advance the biggest threats and
opportunities in the project, or the assumptions they have
made in preparing their initial plans. As a result of these
actions, attendees are more easily drawn into the Identification
part of the workshop, which allows it to get off to a flying
start.

THE RISK WORKSHOP

The importance of the risk workshop cannot be
underestimated. It is often a costly and time-consuming
exercise and therefore must be as effective as possible. To
ensure that the workshop meets its objectives, it should be
facilitated by the risk champion, although using a specialist
facilitator (perhaps external) may sometimes be desirable.
Effective facilitation is fundamental to the success of the
workshop.



Facilitation is a specialist skill, and there are many good
resources available for people who want to develop in this
area. Facilitating a risk workshop requires particular abilities,
in addition to the general skills of managing people and
processes. These include a good understanding of risk
principles and techniques as well as some knowledge of the
project’s objectives, assumptions, constraints, and current
status. The facilitator should ensure that he or she is fully
prepared in these aspects before launching the risk workshop.
Of course, if the risk champion is acting as facilitator, he or
she should already have the necessary background knowledge,

but an external facilitator may need to do some prior work.



DAY 1

Morning
1. Infroductions
2. Gonfirm project objectives
3. Confirm scope of risk process for this workshop
4. Workshop ground rules
5. Risk management briefing (i required)
6. Expectations and results
7. Identify risks
Brainstorm risks using the Risk Breakdown Structure

Afternoon
Analysis of Assumptions and Constraints to generate further risks
A Standard Risk Checklistto identiy any further/finl risks
6. Rafionalize risks
9. Describe risks using risk metalanquage
10. Record idantified risks (during workshop or after meefing)

DAY2

Morning

{1, Explanation of assessment scheme {recap
12, Assessment of probabilty and impacs

13, Risk categorizafion

Afternoon

{4, Nomination of Risk Owners

15, If time, develop inital responses to prioriy risks
16. Close the workshop




Figure 5-2: Sample Agenda for a First Risk Assessment/Two-Day Risk Workshop
(Including Identification and Assessment Steps)

The published agenda should be followed as closely as
possible and all elements of the agenda addressed. The
following sections describe the workshop elements relevant to
the Identification step of the ATOM process.

Introductions All attendees must be aware of each other’s
role in the project. The risk champion ensures that this does
not absorb too much time in the workshop. This is often

helped by asking participants to answer six specific questions:

* What is your name?
» What is your role on the project (as you understand it)?

» What previous experience do you have in the risk management process?

» What are your personal expectations for the both the project and the
workshop?

» What is your biggest fear for the project?

» What do you believe could dramatically benefit the project?

Confirm Project Objectives Confirm the project’s objectives
as recorded in the Risk Management Plan. The importance of
understanding the project’s objectives is described in Chapter
4. Confirming project objectives as part of the workshop has
two additional benefits:
« It removes any ambiguity or misunderstanding that participants might have
about the specified objectives of the project.
« It allows identification of other, perhaps previously omitted, objectives that
are considered important by the workshop participants.
Confirm Scope of Risk Process for this Workshop A risk
workshop can focus on risks affecting all or a subset of the
project’s objectives—for example, only those likely to impact
schedule or quality objectives. The Risk Management Plan
states which objectives are in scope, and the risk champion
ensures that workshop participants understand the boundaries
within which they are being asked to identify risks.

Outline Ground Rules Workshop ground rules are outlined
by the risk champion to ensure that all participants understand
and accept them, so that the workshop is successful and
effective. These rules include adhering to the agenda and
timing, allowing all participants to speak, showing mutual
respect and active listening, and deferring to the facilitator on



process matters. Further guidance on how to conduct and
facilitate an ATOM risk workshop can be found in Chapters 16
and 17.

Risk Management Briefing If this is the first workshop for a
significant number of participants, it is probably worth having
the risk champion present the main aspects of project risk

management, including:

« Definitions of risk and risk management

» The ATOM risk management process: Initiation, Identification, Assessment,
Response Planning, Reporting, Implementation, and Reviews (Major and
Minor)

* Describing risks using the risk metalanguage.

Because this workshop is also for assessing risks, this briefing

must also cover:

« The use of probability and impacts to prioritize risks

+ The role of the Risk Owner.
Expectations and Results The risk champion clarifies
workshop expectations in terms of both direct outputs and
actions from individual participants. On completion of the risk
workshop—i.e., after both Identification and Assessment steps
—the main output is a list of prioritized, properly described
risks that have each been assigned to appropriate Risk Owners.
As a useful by-product, individual participants may gain a
better understanding of the project and their role in it.

Identification of Risks The Identification step of the First
Risk Assessment uses three techniques: brainstorming,
assumptions/constraints analysis, and a checklist. Each of the
three main risk identification techniques is summarized below:

Brainstorm. A brainstorming session is facilitated by the
risk champion, who ensures that all participants contribute,
that the process is effective, and that all contributions are
recorded. It is essential that the “golden rules” of
brainstorming are followed:

* No criticism of ideas (there are no wrong answers)
* Go for large quantities of ideas (quantity, not quality)

* Build on each other’s ideas (hitchhike)

» Encourage wild and exaggerated ideas (if you think it, say it).



Risks identified during the brainstorm should be recorded
immediately by the risk champion, usually using a flip chart.
Data might be entered directly into the selected risk
management tool during the workshop in parallel with use of
the flip chart, or data entry may be undertaken on completion
of both the Identification and Assessment elements of the
workshop.

To aid brainstorming, the ATOM process recommends
using the RBS as a framework, both as a prompt to
identification and as a means to ensure completeness. An
example RBS is shown in Figure 4-11.

Sometimes workshop participants may find it easier to
identify threats than opportunities. There are many possible
reasons for this, but one way of overcoming it is to ask
participants to focus first on identifying opportunities and then
switch to the identification of threats later. Alternatively, the
facilitator can ask participants to record all their negative
thoughts quickly in order to free their minds to consider
opportunities.

Analysis of assumptions and constraints. Assumptions are
statements taken for granted as “facts” upon which the project
was justified and is being planned. Constraints are things
associated with the project that are considered “fixed,” and
either “must happen” or “must not happen.” The project’s
business case, project charter, or bid documentation should
identify all assumptions and constraints. Unfortunately, this is
not always the case, because many assumptions and
constraints are not explicit but are held implicitly by project
stakeholders. Implicit assumptions and constraints must be
exposed as much as possible during the risk workshop. These
can be identified in a short discussion structured around either
the RBS or WBS and facilitated by the risk champion, who
encourages participants to challenge the accepted project
boundaries. Figure 5-3 presents a template for recording

identified assumptions and constraints.



: I false
Could this ’
. would
: .| assumption| | Convert
Assumption or constraint . it affect .
constraint prove et toarisk?
false? (YIN '
N (YIN)
Instructions:
List all project assumptions and constraints in the left-hand column,
I dentfy whether sach might prove false (Y/N), and whether a false assumption/
constraint might affect the project (YIN).
Where both answers are Yes, mark the assumption/constraint as a risk.

Figure 5-3: Assumptions and Constraints Analysis Template

Once assumptions and constraints are identified and listed,
the validity of each is tested through a facilitated discussion
during the workshop. Some assumptions can be considered
safe and unlikely to prove false, based on previous experience.
Some constraints will be fixed and unlikely to change during
the project. Safe assumptions and fixed constraints are
excluded as potential risks. The discussion may also expose



some false assumptions or constraints, which need to be
addressed outside the workshop by the project manager and
project sponsor. However, there will be some assumptions that
participants believe may prove to be false, and some
constraints that could be relaxed or removed. Each of these is
considered to determine the extent to which they might affect
project objectives. Risks are then raised for false assumptions
that might pose a threat to achievement of project objectives,
and constraints that could be relaxed or removed and thus
present an opportunity. Risks raised in this way will be
considered in the Assessment part of the risk workshop.
Where assumptions or constraints are considered unstable
and sensitive, risks can be raised in two ways. The first is
simply to negate the assumption or constraint. For example:

« If the assumption is “Key staff will remain available throughout the
project,” the related threat would be “Key staff may not remain available
throughout the project.”

» From the constraint “Outsourcing is not permitted and all project work must

be done in-house,” an opportunity can be derived: “Outsourcing may be
permitted for some project work.”

The conversion of assumptions and constraints to risks can
also be done at a lower level of detail where appropriate.
Taking the same two examples, more detailed risk statements
might be as follows:

* Detailed threats relating to key staff availability:
» “Key staff may be transferred to other projects.”
» “Key staff may take sick leave at a crucial point in the project.”
» “Key staff may resign from the company.”

* Detailed opportunities relating to outsourcing:

“We may be permitted to outsource to an existing supplier.”

“We may be permitted to transfer some work to another in-house
department.”
“We may recruit skilled staff from a competitor or supplier.”

A standard risk checklist. The identification element of the
workshop concludes with the use of a standard risk checklist,
if one exists, in order to identify any additional risks not
exposed by the other techniques. The checklist ensures
consideration of risks that occurred on previous comparable
projects in order to determine whether they might also pose a
risk to this project. Workshop participants consider each item
on the checklist and answer the question “Could this risk affect



our project?” with either yes, no, don’t know, or not
applicable. Items with an answer of yes or don’t know are
recorded as risks. An example checklist is presented in
Appendix A-2, based on an RBS.

After using the structured risk identification techniques,
workshop participants are invited to identify any additional
risks not yet raised.

People in the risk workshop naturally want to develop
solutions as soon as possible, and so it is expected that initial
responses to identified risks will be suggested during the
Identification step. These proposed responses should not be
ignored, but should be recorded for use in the later Response
Planning step of the First Risk Assessment (see Chapter 7).

Rationalize Risks This stage of the workshop merges
duplicate risks and removes items identified as non-risks (for
example, causes of risks, effects on objectives, issues, or
problems). During Identification, risks inevitably will be
identified that are similar to or the same as others, particularly
when creative techniques such as brainstorming are used. It is
far better to allow this to happen during the workshop than to
try to eliminate them during the process, which would stifle
the creative process and hinder effective risk identification.
Likewise, non-risk items are also recorded because they may
prove useful later in the risk process. However, before
proceeding to the Assessment step, duplicates and non-risks
are discarded in order to prevent unnecessary effort.

In addition, some risks may have been identified that do not
affect project objectives but that are relevant to another part of
the organization, other individual projects, or other projects
within a program. The project manager notes these risks and
escalates them after the workshop to the person who should
manage them. This is either the owner of the objective(s) that
would be affected, or the person best able to manage the
escalated risk, if known. These risks are then excluded from
the project risk process.

Once all duplicates, non-risks, and escalated risks have
been removed, each risk is given a unique risk identifier. This

can be derived from its position in the RBS; for example,



using the example RBS in Figure 4-11, the first reputation risk
would be numbered 2.10.1.

Describe Risks Using Risk Metalanguage As a concluding
element of the Identification part of the workshop, all
identified risks are clearly and unambiguously described using
risk metalanguage. Such descriptions create a shared
understanding of the true nature of the risk, enabling it to be
properly assessed and managed. This provides a three-part
structured description of a risk that separates cause, risk, and
effect, in the form:

“As a result of <definite cause>, <risk> may occur,

which would lead to <effect on objective(s)>.”

By requiring each element to be explicitly and precisely stated,
confusion between the three is minimized, and the focus is
placed on identifying the risk itself. In addition, understanding
cause and effect allows the grouping of risks in the
Assessment step, using the RBS as a cause framework and the
WBS to map effects, as discussed in Chapter 6. Cause-and-
effect information can also assist when planning responses, as
described in Chapter 7. Examples of risk descriptions using
metalanguage are shown in Figure 5-4.

Describe Opportunities Particular care should be taken when
describing opportunities to record them as uncertain events or
circumstances. Project staff unfamiliar with upside risks often
confuse possible choices or actions with opportunities. The
risk champion should be sure that all opportunities are

described as uncertainties.

The risk metalanguage provides a three-part structured description of arisk,
Which separates cause, risk, and effect as follows:

“As a result of <cauise>, <tisk> may occur, which would lead to <effect on
Objective(s)>.”

Example risk descriptions [inking these three elements using risk metalanquage
might be




Risk (an uncertain | Effect (a direct
Cause (a definite fact) | eventorsetof | impacton aproject
circumstances| | objective)
As aresultof using novel | ... unexpected system | ... which would lead
hardware ... Integration errors may | {o overspending on the
00Cur ... proect,
Because our organization | ... we might misunder- | ... which would mean
has never done a project | stand the customer's | that our solution would
ke this before ... requirement. .. not meet the qualiy
acceptance riteria,
We have to outsource ....[s0] we may be able | ... which would lead o
production ... to leam new practices | increased productivity
from our selected and profitabilty.
partner ...
Because e have no .. We might nothave | ... which would lead to
experience using the necessary skiled | a delay inthe project
this tachnology ... stafftocarry outthe | while we train our staff
esignwork ... or recrut new skilled
staff and increased
costs (due o the delay)
The project s planned .... Killed student .... Which would mean
fo take place during [abor might be available | that fime can be saved
the summer ... to recrut. .. on all aclivities that take
place over that period,
leading fo an earlier

completion date,




Because therearethree | ... wemaybeableto | ... which would allow
other projects taking place | utize skiled staffas | us to deliver early fo
Inthe same time frame ... | they become available | the customer
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Figure 5-4: Examples of Risk Metalanguage

Record Identified Risks Following use of the risk
identification techniques, rationalization to remove duplicates
and non-risks, and proper description of risks using risk
metalanguage, a consolidated, agreed-upon list of risks is
produced. It may be possible to record this list directly into the
risk management tool during the risk workshop, if suitable
administrative support is available. If not, information from
both the Identification and Assessment elements of the risk
workshop is taken from the facilitator’s notes and flip charts
and recorded into the risk management tool as soon as possible
afterward, in order to generate the initial Risk Register.

OUTPUTS

The main output from the Identification step is a consolidated,
agreed-upon list of properly described risks and, when
possible, this is recorded in the risk management tool during
the risk workshop or in the facilitator’s notes. In addition, if
identified, a list of initial responses to identified risks is also
recorded. These are used as inputs during the Response
Planning step.

As the first major part of the workshop, Identification
delivers a better understanding of the project and its objectives
and sets the tempo for the rest of the workshop. It is therefore
crucial that the risk champion or facilitator maintains
enthusiasm, momentum, and commitment to the task, and of

course keeps to the agenda’s published timetable.

SUMMARY
The Identification part of the First Risk Assessment ensures
that all knowable risks, both threats and opportunities, are

identified and recorded. In addition, properly describing the



risks aids in the next step when assessing their importance and
in the planning of suitable responses.
Performing the Identification step requires the following
activities:
» Agree on workshop attendees; prepare a workshop agenda and workshop
pre-brief

» Facilitate a risk workshop to identify all knowable risks, which are then
properly described using risk metalanguage

» Consolidate risks to remove duplicates and non-risks
* Record all risks in a suitable risk management tool

* Record any initial responses to identified risks.

Having completed the Identification step, it is possible to
move on to the Assessment part of the risk workshop, which is
detailed in the next chapter.



Understand the Exposure
(Assessment)

The output from the Identification part of the First Risk
Assessment is a list of properly described risks, which can be
quite long, especially as an organization becomes good at risk
identification. It is easy to identify 50 to 100 risks on a project,
and perhaps considerably more on some “risky” projects. (Of
course, it is also possible to identify too many risks—i.e., risks
at too low a level or that are too detailed to be managed
effectively—one project known to the authors had more than
4,000 identified risks!) Clearly, an organization cannot actively
respond to all identified risks at the same time or with the
same level of attention. It may be pointless or even impossible
to develop a response for some low-priority risks. To avoid
developing unnecessary responses, all identified risks must be
prioritized before responses are planned. Therefore, the next
step in the First Risk Assessment is to understand the exposure
of the project to uncertainty and determine priorities for
identified risks. The ultimate aim of this Assessment step is to
determine the most important (worst) threats and (best)
opportunities in order to enable focused, active management.
Effective risk assessment must treat threats and
opportunities with equal emphasis, determining their relative
priority in a holistic, unprejudiced manner. The two key
factors for prioritizing risks are their probability of occurrence
(sometimes referred to as likelihood) and their potential impact
on objectives should they occur (also known as consequence).

Each risk can have only one probability, but it might have



multiple impacts because it could affect more than one project
objective. This needs to be taken into account when assessing
the relative priorities of risks.

Another key part of the Assessment step is understanding
how identified risks are grouped together. Common causes can
be exposed by mapping identified risks to a risk breakdown
structure (RBS), and common effects are shown by mapping to
the work breakdown structure (WBS).

ATOM recommends continuing the risk workshop used to
identify risks (described in Chapter 5) into the Assessment
step, because the people who have identified risks are usually
well placed to assess them. Additionally, because getting
people together for any workshop can be difficult, once all the
appropriate participants are assembled in one place it would be
foolhardy to let them disappear.

The purpose of the Assessment step is to:

« Prioritize risks so that those requiring the most urgent attention are
addressed first
« Identify low-priority risks that may not need to be addressed at all

» Assign appropriate Risk Owners to all risks

» Determine “hot spots” of risk exposure.

Doing this requires the following inputs:

» Risk Management Plan, which includes the agreed-upon, project-specific
probability and impact scales, as well as risk thresholds

» RBS, defining possible causes of risk

* WBS, summarizing the work to be done during the project

 Consolidated list of properly described risks from the Identification part of
the workshop, preferably already recorded in the risk management tool

 Risk management tool (spreadsheet, database, or proprietary software).

ATOM requires the following activities in the Assessment
step:

 Continuation of the risk workshop itself, including:
+ Explanation of the scoring scheme used to assess risks (if not done earlier
in the workshop)
+ Assessment of the probability of occurrence and impact against defined
objectives for each identified risk
+ Categorization of risks using the RBS and WBS
+ Nomination of Risk Owners.
« After the workshop, the risk champion ensures that all data is recorded in
the risk management tool (if this was not done during the workshop), and
then prepares standard assessment outputs.

The Assessment step produces the following outputs:



« List of risks held in the risk management tool, each with a proper risk
description, agreed-upon assessments of probability and impacts, and
nominated risk owners. Outputs produced from the risk management tool
include:

* Risk Register

* Prioritized risk list

» List of top threats and opportunities
* RBS categorization

* WBS categorization

* Double Probability-Impact Matrix showing number of risks per cell—in
some cases, the risk management tool may produce this automatically.

These inputs, activities, and outputs are illustrated in Figure 6-
1 and described in detail in the following sections.
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Figure 6-1: Flowchart for the Assessment Step

INPUTS

Because the Assessment step is the second part of the risk
workshop, many inputs are carried over from the Identification
step. These include the Risk Management Plan for the project
(see Chapter 4), which not only lists the project objectives
against which risks have been identified, but also sets out the
agreed-upon scales for probability and impacts to be used



during the Assessment step. Examples of these are in Figure 6-
2. In addition, the Risk Management Plan defines the risk
thresholds to be used in setting zones on the Probability-
Impact Matrix.

The RBS defined in the Risk Management Plan might have
been used as a structure for the risk identification part of the
workshop. It can now also be used to categorize identified
risks to determine whether there are any common causes. In
the same way, the project WBS provides a framework for
mapping the effects of risks to determine whether any parts of

the project are particularly exposed to risk.
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Figure 6-2: Example of Project-Specific Probability-Impact Scales

The consolidated list of identified risks produced during

Identification is clearly the key input to this Assessment step.

It is therefore of paramount importance that risks have been

properly described using the risk metalanguage of cause, risk,

and effect. Without proper descriptions, assessing risks with

any confidence is not possible.



The same risk management tool is usually used to support
the whole risk process. If the tool was used to record identified
risks and initial responses during the Identification part of the
workshop, it can now be used to record assessments of
probability and impact(s) for each risk, as well as the
nominated risk owner and any modifications to risk
descriptions that may arise during the Assessment step.

ACTIVITIES

The prime activity is the continuation of the risk workshop
used to identify risks—see Figure 5-2 for a sample agenda.
Assessment step activities are divided into the risk workshop

itself and post-workshop activities.

THE RISK WORKSHOP (CONTINUED)

An underlying assumption of the ATOM risk process is that
the same risk workshop is used for both Identification and
Assessment, with the same group of stakeholders and other
team members present for both steps. It is important that
effective facilitation continues into this part of the workshop,
either by the risk champion or a specialist facilitator. The
following sections describe the Assessment elements of the
workshop.

Explanation of the Assessment Scheme The concepts of
probability and impact as the two dimensions of risk
assessment should have been outlined previously, as part of the
general introduction to the workshop (described in Chapter 5).
However, the Assessment step will likely take place on the
second day of the workshop; therefore, the facilitator quickly
recaps those concepts. The probability and impact scales
defined in the Risk Management Plan are displayed on a flip
chart, and the facilitator answers any questions about how to
use them.

Assessment of Probability and Impacts Ideally, the
assessment of probability and impact involves all workshop
attendees in a single group. However, it may be beneficial to

split the group into two, based on the following criteria:

« If the group is very large, perhaps in excess of 20, splitting it gives everyone
the chance to participate equally and not be excluded by the more vocal



members.
« If there are time pressures to complete the workshop, dividing the group

significantly reduces the time required.
Should the decision be made to split the group, the facilitator
ensures that each group contains approximately equal numbers
and a balanced mix of members, considering factors such as
field of expertise, relevant experience, and seniority in the
organization. Because the facilitator cannot be with both
subgroups simultaneously, each assigns a scribe to record the
agreements. If they need assistance in overcoming a conflict in
the group, the scribe requests it from the facilitator.

Once the group or subgroups are prepared, they then
consider each risk in turn. At this point, the group members
may realize that they lack a clear understanding of some of the
risks that they are trying to assess, due to ambiguous or vague
risk descriptions. Using risk metalanguage to describe risks
during the risk identification step should prevent this problem,
but if the group members are not clear about the nature of a
particular risk, they may rephrase it before assessing it. They
may request assistance from the facilitator if necessary.

The facilitator ensures that workshop participants refer
constantly to the definitions of the five-point scales (as in
Figure 6-2) and avoid unthinking or unjustifiable assessments.
People commonly call out “high, high” or “low, low” without
translating risks using the agreed-upon definitions, and this
must be avoided if assessments are to be realistic. Further

guidance on how to assess risks can be found in Chapter 16.

Clearly, different people will have different opinions about
how to rate the probability and impacts of a particular risk.
These differences can usually be resolved through discussion
and exploration of underlying assumptions. How ever, if there
is a large difference of opinion between workshop attendees,
the facilitator clarifies the underlying reasons and seeks
consensus, which may be due to the effect of subconscious
biases (see Chapter 16).

Once workshop attendees have agreed on the probability
and impact(s) of each risk, the risks are plotted on the double
Probability-Impact (P-I) Matrix to determine their priority. The
matrix is drawn on a flip chart, and as each risk is assessed, its



identifier number is entered into the appropriate matrix cell.

The P-I Matrix is typically divided into three zones, using a

traffic-light system: red, or high priority; amber, or medium

priority; and green, or low priority. The thresholds for these

zones are defined in the Risk Management Plan (see Chapter
4). The double P-I Matrix shows threats on the left side and
opportunities on the right, with the worst threats and best

opportunities appearing in the red zone at the center of the

matrix. An example is shown in Figure 6-3.
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Figure 6-3: Double Probability-Impact Matrix
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It is also possible to refine the prioritization of risks beyond

just three priority zones. A P-I scoring scheme can calculate a

risk score for each risk, based on the assessed probability and

impacts. Figure 6-4 shows the ATOM P-I scoring scheme; the



resulting scores for the double P-I Matrix are shown in Figure
6-5. If a risk affects more than one objective, its risk score is
set using the objective with the highest impact.

In the unlikely event that reaching agreement on
assessments of probability and impact during the workshop
proves impossible, then the highest estimates of both are
recorded. This maximizes the level of attention given to these
uncertain risks, rather than underplaying them. In these cases,
the nominated risk owner (see Nomination of Risk Owners
below) is tasked to clarify the risk and produce an agreed-upon

assessment as soon as possible after the workshop.

Rank Probability Impact
VHI 0.9 0.8
HI 0.7 0.4
MED 0.5 0.2

LO 0.3 0.1
VLO 0.1 0.05

Figure 6-4: Probability-Impact Scoring Scheme
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Figure 6-5: Probability-Impact Scoring Scheme on Double Probability-Impact
Matrix

If there is a tie between two or more risks, two basic rules
should be followed in order to differentiate between them:

* In a tie between two risks where one risk impacts only one objective and the
other impacts more than one objective, then the multiple-impact risk is the
most important.

« If both risks impact more than one objective, then the impact on the second
objective should be considered; the higher second-impact score determines
the more important risk.

Proprietary risk management tools commonly implement a
P-I scoring scheme automatically to prioritize risks; however,
if a bespoke spreadsheet or database tool is used, then the
scoring scheme must be created in the tool.

Assessments of probability and impacts for each risk
ideally are entered into the risk management tool during the

workshop, preferably by a scribe rather than the facilitator.



This allows participants to see immediately the effects of their
assessments and how each risk has been ranked alongside
others. (If this is not possible, assessment data is recorded
immediately after the workshop—see below.)

When two subgroups assess risks, it is important to
consolidate the outputs of each group in such a way that both
subgroups can see what has been done. The temptation to
revisit each risk and the agreements made by the other group
should be resisted, as this will not only prolong the workshop
but also negate the reason for splitting the larger group in the
first place. However, any obvious and clear-cut conflict should
be dealt with immediately by the facilitator in order to avoid

future repercussions and lingering disagreement.

Risk Categorization After the probability and impact(s) of all
risks have been assessed, risks are categorized using the RBS
and WBS. The prime purpose of doing this is to identify risk
hot spots, common causes of risks (via the RBS), and common
affected areas of the project (via the WBS). Identifying hot
spots provides valuable information for developing effective
risk responses, and may also influence the overall management
of the project.

RBS categorization is simplified if the RBS was used to
structure the risk identification step (as recommended in
Chapter 5). In this case, workshop attendees simply confirm
that allocation of a risk to an RBS element is correct.
However, a risk might be better understood as a result of the
Assessment step, or its description may have been changed,
resulting in a need to reallocate it to a different RBS element.
A risk may also have more than one cause and therefore could
theoretically belong in several RBS elements, in which case
workshop attendees choose the one RBS element that seems to
be the primary cause. A single risk should not appear in more
than one RBS element. Risks are commonly mapped into
Level 2 of the RBS because lower levels of detail can create
too many categories. Figure 6-6 shows an example
categorization by RBS.

Mapping into the WBS is similar, with workshop attendees

being asked to determine which work packages or activities



would be affected if the risk were to occur (again, this is
usually done at Level 2 of the WBS). However, the process
differs from RBS categorization in that if a risk might affect
several work packages, all affected work packages are
recorded. As a result, it is not possible to roll the total number
of risks from Level 2 work packages into the higher WBS
elements. An example is shown in Figure 6-7.

The initial result of both RBS and WBS categorization is a
total of the number of risks mapped into each RBS Level 2
element and into each WBS work package. However, this does
not take account of the relative priority of risks, so proper
determination of hot spots should be based on totals of P-I
scores for mapped risks, rather than the simple number of
risks. For example, RBS element 1.2 might have just one
mapped risk, whereas RBS element 4.2 might have four risks
—but if the one risk in RBS 1.2 is rated as high priority, it
might be more important than the four low-priority risks in
RBS 4.2. An RBS categorization by P-I score is shown in
Figure 6-8.
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Figure 6-6: RBS Categorization




Level0 | Level1 Level 2

1.1 REQUIREMENTS 18 risks
1.2 PROGRAMMING 10 risks
1. SOFTWARE 1.3 USERTESTING 6 risks
14 TRAINING 7 risks
15 WARRANTY SUPPORT | 2risks
2.1 SPECIFICATIONS 10 risks
2.2 PROCUREMENT § risks
2. HARDWARE 2.3 ASSEMBLY 1 risk
PROKCT and COMMS 24 LOAD TESTING 21isks
25 USER TESTING 4 risks
26 WARRANTY SUPPORT | 2risks
3.1 PROJECT 4 risks

3. MANAGEMENT and IR .
COMERCIL 3.2 COMMERCIAL Jrisks

MANAGEMENT

3.3 COMMUNICATION 6 risks

Figure 6-7: WBS Categorization (Level 2 Only)
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Figure 6-8: RBS Categorization by P-I Score

A final important part of risk categorization is separating
threats and opportunities and producing different hot-spot
analyses for each, rather than combining them into a single
assessment.



Agreed-upon categorizations for each risk ideally are
entered into the risk management tool during the workshop; if
this is not possible, data is recorded immediately after the
workshop (see below).

Nomination of Risk Owners The final element of the risk
workshop is to nominate a risk owner for each risk. The target
is to have an agreed-upon risk owner for every risk by the end
of the workshop. If time is limited, at a minimum, risk owners
must be assigned to all high-priority risks (those that are in the
red zone of the P-I Matrix) during the workshop.

A risk owner is the person within the project best placed to
manage the risk. It is essential that this is a named individual,
not a group of people or a functional department. The
workshop participants agree on each nominated risk owner.
Most potential risk owners are likely to be at the workshop.
However, if this is not the case, the proposed risk owner is
contacted by the risk champion as soon as possible after the
workshop in order to gain his or her agreement.

It is important to avoid the natural tendency to nominate the
person who identified the risk as the risk owner. Likewise,
neither the project manager nor the risk champion should take
ownership unless they are truly the person best placed to
manage the risk.

The risk owner must have the appropriate level of authority
to appoint Action Owners, who implement the necessary
actions, as detailed in Chapter 7.

The names of agreed-upon risk owners for each risk are
entered into the risk management tool during the workshop
when possible; otherwise, this is recorded immediately after
the workshop (see below).

At any point during the workshop, participants might
decide that a risk is valid but that it is outside the scope of the
project. In this case the risk should be marked for escalation.
The project manager takes responsibility for notifying the
person who would be affected by each escalated risk and

ensuring that he or she takes ownership.



Close the Workshop In concluding the workshop, all
participants are given the opportunity to give feedback on the
workshop. Any unmet objectives or remaining concerns are
aired and addressed. The risk champion closes the workshop
by summarizing the outputs and next steps, and in particular
ensuring that nominated risk owners are clear about their role
in the Response Planning step (as described in Chapter 7).

The risk champion invites all attendees to raise any
additional matters after the workshop, if necessary, which may
mean that further risks are identified. It is essential that these
new risks are brought into the overall ATOM process without
delay. To ensure that this happens, the risk champion
nominates a risk owner for each new risk, and the risk owner
then confirms the risk description and assesses the risk for its
probability and impact, passing information to the risk
champion to be recorded in the risk management tool.

POST-WORKSHOP

The activities following the workshop depend on what took
place within it. If assessment information was not entered into
the risk management tool during the workshop, the risk
champion ensures that all additional data is entered into the
tool immediately afterward to enable preparation of the
required outputs. This data includes the probability and
impact(s) for each risk, risk categorizations by RBS and WBS,
and the nominated risk owners. Any agreed-upon
modifications to the risk description are also recorded.

If any nominated risk owners did not attend the workshop,
the risk champion obtains their agreement to take on the role,
explaining what is expected of them and ensuring that they
both understand and accept responsibility for the risks that
have been allocated to them. In the unlikely event that a risk
owner refuses the role, the risk champion, in liaison with the
project manager, nominates an alternative.

The project manager should notify the person who would
be affected by any escalated risks and ensure that he or she

takes ownership.

OUTPUTS



The outputs from the Assessment step are provided by the risk
management tool. If the tool is unable to provide the necessary
outputs, the risk champion produces them using any
appropriate methods. The main outputs are listed below.

Initial Risk Register

The initial Risk Register lists all currently known information
about every identified risk. The format of the risk register will
depend on the type of risk management tool being used, which
may range from a simple spreadsheet to a proprietary or
bespoke risk database. In whatever way the information is
recorded, the same data are required for each risk, to be
captured in a consistent format. Figure 6-9 indicates the data
fields that are contained in a typical risk register.

At this point the Risk Register will contain only risk
descriptions, causeand-effect information, assessments of
probability and impacts, allocation to RBS and WBS elements,
and nominated risk owners. It may also contain initial risk
responses developed during the risk identification part of the

risk workshop.

Prioritized Risk List The prioritized risk list includes all risks
—both threats and opportunities—in their order of importance,
as derived by their combined probability and impact scores.
For clarity and emphasis, it is helpful to divide the list into
three sections using the agreed-upon risk thresholds: red/high,
amber/medium, and green/low. This allows the red/high-
priority risks to be addressed first.

List of Top Threats and Top Opportunities These are taken
from the risk list and can be used as both an immediate and
future reporting device. The term “top 10” is often used
loosely to describe these lists, but this raises the danger of
ignoring an important eleventh risk. A better solution is to
focus on all red/highpriority risks, rather than artificially

choosing a fixed number such as 10.

List of Escalated Risks This must include the name of the
person in the organization who has taken ownership of each
risk.



Analysis of Causes via the RBS A simple table is produced
that lists the Level 2 elements of the RBS and the number of
risks associated with each element, as well as the total P-I

score.

Analysis of Effects via the WBS Like the RBS, a simple table
is produced to show each Level 2 or 3 element of the WBS
(the level depends on how the WBS is constructed) and the
risks associated with it.

Header information

Project fle, project reference number (where used), phase
Project Manager

Client

Risk Register issue number, date

Date of most recent risk review

Risk identification data

Unique risk identfier

Date identiied

Threatlopportunity indicator

Short isk ftl

Full isk description (cause/risk/effect)

Risk source (RBS element)

Project area affected (VBS element)

Risk Owner

Risk status (Draft, Active, Closed, Deleted, Expired, Occurred)

Risk assessment data

Probability/fraquency of occurrence (current, pre-fesponse)
+ V1L0,LO, MED, HI, VH




Impact on each project objective (current, pre-esponse)
+ L0, L0, MED, H, VHI
+ Verbal description of impact

Qverall risk ranking
+ Red/Yellow/Green (or similar)
v Risk Score (calculated from probability and impact)

Risk response data

Risk response strategy
Risk actions each with an Action Owner and target completion date
Risk action status

Figure 6-9: Data Fields in a Typical Risk Register

Double P-I Matrix A double P-I Matrix shows the number of
risks in each cell, the total P-I score, or both; see Figure 6-10.
This matrix clearly illustrates the risk exposure of the project
by showing the distribution of risks across the P-I Matrix. A
high density of risks in the red zone clearly indicates a risky or
highly uncertain project. However, this initial post-assessment
version of the P-I Matrix shows the risk distribution only prior
to Response Planning. A useful comparison can be made if the
same output is produced taking into account planned responses
(see Chapter 7).
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Figure 6-10: Double Probability-Impact Matrix Showing Risk Density
SUMMARY

The Assessment step prioritizes the identified risks so that the
important or high-priority ones can be addressed first, and
ensures that appropriate risk owners are nominated. Both
actions are fundamental inputs to Response Planning. Carrying
out the Assessment step requires the following activities:

* Assess probability for each risk based on a five-point scale

* Assess impact(s) for each risk based on a five-point scale

» Combine probability and impact to provide an overall probability-impact
score, which will be used to determine priority

+ Categorize risks using the RBS (causes) and WBS (effects) to determine
“hot spots”



» Nominate risk owners, who will later develop appropriate risk responses
and appoint Action Owners
* Record all additional risk data in the risk management tool

* Prepare a set of outputs that will inform the continued risk management
process as well as the overall project management process.
Once the Assessment step of the First Risk Assessment is
complete, it is possible to move on to the preparation of

responses, as described in the next chapter.



Options and Actions
(Response Planning)

The steps in the First Risk Assessment of the ATOM risk
process described so far (Identification and Assessment) can
be viewed as analysis, scoping the extent of the risk challenge
for the project, seeking to understand the risks to which the
project is exposed. However, simply understanding and
describing the risks does not change them. It is vital that the
risk process move on to action, actually dealing with the risks
in order to change the project’s risk exposure. This is the
purpose of the last element of the First Risk Assessment,
which in ATOM is called Response Planning.

In many ways Response Planning is the most important
step of the risk process, because effective risk responses result
in minimized threats and maximized opportunities, optimizing
the project’s chances of achieving its objectives. Conversely,
poor response planning can worsen the position, not only by
failing to address identified risks but also by introducing new
risks as a result of ineffective actions. This step is where key
decisions are made on how to manage risks, using risk
information to modify project strategy where necessary and
positioning the project to gain the benefits offered by the risk
process.

The key word in Response Planning is appropriateness.
Recognizing that risks include both threats and opportunities,
the aim of the project team is to make the negative risk
exposure from threats as small as possible while increasing the

positive risk exposure from opportunities. The appropriate



response to each type of risk is clearly different. For some
threats it might be appropriate to panic, or even cancel the
project. It could be right to embrace some opportunities and
actively seek the additional benefits they offer. For other risks
the appropriate response may be to do nothing and wait to see
what happens. Obviously, a project should not panic over risks
for which the appropriate thing is to do nothing, and it should
not do nothing when a risk should be actively embraced.
Choosing the appropriate response is an important decision
requiring careful judgment, and is best done by people with
the necessary level of experience and expertise.

As a result, it is vital that sufficient attention and effort be
applied to Response Planning. Time and effort invested at this
step in the process pays dividends in process effectiveness,

whereas shortcuts have negative repercussions.
The purpose of the Response Planning step in ATOM is to:

« Consider all identified risks and select an appropriate response strategy for
each

» Develop specific actions that put into practice each response strategy, with
enough definition to allow effective implementation

» Ensure that each action is assigned to an Action Owner.

In order to do this, the following inputs are required:

» Risk Management Plan, defining risk tools and techniques for this project
« Initial Risk Register, containing information on identified risks from the risk
workshop, including the following:
* Prioritized list of risks, each with a proper risk description and agreed-
upon assessments of probability and impacts
* Nominated risk owner for each risk
» Initial responses proposed during the Identification step
+ Information on available generic response strategies.

In ATOM, Response Planning requires the following activities:

» Response strategy selection
* Action development

+ Assessment of post-response risk exposure

« Consideration of secondary risks.

The Response Planning step produces the following outputs:

 Appropriate response strategy and agreed-upon actions for each risk
(including possible escalation)

* Nominated Action Owners for each agreed-upon action

» Updated Risk Register containing response information for all identified
risks



» Updated assessment results reflecting the post-response situation

 Updates to the project plan (both schedule and budget) to include agreed-
upon risk actions.

These inputs, activities, and outputs are illustrated in Figure 7-
1 and described in detail in the following sections.
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Figure 7-1: Flowchart for the Response Planning Step

INPUTS

Like other steps in the risk process, the Risk Management Plan
defines the detail for the risk process as it is to be applied to
this project. Where necessary, the risk champion refers to the
Risk Management Plan to clarify the requirements for this
step.

The Assessment step allows identified risks to be
prioritized, using the Probability-Impact (P-I) Matrix, into at
least three groups (red or high priority, amber or medium
priority, green or low priority), and possibly with more
detailed prioritization using a P-I scoring scheme, as discussed
in Chapter 6. Assessment also allocates to each identified risk
a single risk owner, who is responsible for determining how
the risk will be managed. This information is held in the Risk
Register, which forms the main input to the Response Planning
step. It is, however, recommended that the risk champion
prepare subsets of the Risk Register, listing risks by risk
owner, so that each owner can receive a list of his or her risks
prior to the risk interview.

For some risks, initial responses may have been identified
during the Identification step, and these will also have been
recorded in the Risk Register. These responses are presented to
risk owners for validation during this Response Planning step
to confirm that they are appropriate and acceptable.

The final Response Planning input is information on what
response strategies are available to risk owners. This
information might exist within the organization as part of a
knowledge base, or it might be prepared by the risk champion

as a pre-brief for risk owners.



ACTIVITIES

Response Planning can be undertaken as part of the risk
workshop if there is sufficient time available. However,
workshop time is frequently limited and may run out before
responses can be considered for any or all identified risks.
When time is available for Response Planning during the
workshop, risks are considered in priority order, dealing first
with the worst threats and best opportunities. Following the
risk workshop, the risk champion holds a series of interviews
with risk owners to deal with those risks not covered during
the workshop. This section describes risk interviews, assuming
that the risk workshop time is fully taken up by the
Identification and Assessment steps, and that all response
planning will take place this way.

Activities relating to risk interviews can be divided into
three groups: preparation, interviewing, and post-interview
tasks. These are described in the following paragraphs.

PREPARING FOR RISK INTERVIEWS
The risk champion schedules interviews with all risk owners
immediately after the risk workshop, with the goal of
completing all interviews within one week. Each interview
should be scheduled for two hours, though the full time may
not be required, depending on the number and difficulty of
risks to be addressed in each interview. When scheduling
interviews with risk owners, the risk champion sends an
extract from the Risk Register, containing the risks assigned to
them, listed in priority order, as well as practical arrangements
for the interview, including time, venue, agenda, etc. For risk
owners new to the process, it might also be useful to send a
reminder of the generic response strategies available. An
example is given in Figure 7-2.

Prior to the risk interview, each risk owner prepares by
considering his or her risks and possible options for responses

and actions. This maximizes productivity during the interview.



Generic responses to threats

Avoid—A response to a threat that eliminates either its probabilty or impact on
the project, This can often be achieved by changing the project management plan
for the project or by addressing the cause of the risk

Transfer—A response o a threat that transfers the risk to a third party who is
Detter able to manage i, The act of transfer does not tself change the risk, but the
new owner should be able to take action to avoid or reduce It

Reduce—A response fo a threat that reduces its probabily and/or impact on the
nroject aiming to reduce the risk to an acceptable level. This may be achieved by
addressing key risk drivers.

Generic responses to opportunities

Exploit—A response to an opportunily that ensures that the opportunity is taken
by quaranteeing that it will definitely occur,

Share—A response to an opportunity that shares the risk with a third party befter
able to manage it either by exploiing or enhancing the opportuniy,

Enhance—A response to an opportunity that increases its probabilty andlor
Impact on the project,

Generic response to threats and opportunities

Accept—A response where either no course of action s taken (perhaps because
1tis notworth doing anything or tis not possible to), or responses are designed
that are contingent upon  change In circumstances. Altematively, a confingency
reserve (tme, money, and resources) can be established to deal with the risk
should it occur,




Figure 7-2: Generic Response Strategies

CONDUCTING RISK INTERVIEWS

At the start of each interview, the risk champion confirms the
interview’s purpose and agenda, and emphasizes its
confidential nature. For each risk, the risk owner, in discussion
with the risk champion, will:

« Select an appropriate response strategy
* Identify possible actions to implement that strategy

 Assign Action Owners to each action
» Assess post-response probability and impacts

« Identify any secondary risks.

Any valid risks that are outside of the remit of the project in
question should have been escalated as part of the Assessment
step. However, it is possible that after further inspection during
a risk interview, the risk champion and owner may decide to
escalate a risk. In this situation, the risk champion should
inform the project manager, who must ensure that the risk is
properly escalated.

The role of the risk champion is to prompt and encourage
the risk owner, facilitate the interview to maintain momentum
and ensure good timekeeping, answer questions relating to the
risk process or risk management theory and practice, and
suggest possible response strategies and actions based on his
or her own experience. However, it is the risk owner’s
responsibility to decide which response strategy and actions
are appropriate for the risks that he or she owns.

Each risk allocated to the risk owner is considered in turn

and worked through in priority order, as follows:

1. Red/high-priority opportunities

2. Red/high-priority threats

3. Amber/medium-priority opportunities
4. Amber/medium-priority threats

5. Green/low-priority opportunities

6. Green/low-priority threats.

Considering opportunities before threats is recommended
because people are less familiar with including opportunity in
the risk process.



When addressing high-priority risks, often the proposed
response strategies also address some of the medium- or low-
priority risks. The risk champion must bear in mind this
potential risk management efficiency when carrying out
further interviews and developing responses to less important
risks.

Initial responses to particular risks proposed during the
Identification step are considered first. The risk owner decides
whether the proposed response would be appropriate and
effective, and this decision is recorded in the Risk Register.

If there is no previously identified response, or if the initial
response is rejected by the risk owner, they must select an
appropriate response strategy for each risk. For opportunities,
this is either exploit, share, enhance, or accept. Available
threat strategies include avoid, transfer, reduce, or accept. It is
recommended to consider strategies in the order shown in
Figure 7-3, since the best option, if possible, is to avoid a
threat or exploit an opportunity. This may be achieved by
addressing the cause of the risk, as recorded in the description
of the risk using the metalanguage. Where this is not feasible
or cost-effective (see below), alternative parties should be
sought who are better able to manage the risk effectively,
allowing a threat to be transferred or an opportunity to be
shared. The third option is to modify the level of risk exposure
by reducing a threat or enhancing an opportunity. The last
option is to accept the risk, with possible development of a
contingency plan, taking into account the effect of the risk as

defined in the risk metalanguage.



Opportunity
strategy

1 AVOID EXPLOIT
2 TRANSFER SHARE
3 REDUCE ENHANCE

Priority | Threat strategy

. ACCEPT

Figure 7-3: Priorities for Selecting Response Strategies

Factors to be considered when deciding which strategy is

appropriate include:

+ Manageability. To what extent can the risk be influenced?

+ Impact severity. Can the impact be borne if the risk occurs, or is the
potential impact so severe that something has to be done?

* Resource availability. Are resources available to implement the chosen
response within the desired time frame?

* Cost effectiveness. Can the desired effect on the risk be achieved at a
reasonable cost?

For each risk, a single response strategy is selected that
represents the current best choice for managing the risk
effectively. This recognizes that a different strategy may be
selected in the future if the one first chosen proves ineffective,
but at this stage in the process each identified risk must have
just one strategy.

Next, the risk owner determines specific actions that could
be implemented to achieve the selected strategy. These are
described in as much detail as possible, ideally including what
is to be done, by whom, when, and at what cost, and with
completion criteria. The aim is to define each action at the
same level of detail and as a normal activity in the project
schedule. A particularly important step is to nominate suitable
owners for each action (Action Owners) who have the
necessary skills and experience to perform the action
effectively.



After defining actions, the risk owner provides an
assessment of the risk, assuming that the actions are completed
successfully. Using the same P-I scales from the risk
workshop, the post-response probability of occurrence and
impacts on objectives for the risk are estimated. This gives an
indication of how “risk-effective® the proposed actions are
expected to be, and whether additional actions are required.

Finally, the risk owner considers whether the proposed
actions will introduce secondary risks, defined as risks that
arise from implementation of an agreed-upon response to
another risk, as illustrated in Figure 7-4. Of course, a
secondary risk can be either a threat or an opportunity. Where
such secondary risks are identified, the risk owner and the risk

champion together:

» Produce an agreed-upon risk description for the secondary risk, using the
metalanguage, with the action recorded as the cause of the secondary risk

* Assess the probability and impacts of the secondary risk against the agreed-
upon scales

* Select an appropriate response strategy for the secondary risk, and

determine actions with nominated Action Owners.

Original Risk

\

NN e o Secondary Risk

Figure 7-4: Secondary Risks

At this point the risk owner and risk champion may decide
that the secondary risks associated with the proposed actions



make them infeasible (particularly where significant additional
threats would be introduced), in which case the proposed
actions are rejected and new ones developed; in some cases,
this requires selection of an alternative response strategy. If,
however, it is decided to proceed with the actions as originally
planned, the associated secondary risks are recorded in the
Risk Register and treated as any other risks.

After all risks have been considered, the risk champion asks
whether the risk owner is aware of any additional risks in his
or her area of responsibility that are not currently captured in
the Risk Register. Any new risks are identified and assessed,
and responses and actions developed.

The outcome from this discussion is captured by the risk
champion during the interview, preferably directly into the risk
management tool being used to support the project risk
process. Where direct data entry is not possible, the risk
champion takes full notes during the interview and transfers
them into the tool immediately following the interview.
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Figure 7-5: Pre-and Post-Response P-I Matrices

POST-INTERVIEW ACTIONS

After each interview is complete, the risk owner is responsible
for liaising with nominated Action Owners to ensure that they
agree with the proposed action and accept responsibility for its
implementation. Risk owners and Action Owners together may
decide to refine actions at this point, and the risk owner
informs the risk champion of any agreed-upon changes.

After feedback from risk owners that all Action Owners
have accepted their proposed actions, the risk champion
ensures that the Risk Register is updated to reflect the strategy
and agreed-upon actions. The risk champion also uses the
information generated during risk interviews to update
assessment results to reflect the post-response situation. This
includes producing a post-response double P-I Matrix (Figure



7-5) to show the predicted position of each risk if planned
actions were fully effective (the risk management tool might
produce such an output automatically). For example, Figure 7-
5 shows, among other things, the result of avoiding threat 1.3,
reducing threats 2.3 and 3.1, exploiting opportunity 2.1, and
enhancing opportunity 1.2.

The risk champion also liaises with the project manager to
raise new activities for inclusion in the project schedule to
reflect agreed-upon actions. Risk actions must be treated with
the same degree of importance and attention as other project
activities, and including them in the project schedule ensures
this because they will then be subject to monitoring and
control along with other activities. It is also essential to make
appropriate funds and resources available to carry out risk
actions, and to include them in the project budget.

Finally, the project manager considers the need for change
control if it is required after modifying the project plan; in
some cases, contract changes may also be necessary.

OUTPUTS

The main output from the Response Planning step is an
updated Risk Register containing current information on
selected responses, agreed-upon actions with Action Owners,
post-response assessments, and secondary risks (if any). This
information forms an important part of the risk reports that are
prepared in the next step of the ATOM risk process.

The risk champion also generates analysis outputs showing
the predicted effect of planned actions on levels of risk
exposure, such as the post-response P-I Matrix.

Another important output from this step is a set of updates
to the project schedule and budget to include agreed-upon
actions. The project manager ensures that this is done with
minimal delay.

One key factor in preparing outputs from Response
Planning is timeliness. It is vital to communicate and
implement response strategies and actions as quickly as
possible after identifying them. This is because risk is dynamic
and fast-changing, and any delay in the risk process might
result in the outputs becoming outdated. The risk champion



should therefore aim to complete Response Planning within
less than a week after the Identification/Assessment workshop.

If it has been appropriate to escalate any risks, the project
manager should notify the person who would be affected by
such escalated risks and ensure that he or she takes ownership.

SUMMARY

The Response Planning step ensures that appropriate
actions are identified for each identified risk. Implementation
of these actions minimizes threats to the project and
maximizes opportunities, optimizing the chances of project
success. To complete this step, the following activities should

be undertaken:

Arrange interviews with all risk owners

Consider all risks with their respective risk owners, and determine an
appropriate response strategy, plus actions to implement the selected
strategy, with a nominated Action Owners for each action

Confirm and refine proposed actions with Action Owners

Update the Risk Register with response strategies and agreed-upon actions

.

Update analysis outputs to reflect post-response expectations

.

Modify the project schedule and budget to include agreed-upon actions.

When the Response Planning step of the First Risk
Assessment is complete, the ATOM process continues with
reporting current results and implementing agreed-upon

actions, as detailed in the next two chapters.



Spread the Word (Reporting)

Risk management is about taking appropriate action in
response to identified risks. Unfortunately, the earlier steps of
the risk process do not guarantee that those who must take
such action possess the necessary information to do so. It is
therefore important to include a step for communicating the
results of the risk process to the people who need to know. In
ATOM this step is called Reporting.

Following the First Risk Assessment on a medium-sized
project, Reporting simply combines the outputs from the
previous steps into a single risk report. Extracts from this
report can be distributed to different stakeholders—for
example, the executive summary to senior management, or
subsets of risks to individual risk owners. Additional reports
may also be necessary, depending on the project reporting
cycle or other organizational requirements.

The purpose of the Reporting step in ATOM is to:

* Document and communicate key results and conclusions from the risk
process
« Inform project stakeholders of the current risk status of the project

« Ensure that each project stakeholder has the information required to fulfill
his or her role in managing risk on the project.

Reporting requires the following inputs:

» Risk Management Plan, defining the reporting requirements for this project

* Project communication plan, if available

* Risk Register containing full details of all identified risks, their assessment,
responses, and current status

 Analysis results following the Assessment and Response Planning steps.

Reporting requires the following activities:



* Produce the full risk report, first as a draft to be reviewed, then issued in
final form
» Generate extracts and other reports as required

« Distribute reports to project stakeholders. The Reporting step produces the
following output:

« Full risk report and extracts.

These inputs, activities, and outputs are illustrated in Figure 8-

1 and described in detail in the following sections.

Risk P-l Risk
Register Matrices Categorizations
Y
Produce
Risk
Report
Risk
Report

Figure 8-1: Flowchart for the Reporting Step

INPUTS
The Risk Management Plan defines the project’s reporting
requirements. Where necessary, the risk champion refers to the
Risk Management Plan to clarify these requirements. The
project communication plan, if one exists, should also be
consulted, because it may give more details on the precise
information needs of project stakeholders.

The risk champion uses the results of the preceding steps in
the risk process to generate the risk report and other reporting



outputs. Most of these results are captured in the Risk
Register, or they may be produced directly from it (either
manually or as outputs from the risk management tool), though
some additional analysis results may be documented
elsewhere. Analysis outputs that are used in addition to the
Risk Register to compile the risk report include Probability-
Impact Matrices showing both pre-response and post-response
assessments, prioritized lists of risks, and various groupings of
risks (for example, sorting risks by priority in red, amber,
green [RAG] groups, or mapped to RBS or WBS, etc.).

ACTIVITIES

Based on the defined reporting requirements, the risk
champion considers the inputs and compiles them into a full
risk report. These inputs commonly include:

+ The full Risk Register, which contains consolidated data on each identified
risk, with a clear description of the risk, assessments of current probability
and impacts, mapping against the RBS and WBS, an assigned risk owner, an
agreed-upon response strategy with actions and Action Owners, assessment
of post-response probability and impacts, and the status of the progress of
agreed-upon actions

A double Probability-Impact Matrix, which shows the current distribution
of risks across the grid, allowing them to be prioritized for further attention,
based on assessments of current probability and impacts

Another double Probability-Impact Matrix, which shows predicted risk
distribution based on post-response probability and impacts

.

Two prioritized risk lists, one for threats and another for opportunities

Analysis of risk causes, based on mapping identified risks to the various
elements of the risk breakdown structure

Analysis of risk effects from mapping risks to the work breakdown
structure.

If additional analysis is required to generate useful
information from the risk data, the risk champion performs
such analysis, seeking advice where necessary from other
project stakeholders, technical specialists, or domain experts.
In addition, the risk champion draws conclusions from the risk
data concerning the overall risk exposure of the project, and
particular areas where risk is concentrated (either common
causes or “hot spots” of effects). Recommendations are also
drafted that provide advice and guidance to project
stakeholders on the course of action required to maintain



effective management of risk, especially if the position has
changed significantly since the last report.

Having drafted the risk report, the risk champion submits it
to the project manager for review and comment, as well as to
provide a “sanity check” that the conclusions are realistic and
accurate, and that the recommendations are feasible and
appropriate. The project manager should not change any of the
report data, but might be aware of additional factors in the
project environment that influence the analysis, conclusions,
or recommendations.

The risk champion and project manager together agree on
any changes to the draft risk report; these changes are
implemented by the risk champion, who then issues the report.
It is recommended that the full risk report be distributed to the
project manager, project sponsor, key project team members,
all risk owners, and other key stakeholders.

Depending on the reporting requirements for the project, as
defined in the Risk Management Plan, the risk champion may
also prepare extracts or subsets of the full risk report and
distribute them to other project stakeholders, and may also
produce specific report formats as required by the project or
organizational reporting process. For example, the executive
summary of the report may be extracted for senior
management or clients, giving the highlights from the current
risk assessment but excluding unnecessary detail. Risk owners
may be offered a subset of the Risk Register that contains just
those risks for which they are responsible. Risks falling within
certain categories may be extracted for distribution to people
with an interest in those areas; for example, sending legal risks
to the contract manager, or passing the subset of procurement

risks to the commercial department.

OUTPUTS

The main output from the Reporting step is a full risk report
containing complete information on the results of the current
major cycle in the risk process. Figure 8-2 gives a sample
contents list for a full risk report, and its various items are

outlined in the following list. A range of other report formats



and types is possible; the reporting requirement will have been

defined in the Risk Management Plan.

.

.

.

Executive summary. This section summarizes the key findings,
conclusions, and recommendations of the main body of the report. It should
be no longer than a single page and should omit unnecessary detail. It
should stand alone, meaning that it should not be dependent on references to
additional data in the body of the report. The executive summary should be
written at a level suitable for senior management and key project
stakeholders, since it may be extracted and distributed to this group.

Scope and objectives of report. The main purpose of the report is
described, highlighting its place in the risk process.

Project status summary. This section briefly summarizes the current status
of the project, including progress against the project schedule and budget,
delivery of products, and major issues that have arisen. This summary sets
the context within which the risk assessment was undertaken. Ideally, the
summary of project status should be extracted directly from routine project
progress reports.

Overall risk status. A short summary is presented of the current level of
risk exposure for the project. This summary highlights the main areas of
risk, plus any significant individual risks, together with planned responses.
This section also highlights any concentrations of risk exposed during the
categorization analysis, indicating any causes that could give rise to a large
number of threats or opportunities, as well as any areas of the project that
could be affected by significant levels of threat or opportunity.



EXECUTIVE SUMMARY
SCOPE AND OBJECTIVES OF REPORT
PROJECT STATUS SUMMARY
OVERALL RISK STATUS
TOP RISKS, ACTIONS, AND OWNERS
DETAILED RISK ASSESSMENT
High/Medium/Low Risks
Causal Analysis (Mapped to RBS)
Effects Analysis (Mapped to WBS)
CONCLUSIONS AND RECOMMENDATIONS
APPENDICES
COMPLETE RISK REGISTER

PRIORITIZED RISK LIST
[OTHER RESULTS AS REQUIRED]

Figure 8-2: Sample Contents List for a Full Risk Report

« Top risks, actions, and owners. In this section, lists of the top threats and
opportunities are presented in priority order. Some projects prefer to use a
combined list of “top risks,” containing both threats and opportunities, and
others like to see a “worst threats” list and a “best opportunities” list. These
lists commonly present the “top 10,” but a suitable number should be
chosen to ensure that all the worst threats and best opportunities are
included. These are discussed in turn in this section, and their causes and
effects, planned actions with their owners, and expected changes are
detailed. Significant groupings within the top-risk lists are noted, for




example, if five of the top threats relate to requirements uncertainty, or if the
best three opportunities all concern the same supplier.

Detailed risk assessment. This is the main analysis section of the report,
where the risk exposure is considered in detail. Discussion includes the
numbers of risks in the red/amber/green categories, as well as distribution of
risks within the RBS and WBS; examples are given in Chapter 6 (see
Figures 6-6, 6-7, 6-8, and 6-9).

Expected response effectiveness is discussed, based on the pre-response
and post-response P-I Matrices (see Figure 7-5). The aim is to present all
significant findings from the analysis, but not to swamp readers with
unnecessary detail. This requires the risk champion to use judgment to
determine what is important to include and what can be omitted; the risk
champion should draw on the experience of the project manager and other
experienced project staff, if required.

There are a number of ways of presenting detailed information. This
should be tailored to the specific needs of stakeholders.

Conclusions and recommendations. Perhaps the most important part of
any report is indicating what its contents actually mean and what action
readers are expected to take as a result. This section draws conclusions
based on the data within the main body of the report, without introducing
any new facts, and presents findings at a summary level rather than simply
repeating what is contained elsewhere in the report. Based on these
conclusions, the report moves on to develop a series of focused and specific
recommendations that respond to the level of risk currently faced by the
project. Each recommendation should be written with a sufficient level of
detail to be clearly understood and effectively implemented, following the
SMART model (Specific, Measurable, Achievable, Realistic, Time-bound).
Typically, the number of recommendations should be limited to about 10, to
avoid diluting the impact of the report.

Appendices. Supporting information is presented in appendices. One of
these contains the complete Risk Register, giving full details of every
identified risk. It is also common to include a complete list of all risks in
priority order. The content of other appendices is optional, depending on the
information needs of the recipients.

SUMMARY
The purpose of the Reporting step is to document the results of
the First Risk Assessment and communicate these
appropriately to project stakeholders in or der to make them
aware of the project’s current risk status and give them the
information they need to take effective action. Completing this
step requires the following activities:

+ Assemble all sources of information on current risk exposure, including the

Risk Register and analysis outputs
 Perform any additional analysis required to understand the information

* Draft a full risk report presenting this information in a structured way

* Review the draft report for completeness and correctness, and modify as
required



» Issue risk report to project sponsor, project manager, project team members,
risk owners, and other key stakeholders

* Prepare and distribute extracts, subsets, and additional reports as required.

The First Risk Assessment in the ATOM risk process is
followed by the Reporting step, and also leads immediately to
the start of Implementation, which is described in the next
chapter.



Just Do It (Implementation)

The ATOM risk process for a typical medium-sized project has
so far set the scope and objectives (Initiation); then, using the
First Risk Assessment, exposed and recorded uncertainties that
could affect achievement of those objectives (Identification),
prioritized and categorized them (Assessment), and developed
appropriate responses and actions to deal with them (Response
Planning). This is all-important and valuable, but it is not
enough. In order for the risk exposure of the project to be
changed, the agreed-upon actions must be implemented. As a
result, the first pass through the ATOM process cannot be
considered complete until the Implementation step is under
way. Of course, actions to address risks will be performed
throughout the project, so in some ways Implementation does
not have a distinct start and end. This chapter describes the
activities that it contains.

Implementation starts immediately following the First Risk
Assessment, but Major and Minor Reviews also produce
actions that must be implemented. This chapter therefore
describes how to ensure that all agreed-upon actions are
performed.

During the First Risk Assessment and subsequent reviews,
risk owners select a response strategy for each risk and
develop it into a series of actions, each of which has a
nominated Action Owner. However, simply producing
responses or actions does not in itself change risk exposure,
although it does create the potential to do so. Without
implementation of agreed-upon actions, the risk process is all



rhetoric or “hot air” and, in Shakespeare’s words, what is
required is “more matter with less art.” Failing to implement
the planned actions means that nothing will change, threats
will not be minimized, opportunities will not be maximized,
and the risk status quo will remain.

In ATOM, the purpose of the Implementation step is to:

Perform agreed-upon actions and report on their progress

Identify any additional secondary risks that arise as a result of implementing
actions

Identify any new risks that may arise between formal cycles of the ATOM
risk process

Keep the Risk Register up to date

.

Raise any issues or problems that result from threats actually occurring.

In order to do this, the following inputs are required:

» Risk Management Plan, which includes the agreed-upon risk reporting
process and project reporting cycle
« Risk Register, which contains details relating to each risk, including:

* Risk owners
+ Agreed-upon response strategies
» Action Owners
+ Agreed-upon actions
* An updated project schedule showing all agreed-upon risk actions as project
activities

 Risk management tool (spreadsheet, database, or proprietary software).

In the Implementation step, the following activities are
performed:

» Implement agreed-upon actions associated with the selected response
strategy for each active risk
» Suggest further actions if those already implemented prove ineffective

* Identify secondary risks, raising new risks and issues or problems

 Report on the status of all risks and update the Risk Register.

Implementation produces the following outputs:

» Updated Risk Register containing the latest information and status of all
risks
« Inputs to risk reports and review meetings

« Inputs to the project issue log.

These inputs, activities, and outputs are illustrated in Figure 9-
1 and described in detail in the following sections.

INPUTS

The Risk Management Plan defines the process that ensures

that risk actions are implemented in order to give response



strategies the greatest chance of success. Fundamental to this
plan are the roles of the risk owner and Action Owner. The
risk owner selects the response strategy that determines how
the risk is to be managed; the action owner implements
agreed-upon actions in order to achieve the desired response
strategy. The Risk Management Plan also defines the types of
reports to be prepared and the project meetings at which risk
will be discussed. This informs what information needs to be
gathered as part of the Implementation step.

Project
Plan
Updates

Risk
Register

1

Implement
Actions

Additional
Actions

Progress
Updates

Secondary

Risks

Updated
Project
Plan

Updated
Risk Register

Figure 9-1: Flowchart for the Implementation Step



The Risk Register is also a key input to the Implementation
step, and at this point in the ATOM process, it contains a
complete set of data for each identified risk. This includes the
name of the risk owner responsible for overall management of
each risk and the names of the action owner(s) responsible for
implementing those actions needed to realize the response
strategy.

As in previous steps, it is assumed that a risk management
tool is being used to support the ATOM risk process, and this
is a key input to this step.

ACTIVITIES

Implementation is a continuous process that takes place
throughout the life of the project, which reflects the fact that
many identified actions will not need to be carried out
immediately, but will be scheduled to take place in the future.
However, it is important that all in-progress actions are
reviewed and their status reported as part of the normal
reporting cycle of the project.

The risk champion oversees implementation of responses
and actions, drawing on information provided by risk owners,
and reports the status of each risk to the project manager and
other key stakeholders. The risk champion also ensures that
any new or secondary risks that are identified are properly
described and assessed, and that they have a nominated risk
owner with an agreed-upon response strategy and actions.

The risk champion also ensures that any threats that have
occurred are recorded as project issues or problems, and are
reported and managed accordingly.

Perform Agreed-Upon Actions Each action owner
implements the actions that were agreed upon with the risk
owner and included in the project plan, making sure that they
meet the agreed-upon timelines, budgets, completion criteria,
etc. As each agreed-upon action is completed, the action
owner reports this to the risk owner and ensures that the status
of the corresponding activity on the project plan is marked as

complete. Progress reporting on completed actions is done



either immediately upon completion or periodically, as
required by the risk owner.

Any problems encountered in implementing the actions as
agreed upon are reported immediately by the action owner to
the risk owner, who offers advice on how to proceed. This
advice may include agreeing on additional actions aimed at
implementing the existing response strategy, or the risk owner
may consider a change in strategy. All agreed-upon additional
actions are recorded in the project plan.

The action owner might also discover previously
unidentified secondary risks arising from implementation of
agreed-upon actions. All secondary risks must be reported
immediately to the risk owner so that they can be brought into
the risk process.

Identifying Additional Secondary Risks Secondary risks
(which result from the response to another risk) should have
been identified by the risk owner as part of planning
responses, and action owners should be aware of these when
they are implementing planned actions. However, it is unlikely
that all secondary risks will have been identified, so action
owners should consider the effects of their actions and whether
they might introduce additional risks to the project. When
action owners find such additional secondary risks, they
should be raised immediately with the risk champion in the
same way as other new risks (see below). The action owner
should also inform the risk owner, because new risks may

influence other aspects of his or her selected response strategy.

Raising New Risks New risks are likely to be identified
during the normal course of the project outside of the formal
workshops and review meetings of the risk process. At any
time, any project stakeholder should be able to raise new risks.
These might be risks that were previously unforeseen or
missed by the earlier steps in the risk process, or they might be
secondary risks arising from implementation of actions in
response to other risks.

If someone believes that he or she has identified a new risk,
he or she immediately informs the risk champion. The risk
champion, in consultation with the project manager, nominates



a risk owner for these risks as soon as possible, who ensures
that each new risk allocated to him or her is described properly
using the risk metalanguage (see Figure 5-4). The risk owner
also assesses the probability and impacts of the risk, develops
a response strategy and actions, and nominates action owners.
The risk owner passes all of this additional data to the risk
champion, who ensures that it is entered into the risk
management tool. In addition, the risk champion ensures that
the project schedule and budget are updated to reflect the new
agreed-upon actions.

All new risks are then reviewed at the next risk review
(Major or Minor— see Chapters 10 and 11), when the initial
description, assessment, response, and actions proposed by the
risk owner are validated and either confirmed or changed.

Until the risks are reviewed, their status is set to draft.

Raising Issues or Problems In the event that a threat has
occurred, it is recorded as a project issue or problem and
managed according to the standard project process. The risk
champion ensures that this is done whenever a threat is

reported as having occurred.

Reporting on Risk Status and Updating the Risk Register
The Risk Register must be kept up to date to reflect the current
status of each risk. Although the risk champion is responsible
for the overall risk management process, risk owners ensure
that all the data recorded for their respective risks is accurate
and current. One important element of this is assigning a status
to each risk, and ATOM provides the following eight possible
status values (see Figure 9-2):

.

Draft: A proposed risk that has not yet been validated.

.

Rejected: A proposed risk that the project manager has decided is not valid.

Escalated: A proposed risk that is outside the scope of the project or that
should be managed at the program level. The project manager determines
who should be notified about this proposed risk and communicates the
details to that person or part of the organization.

Active: A valid risk with a probability of occurrence greater than zero and
that will impact one or more project objective(s) if it occurs. An active
threat can affect the project negatively, while an active opportunity has a
potential positive effect.

Deleted: Sometimes risks can just go away on their own, perhaps resulting
from a change in the project’s strategy, environment, objectives, or scope.



» Expired: The time window in which the risk could have occurred has
passed, so the risk no longer needs to be considered. An expired threat
might be a source of relief for the project since it can no longer have a
negative effect, whereas an expired opportunity would be a source of regret,
as the positive impact is no longer possible.

Closed: This only applies to threats for which the response has been fully
effective and can no longer affect the project. Opportunities cannot be
marked as closed, because they will remain active until they have either
occurred, expired, or been deleted.

Occurred: The risk has happened, and the project is experiencing the
impact. It is, of course, desirable for an opportunity to occur and undesirable
for a threat to occur. Occurred status might result if the response to a threat
proved ineffective or the response to an opportunity was successful. (Note
that when a threat has occurred, it is converted to an issue or problem and
managed accordingly. When an opportunity has occurred, the additional
benefits must be recognized and managed.)
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In addition to the overall status of the risk, the risk owner
considers all other information about the risk, and ensures that
the Risk Register contains the latest information, including:

* The risk’s current probability and impact (probabilities and impacts can go
up or down)
* Progress on all agreed-upon actions

» Changes to the risk owner or action owners

 Changes to the response strategy or new actions.

OUTPUTS
The main output from the Implementation step is an updated
Risk Register, which contains the current status of each risk
and progress on agreed-upon actions. The updated Risk
Register is a major input for risk reports and review meetings,
as described in Chapters 8, 10, and 11.

If it is recognized during the Implementation step that a
threat has occurred, the occurrence is recorded in the project

issue log as appropriate.

SUMMARY

The Implementation step is designed to make sure that what
has been planned actually takes place. If the planned actions
are not implemented, opportunities will not be maximized,
threats will not be minimized, and the risk exposure of the
project will remain unchanged. The implementation of actions
cannot be left to chance, and therefore the following activities

must be undertaken:

.

Monitor each response strategy and its associated actions

.

Ascertain the overall status of each risk

Identify additional secondary risks and raise new risks

Modify the project schedule and budget to include new actions or any
replanned actions

.

Raise any issues or problems

Update the Risk Register with the current status of each risk and progress
on agreed-upon actions

Produce information for risk reports and review meetings.

The Implementation step is an ongoing part of the ATOM
process and continues until the Post-Project Review takes
place at the end of the project.
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Keep It Alive (Major Reviews)

Chapters 4 to 9 describe the steps required to undertake an
initial assessment of risk for a medium-sized project, but the
ATOM process does not end when this first pass is complete. It
is true that the first time a project team is involved in the risk
process there is usually lots of enthusiasm, which can lead to
an efficient process, which in turn increases effectiveness.
However, doing the process once does not ensure that risk
remains effectively managed on any project; indeed, it is only
the start. It is essential to maintain momentum throughout the
project, and ATOM provides for this with a series of risk
reviews. These are termed major and minor to reflect the
required level of effort. Figure 10-1 illustrates the main
differences between a Major and Minor Review.

Major Reviews usually take place at key points during the
project, either at the beginning of a new phase or at significant
milestones within a phase, but they do not happen often
enough to ensure that the assessment of risk exposure remains
current. To do this, ATOM uses a series of regular Minor
Reviews that take place in line with the normal reporting
regime of the project. In the typical medium-sized project, the
initial pass through the ATOM process is followed by one or
more Minor Reviews, with a Major Review occurring some
time later, as illustrated in Figure 10-2.

The remainder of this chapter describes the ATOM Major
Review; Minor Reviews are covered in Chapter 11.

A Major Review essentially uses a single workshop to
repeat all the steps that make up the First Risk Assessment,



providing a full reassessment of the project’s risk position.
This workshop normally takes place at the beginning of a
phase or at key milestones during the project, and at the
frequency defined in the Risk Management Plan. However,
there may be other times when an additional Major Review is
justified (perhaps after a significant change to the project), and
the project sponsor or project manager can initiate a Major
Review at any time.



Activity Major review Minor review
Review existing risks All isks plus Red risks
0 secondary risks ] (amber if tme)
| dentify new risks é Brainstorming, % Faclltated team
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v constraints, 3
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v checklist 5
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Response planning— Interview
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actions discussions discussions
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Other activities Process check None
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Attendees Project Manager, Project Manager,
Risk Champion, Risk Champion,
Key Stakeholders Project Team,

Risk Owners

Figure 10-1: Differences between Major and Minor Reviews
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Figure 10-2: Relation between Major and Minor Reviews

The ATOM Major Review aims to:

* Review all current risks and any other risks raised since the last formal
review

+ Identify new risks (including secondary risks)

» Update the Risk Register

* Produce a full report and periodic reporting information for project progress
reports and progress meetings

 Check the effectiveness of the current risk management process.

In order to do this, the following inputs are required:

» Risk Management Plan outlining project objectives and scope of the risk
process

* Risk breakdown structure (RBS)

» Work breakdown structure (WBS)

» The Risk Register, which contains full details of all risks (current and draft),
including:
 Risk owners and agreed-upon response strategies
 Action owners and agreed-upon actions
* Current status of each risk
» An overview of the current status of the project

* Risk management tool (spreadsheet, database, or proprietary software).

A Major Review involves the following activities:

* Pre-workshop preparation
* Risk workshop, which includes:
+ Initial scene-setting
+ Reviewing all current and draft risks
+ Identifying, assessing, and categorizing new risks
 Updating the Risk Register
+ Reviewing the effectiveness of the risk process
* Post-workshop actions:

+ Risk champion interviews risk owners to confirm new responses



Risk owners consider the need to modify existing responses

Risk owners liaise with risk action owners to refine existing actions and
develop new actions
Risk owners liaise with risk champion to provide details of refined

responses and new actions
Risk champion updates the Risk Register and produces a full risk report

Risk champion liaises with the project manager to add any new activities
to the project plan

Project manager communicates escalated risks to the appropriate part of
the organization or person, if known

Project manager considers the need for change control as required.

A Major Review produces the following outputs:

» Updated Risk Register containing the latest information and status of all
risks
* Modified and new actions required to respond effectively to current risks

* Full risk report
« Inputs to project review meetings and periodic project reports
« Further activities in the project schedule that relate to risk actions

+ A revised Risk Management Plan (if required).

These inputs, activities, and outputs are illustrated in Figure
10-3 and are described in detail in the sections that follow.

INPUTS

The Risk Management Plan defines when Major Reviews are
planned and also includes a list of key project stakeholders
who may be invited to participate in the Major Review.

The RBS is used to structure risk identification techniques,
and the WBS provides a structure for mapping the effects of
risks.

The Risk Register is the prime input to the Major Review
because it contains a complete set of data for each identified
risk. This includes the name of the risk owner responsible for
overall management of each risk, together with the agreed-
upon response strategy and the names of action owner(s)
responsible for implementing the actions needed to execute the
response strategy. In addition, the Risk Register contains the
current status of each risk (draft, active, expired, occurred,
closed, or deleted). Draft risks are those that have been
identified since the last risk review.

Another key input to the risk workshop is an overview of
the current status of the project, which is provided by the
project manager. It is important to know if anything in the



project has changed, either internal or external, that could
directly affect the assessment of an existing risk.

As in previous steps, it is assumed that a risk management
tool is used to support the ATOM risk management process
and that this tool will be available when required.

ACTIVITIES

The activities in the Major Review are focused on a risk
workshop, which for a medium-sized project usually takes one
day. Conducting the workshop properly requires a number of
pre- and post-workshop activities. It is the risk champion’s
responsibility to ensure that all pre- and post-workshop
activities are carried out, either by himself or by others (e.g.,
risk owners). The risk champion is usually responsible for
facilitating the risk workshop.
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Figure 10-3: Flowchart for Major Review Step

Many of the Major Review workshop tasks are identical to
those that make up the initial risk identification and
assessment workshop and are summarized here (for detailed
descriptions, see Chapters 5 and 6).

PRE-WORKSHOP PREPARATION

This includes agreeing on attendees, preparing and distributing
a workshop agenda (see Figure 10-4), and circulating pre-
workshop briefing material; this material might include
workshop objectives and current project status reports. Risk
owners also receive a list, in priority order, of all the risks for
which they are responsible. (The risk management tool should
produce these filtered and sorted lists automatically.) Risk
owners should review their risks in advance of the meeting and
be prepared to comment on the current status of each one.



Time

allowance | Content

(hours)

h 1, Iniial scene setiing

J 2. Review current isks

1 3. Review draft isks

1 4. Consider new risks

- 5. Update Risk Reqister (done during steps 1-4)
h 6. Review risk process efiectiveness

i 7. Close workshop

Figure 10-4: Sample Agenda for a Major Review Workshop

The risk champion also prepares for himself and the project
manager a prioritized list of all active risks, extracted from the
Risk Register, showing key details for each risk such as the
risk description, probability and impacts, risk owner, risk
action owner( s), agreed-upon response strategy and associated
actions, and last reported status. A list of all draft risks taken
from the Risk Register is also prepared for review at the
meeting; this list may be either circulated in advance or
handed out at the meeting.

THE MAJOR REVIEW WORKSHOP

The Major Review workshop is usually facilitated by the risk
champion, although it is possible to use a specialist facilitator,
and includes the following elements.

Initial Scene Setting If necessary, the workshop begins by
introducing participants to one another and confirming the
project objectives. The risk champion also presents a brief

summary of the risk management process, if required. These



steps are not necessary when the project team is stable and
participants have been involved in previous risk workshops.

The risk champion outlines the purpose, scope, and ground
rules of the workshop, clarifying what is expected from the
participants and what outputs should result. The project
manager then presents a brief summary of the current status of
the project, highlighting any current issues that workshop
participants need to know when identifying risks.

Review all Current Risks The first main task during the
Major Review workshop is to review existing risks. To ensure
that effort is spent on the most important risks, all active risks
are reviewed in priority order, taking threats before
opportunities, as follows:

1. Red threats

2. Red opportunities

3. Amber threats

4. Amber opportunities
5. Green threats

6. Green opportunities.

For each risk, the following must be reviewed:

 Current status. If a risk is no longer active, the risk owner explains its
current status and why or how this status change has occurred.

.

Current probability and impact. If the risk is still active, its probability
and impacts are reassessed, taking into account the effects of any completed
or in-progress actions, any changes to the internal or external environment
of the project, and the overall status of the project.

.

Action status. The risk owner will know the status of agreed-upon actions
for his or her risks, either from discussions with action owners or by
checking progress as reported in the project plan. For actions that are either
in progress or recently completed, the risk owner reports to the meeting on
their effectiveness in achieving the desired outcome. If completed actions
are not addressing the risk in the expected way, the risk owner first
considers whether an alternative response strategy is required and then
meets with allocated action owners immediately following the workshop to
develop additional actions for either the existing or the new response
strategy. If these actions also require the raising of new project activities,
then that is done as well. Future or planned actions are considered and any
adjustments to planned actions made. Any changes to response strategies or
actions should be reflected in the assessment of post-response probability
and impact.

Review Draft Risks The meeting next considers all risks that
have been raised since the last formal review (including



proposed new risks and secondary risks arising from
implementation of agreed-upon actions). These are labeled
with draft status in the Risk Register. Risk workshop
participants either make these active if they are recognized as
genuine risks, or mark them as rejected if they are not thought
to be risks or if they are duplicates of existing risks. Rejected
risks are marked in the Risk Register accordingly and not
considered further. Risks with impacts outside the project are
marked as escalated, and the project manager communicates
them after the review to the appropriate part of the
organization or person, if known.

Draft risks should already have been properly described
using the risk metalanguage, had their probability and impacts
assessed, a risk owner appointed, a response strategy
developed, and action owners identified, as described in
Chapter 9. When a draft risk is converted to active status, each
element of this data is reviewed during the meeting and

confirmed or amended as necessary.

Identify, Assess, and Categorize New Risks Having
reviewed all active and draft risks, the workshop moves on to
identify new risks that have arisen since the last formal review.
The risk champion or workshop facilitator chooses a suitable
method, such as brainstorming, assumptions and constraints
analysis, or a checklist (as previously described in Chapter 5),
bearing in mind that a different technique might help
participants expose risks not previously considered.

All newly identified risks are clearly and unambiguously
described using the risk metalanguage and given a unique risk
identifier number. Participants should be careful to avoid
raising risks that already exist in the Risk Register, and the
facilitator should ensure that duplicates and non-risks are
removed at this stage.

The probability and impacts of each new risk are assessed,
using the scales defined in the Risk Management Plan. New
risks are also categorized using the RBS and WBS. Workshop
participants agree on a response strategy for each new risk and
nominate a risk owner, who develops appropriate actions and

appoints action owners after the workshop.



Update Risk Register The Risk Register must be kept up to
date to reflect the current status of each risk. The risk
champion is responsible for this, with input from risk owners.
The Risk Register is updated during the Major Review
workshop; otherwise, the risk champion wupdates it
immediately afterward.

All risks that are reviewed as part of the workshop, whether
they existed beforehand or are newly raised, are assigned one
of the five overall statuses: active (this applies to all new
risks), expired, occurred, closed, or deleted.

In addition to the overall status, the risk owner records all
other information about each risk and ensures that the Risk
Register contains the latest data, including:

* Current assessments of probability and impacts
* Progress on all agreed-upon actions

+ Changes to the risk owner or action owners

 Changes to the response strategy or new actions.

Review Effectiveness of Risk Process The Major Review
workshop ends with participants reviewing the risk process as
currently implemented on the project and considering whether
it is appropriate to meet the risk challenge faced by the project.
This includes the scope and objectives of the risk process, use
of tools and techniques, frequency of updates, etc. The risk
champion leads an open discussion on this, encouraging full
feedback and expression of any concerns. It may be decided
that the risk process as defined in the Risk Management Plan
is either insufficiently robust or too detailed. In either case, the
risk champion meets with the project manager and the project
sponsor following the workshop to agree on process changes;
significant changes result in revision and reissue of the Risk

Management Plan.

Close the Workshop On completion, the risk champion
summarizes the achievements of the workshop and lists any
agreed-upon actions. The schedule for the next planned review

is also confirmed.

POST-WORKSHOP
Following the Major Review workshop, the risk champion
interviews risk owners to refine any new responses generated



in the workshop. In addition, risk owners in liaison with action
owners refine existing actions and develop new ones. As part
of this step, the post-response probability and impacts of each
risk are assessed to determine the residual risk exposure, and
to identify and record any secondary risks.

The risk champion liaises with the project manager to add
any new activities to the project plan, and the project manager
considers the need for change control as required.

If the Risk Register was not updated during the risk
workshop, then the risk champion makes sure this is
completed prior to producing the full risk report.

If the workshop suggests that a change is required to the
risk process for the project, the risk champion, project
manager, and project sponsor meet to agree on what
modifications are necessary, and the risk champion then
updates and reissues the Risk Management Plan. The project
manager also communicates escalated risks to the appropriate
part of the organization or person, if known.

OUTPUTS

The two main outputs from a Major Review are an updated
Risk Register that contains the current status of each risk and
progress on agreed-upon actions, and a full risk report. The
contents of the full risk report match the report prepared after
the First Risk Assessment, as detailed in Chapter 8, but with
inclusion of an additional section focusing on changes since
the last review, to communicate whether the risk exposure has
improved or worsened. This section of the report highlights
what has changed, including the numbers of threats closed or
deleted, how many threats and opportunities have occurred,
the number of new risks raised, etc. The project may develop
simple metrics to provide indicators of changes in risk
exposure, though this is not mandatory for a medium-sized
project. Examples of metrics are illustrated in Figure 10-5.

If modified or new actions are identified during the Major
Review, these feed into the Implementation step (see Chapter
9) to ensure that they are performed.

A Major Review also considers the effectiveness of the risk
management process. If modifications are required to the



current process, these will be reflected in a revised Risk

Management Plan.
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Figure 10-5: Sample Metrics to Measure Risk Exposure
SUMMARY

A Major Review ensures that the risk process is being carried
out efficiently and effectively, updating the Risk Register to
reflect the current risk exposure of the project. The Major
Review contains the same steps as the First Risk Assessment
but on a reduced scale and in a compressed time frame. The

following activities are required:

* Prepare for and facilitate a risk workshop
* Review all current risks and newly raised risks to determine their status

+ Identify, describe, and assess new risks; appoint risk owners and develop
responses
 Update the Risk Register

» Revise and define risk actions and appoint action owners



 Update the project plan to take into account risk actions

+ Draft and distribute a full risk report and other information needed for
project reporting

« Consider the efficiency and effectiveness of the risk management process.

Major Reviews take place at the frequency set out in the Risk
Management Plan, continuing until the Post-Project Review
takes place as part of project closedown.
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Ongoing Updates (Minor
Reviews)

The ATOM process uses a series of reviews to ensure that the
project team and key stakeholders have the latest current risk
information to support effective management of the project.
These reviews are conducted periodically throughout the
lifetime of the project, with Major Reviews taking place at key
points and significant milestones (as described in Chapter 10).
It is usually insufficient, however, to rely just on the First Risk
Assessment followed by periodic Major Reviews, so the
ATOM Minor Review provides an opportunity to update the
assessment of risk between Major Reviews. Minor Reviews
are carried out at regular intervals throughout the project and
in line with the project’s normal progress review and reporting
cycle, which occurs monthly on the typical medium-sized
project.

Since there is often a considerable period of time between
the First Risk Assessment and the first Major Review, the First
Risk Assessment is usually followed about a month later by a
Minor Review.

A Minor Review is conducted in the context of a formal
meeting that usually lasts about half a day. The meeting takes
place either as part of a routine project progress meeting or as
a stand-alone meeting. During a Minor Review, most of the
same tasks are performed as during a Major Review, though at
a lower level of detail.

The aim of the ATOM Minor Review is to:



» Review the most significant current risks (all red risks, plus amber risks if
time allows), and all draft risks raised since the last formal review

« Identify new risks

» Update the Risk Register

* Produce a summary risk report and periodic reporting information for
project progress reports and progress meetings.

To do this, the following inputs are required:

» The reporting cycle for the project, as set out in the project management
plan

 The Risk Register containing details of all risks (current and draft),
including:
 Risk owners and agreed-upon response strategies
 Action owners and agreed-upon actions
* Current status of each risk

* An overview of the current status of the project

+ Risk management tool (spreadsheet, database, or proprietary software).

A Minor Review involves the following activities:

* Pre-meeting preparation
« Risk review meeting, the goal of which is to:
+ Review the most significant current risks
* Review all draft risks
+ Identify and assess new risks
» Update the Risk Register
 Post-meeting actions, during which:

Risk owners liaise with action owners to refine new responses and

develop new actions

Risk owners liaise with risk champion to provide details of refined

responses and new actions

Risk champion updates the Risk Register and produces a summary risk
report
Risk champion liaises with the project manager to add any new activities

to the project plan

Project manager considers the need for change control as required

Project manager communicates escalated risks to the appropriate part of

the organization or person, if known.

A Minor Review produces the following outputs:

» Updated Risk Register containing the latest information and status of all
risks

* Modified and new actions to be implemented

* Summary risk report

« Inputs to project review meetings and periodic project reports

« Further activities in the project schedule that relate to risk actions.

These inputs, activities, and outputs are illustrated in Figure
11-1 and detailed below.

INPUTS



The project progress review and reporting cycle is usually
described in the project management plan. Routine risk
activities such as Minor Reviews are incor porated into this
cycle to ensure that risk management is seen as an integral part
of the overall project management process.
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Figure 11-1: Flowchart for Minor Review Step



The Risk Register contains a complete set of data for each
identified risk, including risk owners, action owners, and the
current status of each risk. In addition, any risks identified
since the last risk review will be included in the Risk Register
with draft status.

A key input to the Minor Review is an overview of the
current status of the project, which is provided by the project
manager, indicating changes to the project that could directly
affect existing risks.

As in previous steps, it is assumed that a risk management
tool is used to support the ATOM risk management process

and that this tool will be available when required.

ACTIVITIES

The Minor Review is conducted through a risk review
meeting, which requires a number of pre-meeting activities
and post-meeting tasks. The risk champion is responsible for
either performing these activities or ensuring that they are
carried out by others (e.g., risk owners), and he or she usually
facilitates the risk review meeting.

PRE-MEETING PREPARATION
The project manager, risk champion, other members of the

project core team (usually those who report directly to the
project manager), and all risk owners attend the risk review
meeting. The project sponsor is also invited, though his or her
presence is not mandatory.

In preparation for the meeting, a formal agenda is prepared
and circulated to all attendees; Figure 11-2 illustrates a typical
agenda for a half-day risk review meeting. In addition to the
meeting agenda, risk owners receive a prioritized list of all the
active risks for which they are responsible, which should be
automatically available from the risk management tool. Risk
owners should review their risks in advance of the meeting and
be prepared to comment on the current status of each one.

The risk champion also prepares a prioritized list of all

active and draft risks for review at the meeting.
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Figure 11-2: Sample Agenda for a Half-Day Risk Review Meeting

THE RISK REVIEW MEETING

The risk champion facilitates the review meeting and
addresses the following topics.

Introductions If the risk review meeting takes place as part of
a routine project progress meeting, the risk champion will not
need to set the scene because this will have been done by the
project manager earlier in the meeting. If the risk review
meeting is stand-alone, the project manager gives a short
commentary on the current status of the project, highlighting
progress to date and any current issues or problems.

Review Red Risks The ideal Minor Review aims to review all
active red and amber risks, but in many circumstances time
constraints make this impossible. As a result, the risk
champion uses the prioritized list to structure the review,
starting with red threats and moving on to red opportunities.
All red risks must be addressed during the meeting; amber

risks may also be considered if time allows.



For each risk, the following must be reviewed:

» Current status. If a risk is no longer active, the risk owner explains its
current status and why or how this has occurred.

» Current probability and impact. The probability and impacts of active
risks are reassessed, taking into account the effects of any completed or in-
progress actions, any changes to the project, and the overall project status.

* Action status. The risk owner reports on the effectiveness of planned
actions in addressing each of their risks. If these actions are not affecting
risk exposure in the expected way, the risk owner addresses them with
action owners immediately after the risk review meeting.

Review Draft Risks The meeting participants next consider
all draft risks raised since the last formal review, as well as any
secondary risks. These are confirmed as either active, rejected
(if they are duplicates of existing risks), or non-risks. Rejected
risks are recorded in the Risk Register but not considered
further. Risks with impacts outside the project scope are
marked as escalated and are passed by the project manager to
the appropriate part of the organization or person, if known.
For draft risks raised to active status, the risk description
and assessments of probability and impacts are confirmed, a
risk owner appointed, and a response strategy and initial
actions with owners agreed upon. Each element of this data is
reviewed during the meeting and amended if necessary.

Identify New Risks Identifying new risks is an important part
of the risk review meeting, although it is anticipated that
relatively few new risks will actually be identified. The risk
champion, as facilitator of the meeting, leads a discussion to

identify new risks. For each new risk, the meeting will:

Allocate a unique risk identifier based on the project risk breakdown
structure

Clearly and unambiguously describe the risk using the risk metalanguage

Assess probability and impact using the scales defined in the Risk
Management Plan

Appoint a risk owner and agree on an initial risk response strategy with
initial actions

Determine the post-response assessment of probability and impacts.

Review Amber Risks If time permits, amber risks are
reviewed, concentrating on:
e Current status

* Current probability and impact

* Action status.



Update the Risk Register The risk champion ensures that the
Risk Register is updated with the current status of each risk.
This can be done during the risk review meeting or
immediately afterward.

Close Meeting The risk champion closes the meeting by
summarizing the outputs and notifying attendees when the

next risk review meeting will take place.

POST-RISK REVIEW MEETING

Immediately following the risk meeting, risk owners liaise
with action owners to refine any new responses, revise existing
actions, and define new actions. The risk owner communicates
these changes to the risk champion. The risk champion, in
discussion with the project manager, ensures that new actions
are added to the project schedule as planned activities and are
resourced and budgeted for accordingly. The project manager
considers the need for change control as a result of these
additional project activities. The project manager also
communicates escalated risks to the appropriate part of the

organization or person, if known.

If the Risk Register was not updated during the risk review
meeting, then the risk champion makes sure this is completed
prior to producing the summary risk report.

OUTPUTS

The main output from the Minor Review is an updated Risk
Register containing full details of all risks, including current
status and action progress. Actions arising from the Minor
Review feed into the Implementation step (see Chapter 9).

A further output is a summary risk report, which is prepared
by the risk champion and presents the results of the risk review
meeting. Figure 11-3 gives a sample contents list for a

summary risk report, and the various items are outlined below.

» Executive summary. A summary of the results of the Minor Review is
given, in no more than one page.

* Scope and objectives of report. The purpose of the Minor Review is
described, highlighting its place in both the risk process and the overall
project reporting cycle.

 Overall risk status. A short summary is presented of the current level of
risk exposure for this project.



+ Top risks, actions, and owners. This section lists the top threats and top
opportunities in priority order, often as a “top 10,” although all the worst
threats and best opportunities are listed. These are discussed, including
analysis of causes and effects, planned actions with owners, and expected
changes.

+ Changes since last review. It is important to communicate whether the risk
exposure has improved or worsened since the last review. This section of
the report highlights changes, presenting metrics such as the numbers of
risks closed or deleted, how many threats have impacted the project, how
many opportunities have been realized, the number of new risks raised, etc.
See Figure 10-5 for example outputs.

» Conclusions and recommendations. This section presents conclusions at a
summary level, together with key recommendations.

» Appendix. The complete Risk Register is included, listing full details of
every active risk in priority order.

EXECUTIVE SUMMARY

SCOPE AND OBJECTIVES OF REPORT

OVERALL RISK STATUS

TOP RISKS, ACTIONS, AND OWNERS

CHANGES SINCE LAST REVIEW

CONCLUSIONS AND RECOMMENDATIONS

APPENDIX
COMPLETE RISK REGISTER IN PRIORITY ORDER

Figure 11-3: Sample Contents List for a Summary Risk Report

Having drafted the summary risk report, the risk champion
submits it to the project manager for review and comment to
ensure that it is a true summary of the risk review meeting.
The risk champion and project manager together agree on any
changes required to the draft summary risk report; the risk



champion implements these changes and then issues the
report. The summary risk report is distributed to the project
manager, project sponsor, key project team members, all risk
owners, and other key stakeholders.

Additional outputs from the Minor Review include inputs
to project review meetings and periodic project reports, most
likely in the form of customized outputs from the Risk
Register. The project manager, in consultation with the risk
champion, determines exactly which reports are prepared. The
use of an appropriate risk management tool enables the
production of information as and when required, and in the
format required.

SUMMARY

A Minor Review ensures that the risk process is maintained
throughout the project, updating the Risk Register between
Major Reviews to reflect the current risk exposure of the

project. The Minor Review includes the following activities:

* Prepare for and facilitate a risk review meeting.

Review all current red risks and newly raised risks to determine their status.
Amber risks will be reviewed if there is sufficient time.

.

Identify, describe, and assess new risks, appoint risk owners, and develop
responses.

Update the Risk Register.

Revise and define risk actions and appoint action owners.

.

Update the project plan to take into account risk actions.

Draft and distribute a summary risk report and other information needed for
project reporting.

Minor Reviews are undertaken regularly between Major
Reviews at the frequency set out in the Risk Management
Plan. They are repeated until project closedown, at which time
a Post-Project Review is undertaken, as described in the next
chapter.
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Learn from Experience (Post-
Project Review)

Organizations conduct projects for at least two reasons. The
first is to create the project deliverables that will be used,
operated, or sold in order to deliver the stakeholder benefits
and value defined in the business case or project charter. But
each project also has a second purpose, which is to contribute
to organizational learning. Project-based organizations should
use completed projects to create a body of knowledge and
experience on which they can draw in order to benefit future
projects. Unfortunately, this second aspect is missing from
many organizations, including those that regularly perform
projects, and they are therefore denying themselves a major
portion of the potential benefits that their completed projects

offer.

Although each project is by definition unique, many areas
of commonality exist between completed and new projects. As
a result, the post-project review offers a structured mechanism
for capturing lessons from previous projects that can be
applied to new ones. However, it is widely accepted that post-
project reviews are one of the least well-performed parts of the
project life cycle. There are at least three reasons for this:

+ Organizations tend to disband project teams immediately on project

completion, moving staff to new projects before capturing their knowledge
and experience in a structured and usable way.

In a cost-constrained environment, some view post-project reviews as an
optional luxury. This is particularly true for contracting organizations that
charge clients for project activities. Clients may be reluctant to pay for a
task that does not directly benefit their own project, and the organization
may not be willing to include post-project reviews in their overhead.



» Many organizations lack the knowledge-management infrastructure to take
advantage of previous experience and feel that there is no point in recording
information that is never used.

This last point is reflected in the term commonly used to
describe outputs from the post-project review: lessons learned.
This term implies that simply identifying something during a
post-project review ensures that future practice will take it into
account. Unfortunately, this is often not the case, because
lessons are only truly learned when they have been
implemented on a future project. As a result, it might be better
to call these either lessons identified or lessons to be learned.

Despite these weaknesses in current practice, the post-
project review is an essential part of the project life cycle
because it allows lessons to be drawn that can benefit future
similar projects. This is particularly true of risk-related
information, where organizations need to avoid making the
same mistakes twice, either in terms of being hit by problems
that could have been foreseen as threats, or in terms of missing
benefits that could have been foreseen as opportunities.

This learning element is so important that it is included as a
distinct step in the ATOM risk process. Even when an
organization does not have its own formal post-project review
process to address all aspects of the project, at least the risk
elements are considered in a structured manner. Of course,
when post-project reviews are implemented for projects, the
requirements of the ATOM risk process can be met by

including a risk element within the existing review meeting.

The Post-Project Review step in ATOM aims to:

« Capture and record risk-related knowledge and experience from a
completed project in a form that can be used by future similar projects.

This step requires the following inputs:

« Risk Register from the most recent risk review
« Risk report from the most recent risk review

« Risk breakdown structure (RBS)

* Issue log for the completed project (if this exists)
» Change log for the completed project

« Final project schedule and final outcome cost

* Existing risk checklist.



The Post-Project Review step of ATOM involves either
contributing to the main post-project review meeting for the
project or conducting a separate risk-related meeting. In both
cases the activities are the same, namely:

* Prepare risk information for consideration at the meeting
 Hold post-project review meeting

* Capture “lessons to be learned.”

Post-Project Review produces the following outputs:

» When the project life cycle includes its own post-project review, ATOM
contributes the risk section for the post-project report, capturing risk
knowledge and experience in a structured way to benefit future similar
projects. If there is no planned post-project review for the project, a separate
risk lessons report is produced.

+ Final Risk Register, showing the status of all identified risks at the end of
the project.

These inputs, activities, and outputs are illustrated in Figure
12-1 and described in detail in the following sections.
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Figure 12-1: Flowchart for the Post-Project Review Step

INPUTS



The main input to the Post-Project Review step is the Risk
Register from the most recent risk review, since this contains
full historical information on all identified risks, including
those that were active at the last review, as well as those that
were previously marked as expired, occurred, closed, or
deleted (see Chapter 9 for a description of these status values).
In addition, for each identified risk the Risk Register includes
details on changes during the project life cycle in assessments
of probability and impacts, response strategies and actions, etc.
This information forms the raw data for the risk element of the
post-project review meeting.

The risk report from the most recent risk review is also an
important input to the Post-Project Review step, since it
provides a commentary on the risk exposure at the last review.
The risk champion may decide to include the full risk report as
an input, extract the executive summary, or provide a separate
narrative summarizing the main risk highlights during the
project life cycle.

The project risk breakdown structure is used as a
framework for the risk elements of the post-project review,
ensuring that all areas of risk to the project are considered.

If the project maintained an issue log of adverse events and
circumstances that arose during the project, it is provided as
input to the Post-Project Review step. This is because some
issues occur when threats are not properly managed, so review
of these can reveal potential generic threats that should be
considered in future similar projects.

The project change log might also indicate areas where
risks have occurred and resulted in a significant change to the
project (either positive or negative). Reviewing the change log
can therefore indicate both unmanaged threats that could be
handled differently on another project, as well as captured
opportunities that might be pursued again in similar
circumstances.

The final project schedule and final outturn cost for the
completed project are also reviewed as part of the Post-Project
Review step. These show actual durations and costs against the

original planned schedule and budget, and analysis might



reveal areas of time or cost risk exposure that could affect
similar projects.

The final input to the Post-Project Review step is the risk
checklist that was used for the Identification step. Because the
main aim of Post-Project Review is to carry forward learning
from this project to benefit future projects, it is important to
ensure that the standard risk checklist includes all risks
identified on this project that might affect others.

ACTIVITIES
Conducting a formal post-project review meeting at the end of
a project should be normal practice on a medium-sized project.
This is typically chaired by the project manager, or in some
cases a third-party facilitator, and attended by the project
sponsor, key members of the project team, and other
stakeholders. The ATOM Post-Project Review step is
incorporated within this meeting, with the risk champion
providing risk-related information for consideration. In the
absence of a post-project review meeting for the whole project,
the project manager calls a separate meeting dedicated to
addressing risk management on the project.

The following activities apply equally to a risk section
within a post-project review meeting, or to a specific risk

meeting.
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Figure 12-2: Typical Agenda for a Post-Project Review Meeting

PREPARE MEETING INPUTS

The risk champion prepares an information pack for meeting
attendees and circulates it in advance of the meeting along
with an agenda (see Figure 12-2 for a sample agenda). The
most important item in this pack is the latest Risk Register, but
it should also include the RBS and risk checklist used during
the risk process. In addition to this raw data, the risk champion
may wish to include the most recent risk report or its executive

summary, or a separate narrative as described above.

If the project is conducting its own post-project review,

other items for review include:

* Issue log for the completed project, if it exists
+ Change log for the completed project

* Final project schedule and final outturn cost.

If these are not supplied, or if a separate risk meeting is being
held, the risk champion obtains them for inclusion in the pre-
meeting briefing pack.

HOLD POST-PROJECT REVIEW MEETING
Introductions The project manager (or an external third-party

facilitator) chairs the post-project review meeting, following
the usual meeting ground rules and etiquette. During the risk



section of the meeting, the risk champion presents the main
points from the risk information supplied in the pre-meeting
briefing pack, assuming that all attendees have read the
information.

Review Final Risk Register At this point in the project, no
risks can remain active, so the first step in the risk section of
the meeting is to review the most recent Risk Register and
update it to show the final status of all risks as expired,
occurred, closed, or deleted.

Identify Risk-Related “Lessons to be Learned” It is
recommended that the risk element of the post-project review
be structured using the RBS as a framework, to ensure that all
sources of risk are considered and to provide a comparative
structure for transferring lessons between projects. The review
addresses the following questions for each Level 1 or Level 2
element of the RBS in turn, referring to the most recent Risk
Register, project issue and change logs, and final project
schedule and costs as appropriate:

What were the main risks identified on this project (both threats and
opportunities)? Do any of these represent generic risks that might affect
similar projects?

Which foreseeable threats actually occurred, and why? Which opportunities
that could have been captured were missed, and why?

Which issues or problems occurred that should have been foreseen as
threats? Which unplanned benefits arose that should have been identified as
opportunities?

‘What preventive actions could have been taken to minimize or avoid
threats? What proactive actions could have been taken to maximize or
exploit opportunities?

Which responses were effective in managing risks, and which were
ineffective?

How much effort was spent on the risk process, both to execute the process
and to implement responses?

.

Can any specific benefits be attributed to the risk process—for example,
reduced project duration or cost, increased business benefits or client
satisfaction, etc.?

Summarize “Lessons to be Learned” The aim in answering
the previous questions is to identify lessons from this project
that could be useful to future similar projects. During the
discussion, the risk champion records the following items:

* Generic risks (both threats and opportunities) that could affect future
projects



» Responses and actions that have proved effective and should be actively
considered for future projects

» Responses and actions that were tried but were ineffective, and which
therefore might be excluded from future projects

« Elements of the risk process that were particularly effective or ineffective,
and ways in which these could have been overcome or improved, including
tips and hints on using the various tools and techniques.

If possible, during this part of the meeting the risk champion
summarizes these items into discrete statements of “lessons to
be learned,” which are presented to the meeting attendees for

their comment and agreement.

Close the Meeting On completion, the risk champion
summarizes the results of the post-project review meeting and
lists any agreed-upon actions. It is also important for all
participants to be given the opportunity to raise any unmet
objectives or remaining concerns, so the risk champion makes

time for this before the meeting concludes.

OUTPUTS

After the post-project review meeting is complete, the risk
champion writes up the findings and conclusions of the risk
part of the meeting. This might be issued as part of a larger
post-project review report, or it might form a separate risk
lessons report, depending on the reporting requirements of the
project. The report is approved by the project manager and
issued to all attendees of the post-project review meeting, as
well as any key stakeholders who were absent from the
meeting.

The report includes recommendations for the following:

« Risks to be added to the organization’s risk checklist for consideration
during the risk identification step of future similar projects

* Modifications to the organization’s risk breakdown structure(s), if risks
were identified that did not map into the existing RBS framework

 Proactive and preventive actions to be included in the strategy of future
similar projects to address the types of risks likely to be encountered

» Changes to the risk process to improve effectiveness, either in use of tools
or techniques, or in development of standard templates to support the
process.

In addition, it may be possible to calculate the return on
investment (ROI) of the risk process, based on the cost of
undertaking the risk process for this project, compared with an



indication of the additional benefit obtained through avoided
threats and exploited opportunities.

A final Risk Register is also issued, showing the status of
all identified risks at the close of the project. Since no project
risks can remain after the project has ended (as it is no longer
possible for uncertainty to affect project objectives), the
closing status of all risks must be set to either expired,
occurred, closed, or deleted. In addition, any risks remaining at
the end of the project that might affect other projects or other
parts of the organization are escalated by the project manager
to the appropriate part of the organization or person, if known,
and their status is set to escalated.

Following issue of the post-project review report or risk
lessons report, the risk champion liaises with the person in the
wider organization responsible for maintaining the risk
checklist and risk breakdown structures to ensure that
recommendations arising from the post-project review are
considered and implemented where appropriate. If the
organization has a structured knowledge management system,
the risk champion also ensures that all lessons to be learned
are entered into the system for future use.

SUMMARY

The purpose of the Post-Project Review step is to capture and
record risk-related knowledge and experience from a
completed project in a form that can be used on future similar
projects. This is achieved either by ensuring that the project’s
post-project review addresses risk explicitly, or by holding a
separate risk-related meeting, recording lessons to be learned
in a post-project report or risk lessons report.

Post-Project Review is the final step in the ATOM risk
process; it ensures that reusable knowledge and experience are
not lost to the organization. Projects are undertaken for two
reasons—creating project deliverables and increasing
organizational learning—and the Post-Project Review step is
an essential contributor to meeting the second aim.



PART Il

Variations on a Theme
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ATOM for Small Projects

Everyone involved with projects agrees that they are risky
endeavors subject to a wide range of sources of uncertainty. If
all projects are risky, it follows that all projects need risk
management, at least to some degree. However, it is also
abundantly clear that not all projects are the same, either in
scope or in risk exposure. The risk level is vastly different for
a project to move an office and for a project to launch a space
shuttle. So, although all projects need to address risk
management somehow, the level of treatment can and should
vary.

Although risk management can be undertaken at a variety
of levels, the standard risk process still applies to every
project, because there is always a need to clarify scope and
objectives (Initiation), find the risks that could affect the
project (Identification), prioritize those risks for further
attention (Assessment), decide how to deal with them
(Response Planning), take appropriate action
(Implementation), communicate results (Reporting), keep it up
to date (Reviews), as well as identify lessons to be learned at
the end of the project (Post-Project Review). Therefore, the
standard ATOM risk process as described in earlier chapters
can be applied to every project. However, the fact that
different projects face different risk challenges is reflected in
the scalable nature of the ATOM process.

Chapter 3 discussed how projects could be divided into
three notional groups using a project sizing tool. Within the

typical organization, most projects fall into the medium-sized



category; the standard ATOM risk process detailed in Part II
(Chapters 4 through 12) provides an approach for these types
of projects. Because ATOM is scalable, it can also be applied
to small and large projects, following the same process
framework but with varying levels of detail. This chapter
describes how to modify the standard ATOM risk process to
make it suitable for small projects; Chapter 14 addresses
process modifications for large projects.

LESS IS MORE

Small projects lack some of the characteristics that result in
higher risk exposure, though, like all projects, they involve
uncertainty. Their lower level of risk, however, allows the
ATOM risk process to be simplified while retaining the
essential elements for effective management of risk.

The challenge is to reduce process complexity without
making the resulting process inadequate to the task—to
simplify without becoming simplistic.

ATOM for small projects follows the same generic risk
process (see Figure 13-1), but each step is reduced to minimize
the time and effort required without cutting important tasks.
This chapter works through the steps in the ATOM risk
process and presents changes to the standard approach
previously described for medium projects. (For further details
of the standard approach, refer to the appropriate chapter in
Part I1.)
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Figure 13-1: Steps in the ATOM Process

As for medium projects, the ATOM process for small projects
is iterative, starting with the Initiation step, followed by the
First Risk Assessment, with regular reviews throughout the
project life cycle, and ending with the Post-Project Review

step, as illustrated in Figure 13-2.

INITIATION
The purpose of the Initiation step is to define the scope and
objectives of the risk process as they will be applied to this
project, and to allocate roles and responsibilities for risk
management. Decisions made during the Initiation step are
documented in a Risk Management Plan, so all project
stakeholders know how risk will be managed for their project.
The Initiation step for the small project is reduced in
several ways from the requirements for a medium project (see
Chapter 4). The main difference is in the method used to
produce the information contained in the Risk Management



Plan. For medium projects an Initiation meeting is held,
attended by key stakeholders and facilitated by the risk
champion. This meeting is not required for a small project, and

the project manager produces the Risk Management Plan in

liaison with key stakeholders. Nor is there a need for a formal

stakeholder analysis during the Initiation step for a small

project, because the project manager is likely to be aware of

the stakeholders and their needs and is able to document these
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Figure 13-2: The ATOM Process for Small Projects



The Risk Management Plan itself is also simpler than the
version required for a medium project, and is usually produced
from a template following the sample contents list in Figure
13-3. The contents for a small project Risk Management Plan
mirror those for medium projects, but with less detail. One
particular area where detail is reduced is in the definition of
roles and responsibilities; a RACI chart (Figure 4-6) is not
required.

INTRODUCTION

PROJECT DESCRIPTION AND OBJECTIVES

AIMS, SCOPE, AND OBJECTIVES OF RISK PROCESS
APPLICATION OF THE ATOM PROCESS

RISK TOOLS AND TECHNIQUES

ORGANIZATION, ROLES, AND RESPONSIBILITIES
FOR RISK MANAGEMENT

RISK REVIEWS AND REPORTING

APPENDICES
PROJECT-SPECIFIC DEFINITIONS OF PROBABILITY
AND IMPACTS

PROJECT-SPECIFIC SOURCES OF RISK (RISK
BREAKDOWN STRUCTURE)

Figure 13-3: Sample Contents List for a Risk Management Plan for a Small Project



Another key difference is in the allocation of staff to risk
roles. A small project rarely has a full-time risk champion.
This role can either be provided as part-time support from a
central resource pool such as a project office, or, more
typically, the responsibilities of the risk champion are
undertaken directly by the project manager. However, even the
small project needs to nominate risk owners and action owners
who are responsible for managing individual risks, because the
project manager cannot be expected to manage all identified
risks.

The Risk Management Plan defines the assessment
framework to be used during the risk process, which can be
simplified for the small project. The framework for a medium
project usually has five-point scales (VLO, LO, MED, HI,
VHI) for both probability and impacts (see Figure 4-8) to
provide the necessary granularity to discriminate between
risks. For a small project, the project manager should consider
using a simpler risk assessment framework, perhaps with
three-point scales (LO, MED, HI) or four-point scales (VLO,
LO, MED, HI). Figures 13-4 and 13-5 give examples of such
scales; the project manager should agree with the project
sponsor on the assessment framework to be used and

document this decision in the Risk Management Plan.



- Impact on project objectives

Scale | Probabilty —— .

Time  Cost Quality

H 67-9%% | >20days | >§20K | Majorimpact
on overal

functionalty

MED 34-66% | 10-20days | $10K-$20K | Significant impact

Inkey functiona
areas

L0 {-33% 0days | <$10K | Minorimpact
on overal

functionality

NIL <% Nochange | Nochange | Nochange in
functionality

Figure 13-4: Three-Point Project-Specific Probability-Impact Scales




- Impact on project objectives

Scale | Probability
Time  Cost Quality

H 1-9%% | >20days | >§20K | Majorimpact
on overal
functionalty

MED M-10% | 10-20days | S11K-$20K | Significant impact in
key functional areas

10 H-40% | 30days | SK-$10K | Minor impact
on overal
functionalty

VL0 f-10% Sdays | <BK | Minorimpact
0n secondary
functions

NIL <% Nochange | Nochange | Nochange in
functionalty

Figure 13-5: Four-Point Project-Specific Probability-Impact Scales

The Risk Management Plan also describes the tools to be
used to support the risk process; the small project typically
uses simple spreadsheets or databases rather than a proprietary
risk tool. The exception is when the organization uses a
standard risk toolset for all projects or an enterprise-wide risk
system containing data for every project undertaken by the
business, in which case even small projects are required to use
the standard tools or hold their risk data on the standard
system.

The tasks required to perform the Initiation step for a small

project are summarized as follows:



* Project manager confirms project objectives and risk assessment framework
with project sponsor

* Project manager drafts Risk Management Plan for approval by project
sponsor

* Project manager issues Risk Management Plan to project team and key
stakeholders.

IDENTIFICATION

The Identification step aims to expose and document all
knowable risks to project objectives. In reality, this is a never-
ending task; it is therefore important to place boundaries on
the effort spent on this step. However, it is also essential to not
skip this step or pay too little attention to risk identification,
since risks that are not identified cannot be managed, and the
project will experience unexpected problems as well as miss

potential benefits.

For the Identification element of the First Risk Assessment
on a small project, two reductions are made from the
Identification step as implemented on the medium project (see
Chapter 5). These are:

1. Perform risk identification (as well as assessment and response development)

in an existing project team meeting rather than holding a specific risk
identification workshop.

2. Limit the risk identification techniques used.

The project manager leads the project team in the risk
process and sets aside time for this in regular project team
meetings. The project team should expect to spend more time
on the risk process during the First Risk Assessment than later
in the project; typically, two to three hours should be allocated
to this activity (to include risk identification, assessment, and
response development). It is recommended to include the risk
element of the project team meeting as the first agenda item,
when people are fresh for the task. The project manager leads
the risk identification process, unless a part-time risk
champion is available to lead this part of the project meeting.
Figure 13-6 outlines the risk identification steps included in
this part of the meeting.



1. Confirm scope and objectives of risk process

2. dentify risks using
Assumptions and Constraints Analysis
Standard Risk Checklist
Open discussion/brainstorm [possibly]

3. Rationalize risks

4. Assess probabilities and impacts, plot P-I Matrix

5. Assign Risk Owners

6. Prioritize risks

7. Determine response strategy & initial actions

8. Record risk data (after meeting)

Figure 13-6: Risk Steps during Project Team Meeting for Small Projects

Two risk identification techniques are used for the small
project that provide results quickly and with minimum effort
but without compromising the data quality or shortcutting the
process. It is important to have sufficient time for risk
identification; otherwise, key risks are likely to be missed and
go unmanaged. The two techniques are:

1. Analysis of assumptions and constraints

2. Risk identification checklist.

These techniques are detailed in Chapter 5 and summarized

below.

* Analysis of assumptions and constraints. The project assumptions and
constraints should already be documented in the project business case,
project charter, or other statement of work. If not, the project manager
arranges a short meeting with the project sponsor before the project team
meeting in order to identify and document them and to ensure that hidden or
implicit/tacit assumptions and constraints—as well as the explicit or more
evident ones—are exposed as much as possible. The list of assumptions and
constraints from this meeting or from the existing project documentation is



then discussed at the project team meeting. Team members review each
assumption and constraint in turn, asking two questions:

* Could this assumption or constraint be false?

« If it is false, how will project objectives be affected?

If an assumption or constraint could be false and would matter to the
project, team members should raise a risk.

Risk identification checklist. If the organization has a standard risk
checklist, it is considered during the team meeting. Each item on the
checklist is reviewed, and meeting participants ask whether the risk could be
relevant to the project and raise a risk when the answer is “yes” or “don’t
know.” If there is no existing risk checklist, the project manager may lead a
short open discussion with the project team to identify any risks not raised
during the assumptions and constraints analysis.

Following use of these two structured risk identification
techniques, the project manager invites team members to raise
any risks not yet mentioned, perhaps by leading a short
brainstorming session. This need not take long since the two
main techniques should have exposed most of the risks, but it
allows each team member to have his or her say.

The project manager encourages the team to identify both
threats and opportunities, and ensures that all risks raised
during the meeting are properly described and distinguished
from causes and effects using risk metalanguage. Risks raised
during the team meeting are recorded by the project manager
or meeting scribe and entered into the risk management tool
immediately after the meeting. The project manager then
reviews each risk to ensure that the risk description is accurate
and clear and that there are no duplications, making
amendments as required.

Identification during the First Risk Assessment for the

small project requires the following tasks:

* Project manager clarifies project assumptions and constraints and generates
a list if necessary.

« Risks are identified during project team meeting, using assumptions and
constraints analysis, then the risk identification checklist is considered,
followed by a short discussion or brainstorming.

« All identified risks are recorded and entered into risk management tool after
project team meeting.

ASSESSMENT

After the list of risks is generated, these risks are prioritized
for further attention and action, which is the purpose of the
Assessment part of the First Risk Assessment. Assessment is



described for the medium project in Chapter 6. For small
projects, risk assessment is performed in the same project team
meeting immediately following risk identification. A simple
prioritization is achieved by assessing the two key dimensions
for each risk: the probability of occurrence and the impacts on
project objectives.

The project manager presents the risk assessment
framework agreed on with the project sponsor and documented
in the Risk Management Plan to be used when assessing
identified risks. For each risk in turn, the project manager
leads a discussion among project team members, covering the
following topics:

* The project manager first asks for opinions and estimates of how likely it is

that the risk will occur, seeking consensus on one of the values in the
assessment framework.

Next, the team considers how each risk might affect project objectives,
using the assessment framework, again seeking consensus among team
members.

.

Each risk is plotted onto a double P-I Matrix during the meeting, reflecting
the assessments of probability and impact.

.

Next, each risk is assigned a risk owner, who selects an appropriate strategy
and develops an initial set of actions to address the risk. Typically, project
team members present at the meeting are allocated as risk owners, though
others might be nominated if necessary. If people outside the meeting are
assigned as risk owners, the project manager informs them and obtains their
consent immediately after the meeting.

Agreed-upon estimates of probability and impacts, as well as
agreed-upon risk owners, are recorded for each risk and
entered into the risk management tool immediately after the
meeting. These steps also appear in Figure 13-6.

After the discussion in the meeting to assess whether each
risk is complete, the project manager produces a prioritized list
of threats and opportunities, based on the assessed probability
and impacts and the position of the risk on the P-I Matrix.
Figures 13-7 and 13-8 give prioritization schemes for a double
three-by-three P-I Matrix and a double four-by-four version,
respectively. It may be prudent to arrange a short break in the
team meeting while this is done.

The Assessment step for small projects differs from that
used for medium projects because it does not progress to

categorizing risks by source (using the risk breakdown



structure) or by area of the project affected (using the work
breakdown structure). This level of detail is usually not
required for effective management of risks on small projects.

Undertaking Assessment for small projects involves the
following:

Assess risks during the project team meeting, using the definitions of
probability and impacts detailed in the Risk Management Plan.

Nominate a risk owner for each risk.

Produce a prioritized list of threats and opportunities, based on assessments
of probability and impact.

.

Record assessments of probability and impacts, as well as agreed-upon risk
owners, for all identified risks, and enter into risk management tool after
project team meeting.

RESPONSE PLANNING

This part of the First Risk Assessment step in the ATOM risk
process is also undertaken during a project team meeting for a
small project, but without the interviews employed for
medium projects (see Chapter 7). The required steps are
included in Figure 13-6. There is also no requirement to
formally consider secondary risks when developing risk
responses on a small project, though these should be recorded
and included in the risk process if they arise during the
discussion of risk responses.

The Assessment step results in choosing a risk owner for
each identified risk, usually one of the project team members
present in the team meeting. During the Response Planning
part of the project team meeting, the project manager leads a
short, focused discussion with each nominated risk owner,
dealing first with threats and then with opportunities, and
taking them in priority order. For each risk, this discussion has

two steps:



PROBABILITY

Hl HI
[+ o]
VAP 048 « ~1 MED
o | || |0]fel {Jﬁ e
l H|_ \\Ef]kc U/'F WUH@@

LO II LO
L0 MED HI Hl MED L0
NEGATIVE IMPACT POSITIVE IMPACT
(Threats) (Opportunities)

I ="Ted" risks D ="amber’ risks D = "(reen’ isks

Figure 13-7: Double Three-by-Three Probability-Impact Matrix

PROBABILITY



Hl HI
>
EMED o MEDE
] S | 2
< 3
810 0 9
¢
. i
VL0 VL0

VO L0 MED Ml H MED 1O VIO

NEGATIVE IMPACT POSITIVE IMPACT
(Threats) (Opportunities)

I = "ed" rsks D = "amber rigks D ="reen’ isks

Figure 13-8: Double Four-by-Four Probability-Impact Matrix

* The risk owner is first asked to select an appropriate strategy for each risk,
in agreement with the project manager. Threat strategies include avoid,
transfer, reduce, or accept; opportunity strategies include exploit, share,
enhance, or accept.

» Having selected a strategy, the risk owner develops an initial set of actions,
with at least one action per risk, and suggests action owners. Actions should
be properly defined, with completion criteria, time-lines, and budgets,
providing sufficient information so that the action can be unambiguously
understood by the action owner and monitored by the project manager.

The Response Planning step is done during the team
meeting so that other team members can contribute to the
discussion with risk owners and add ideas for appropriate
ways to tackle an identified risk. Team members are also likely
to be nominated as action owners, so their agreement to

perform actions can be obtained during the meeting.



Agreed-upon responses and actions for each risk, as well as
agreed-upon risk owners, are recorded during the meeting; this
data is also entered into the risk management tool immediately
after the meeting.

If the risk owner of a particular risk is not present at the
project team meeting, the project manager arranges a meeting
with that risk owner as soon as possible to develop responses
and actions. The project manager then ensures that this data is
entered into the risk management tool.

The project manager also ensures that all agreed-upon
actions are incorporated into the project plan immediately after
the meeting, so that they can be monitored alongside other
project tasks as part of the normal project management effort.

The following tasks are required when performing
Response Planning during the First Risk Assessment for a

small project:

» Responses are developed in the project team meeting.

 Risk owners for each risk select an appropriate strategy, determine actions
with agreed-upon action owners, and enter data into risk management tool
after project team meeting.

* Project manager includes agreed-upon actions in the project plan.

REPORTING

The reporting requirement for a small project is considerably
reduced from that of a medium project (as detailed in Chapter
8). The nature, content, frequency, and distribution of risk
reports is defined in the Risk Management Plan, and the
project manager is responsible for producing these. For the
small project, the main reporting output is the Risk Register,
usually generated directly from the risk management tool. A
simplified Risk Register format might be appropriate; see
Figure 13-9. It is also common to produce a short risk report
highlighting the current risk status of the project. A typical
contents list for such a report is presented in Figure 13-10. An
acceptable alternative to a stand-alone risk report is to include
a risk section in the regular project progress report, which

should include the same content.
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EXECUTIVE SUMMARY

SCOPE AND OBJECTIVES OF REPORT

OVERALL RISK STATUS

TOP RISKS, ACTIONS, AND OWNERS

CONCLUSIONS AND RECOMMENDATIONS

APPENDIX
COMPLETE RISK REGISTER IN PRIORITY ORDER

Figure 13-10: Sample Contents List for a Small-Project Risk Report

Completion of the Reporting step at the end of the First
Risk Assessment for a small project involves these tasks:

* Project manager compiles data from the earlier steps in the risk process.
* Project manager produces a Risk Register and draft risk report (or risk
section in regular project progress report) for approval by project sponsor.

* Project manager issues and distributes the Risk Register and report.

IMPLEMENTATION
The Response Planning step of the ATOM process results in

nomination of a risk owner for each identified risk, who
selects an appropriate strategy and develops suitable actions,
each of which has an action owner. The final step in the First
Risk Assessment is to implement agreed-upon actions, which
is as important for small projects as it is for medium projects.
Consequently, there is no difference in how the
Implementation step is performed for small projects compared
with medium projects (see Chapter 9).

During this step, action owners perform agreed-upon
actions and report on their progress to the risk owner. This

progress is then entered into the project plan as part of the



normal project monitoring process, so that the plan includes
the current status of all actions.

It is also important during the Implementation step for all
project team members to remain alert to the possibility of new
risks. Whenever a new risk is identified, the project manager
should be notified immediately. The project manager then
enters it, noting the status as draft, into the risk management
tool for review during the risk section of the next project team
meeting.

Though it appears simple, the Implementation step is in
some ways the most important of all in the ATOM risk
process, because failure to implement agreed-upon actions
means that risks remain unmanaged, some threats will turn
into problems that should have been avoided or minimized,
and some opportunities that could have been captured will be
missed. It is therefore crucial to pay proper attention to this
step, even for the small project.

The Implementation step for the small project involves the
following tasks:

» Action owners perform agreed-upon actions and report to risk owners.
» Risk owners update the project plan with the status of all actions.

+ All project team members raise new risks as they become visible.

* Project manager enters newly raised risks, with draft status, into the risk
management tool.

REVIEW

As with any project, risk exposure changes throughout the life
of a small project. It is therefore important to keep the
assessment of risk current, which requires undertaking risk-
related actions in addition to the First Risk Assessment. The
ATOM risk process includes reviews to keep the assessment of
risk up to date; the medium project uses a series of Major and
Minor Reviews (see Chapters 10 and 11). The Major Review
essentially repeats all the steps of the First Risk Assessment,
using a dedicated workshop, whereas the Minor Review is
performed at a lower level of detail.

The small project is unlikely to require the full rigor of a
Major Review, so the ATOM risk process includes only Minor
Reviews for small projects. These are incorporated into regular



project team meetings and do not require a separate risk
review meeting.

During the risk portion of the project team meeting, all
active red risks are reviewed in priority order, dealing first
with threats, then opportunities, in a discussion led by the
project manager. For each risk, the risk owner reports on
progress with agreed-upon actions and allocates a status value
to the risk (active, expired, occurred, closed, or deleted). If a
risk remains active, the risk owner assesses its current
probability and impacts, and, in discussion with the project
team, determines whether new actions and action owners are
required.

After all red risks have been discussed, the project manager
leads a review of draft risks raised since the last meeting.
These are either discarded, in which case they are marked in
the risk management tool with a status of rejected, or they are
accepted, in which case their status is set to active. For new
active risks, the team agrees on probability and impacts, and
chooses a risk owner who selects a response strategy and
agrees on actions with action owners.

If time remains in this section of the project team meeting,
the project manager might discuss amber risks, but this is
optional. The team should also be allowed to discuss other
active risks by exception; report changes in status; or suggest
changes in response strategy, action, or action owners.

All changes in risk data agreed upon during the meeting
must be recorded and entered into the risk management tool.
An updated Risk Register is produced after the meeting and
made available to project team members and other key
stakeholders; however, a risk report is not usually required.

The Review step of the ATOM process for a small project
involves the following tasks:

 Active risks and newly raised draft risks are reviewed in the project team
meeting.

« All red risks, and others by exception, are reviewed.

* Draft risks are reviewed and are either rejected or accepted.

* Project manager enters updated risk data into the risk management tool.

 Project manager reissues the Risk Register.



Following a review, if the project manager wishes to
communicate the latest project risk status to stakeholders, a
risk section is incorporated into the regular project status
report; the current Risk Register can also be distributed.

POST-PROJECT REVIEW

Even small projects can generate valuable lessons for future
projects, so a post-project review should form part of the
normal project life cycle, though this is often not the case. For
medium projects, ATOM recommends including a risk element
in the post-project review meeting, if one is held, or holding a
separate risk-related meeting (as described in Chapter 12). The
same process is also recommended for small projects, with the
following tasks:

* Project manager prepares risk data for the meeting, including the final issue
of the Risk Register.
* Post-project review meeting (or a separate risk meeting) is held.

* “Lessons to be learned” are captured, including generic risks, effective
responses, and process improvements.

CONCLUSION

The ATOM risk process is designed to apply to all projects,
including those with characteristics that suggest they are less
risky. Even on these small projects, however, it is important to
identify threats and opportunities, and to ensure that they are
managed proactively and effectively.

There is no excuse for managers or teams of small projects
to say that they have insufficient time or inadequate resources
for risk management, because the simplified process described
here maximizes the results while minimizing the overhead.
Existing project team meetings are used instead of special risk
workshops or risk interviews, and the reporting requirement is
kept to a minimum. The reduced ATOM risk process for small
projects described in this chapter and summarized in Figure
13-11 provides all the benefits of the more detailed process
required for the medium project, but in a way that is affordable
and appropriate.



Initiation;
+ Confirm project objectives and risk assessment framework
+ Draft and issue Risk Management Plan

|dentification:
v Clarfy project assumptions and constraints
* |dentify risks In project team megfing

Assessment;

+ Assess probabilty and impacts of identified risks during project team meeting
+ Nominate a Risk Owner for each risk

+ Produce a priorfized list of threats and opportunities

Response Development:

+ Develop appropriate responses and actions during project team meefing
+ Record all risk data into risk tool after project team megfing

+ Include agreed-upon actions In the project plan
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Implementation;
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ATOM for Large Projects

A key feature of the ATOM approach is scalability. ATOM is
designed to be applicable to any project in any industry,
offering a generic process that is suitable for all. However,
some projects are undeniably more risky than others.
Attempting to send a manned mission to Mars is on a different
scale from moving an office from the first floor to the second,
though both are projects, and both need some sort of risk
management process.

The ATOM project sizing tool, discussed in Chapter 3 (with
an example in Figure 3-4), allows an organization to classify
its projects by size into three groups: small, medium, and
large. Of course, size is relative—a project with a $1M budget
may be considered enormous for one organization but tiny for
another—and has many dimensions (e.g., complexity, value,
duration, strategic importance), so the project sizing tool must
reflect what is important to the organization. Once projects are
categorized, the risk process can be tailored accordingly. The
ATOM process for a typical medium-sized project is described
in Part II (Chapters 4 through 12); Chapter 13 discusses how
to modify it for a small project. This chapter covers how to
apply ATOM to a large project, which might be expected to be
riskier and therefore to require a more rigorous approach to
risk management.

The process described here assumes that a large project will
be treated as a whole, and not divided into subprojects.
Sometimes, however, very large projects can be broken down

into smaller components. In these cases, it may be beneficial to



apply the ATOM process at multiple levels across the large
project. A hierarchy of risk assessments could be performed,
with a whole-project risk assessment at the highest level and
lower-level assessments of subprojects. Multiple Risk
Registers might be produced, describing risks at different
levels within the large project. (This approach is also suitable
for managing risk on a program or portfolio, but managing risk
at this level is outside the scope of ATOM, which is designed
for projects. The use of ATOM in a program context is
discussed in Chapter 16.)

The remainder of this chapter describes ATOM as it should
be applied to a single unitary large project.

BIGGER IS BETTER

Many characteristics might result in categorizing a project as
large. Using the example project sizing tool in Figure 3-4, a
large project would have several of the following features:

Strategic importance: the project is critical to business success

Commercial/contractual complexity: groundbreaking commercial
practices with unresolved issues

External constraints and dependencies: overall project success depends
on uncontrollable external factors

Requirement stability: requirements are not finalized and are subject to
negotiation

.

Technical complexity: groundbreaking product/project with high
innovation

.

Market sector regulatory characteristics: highly regulated or novel sector

Project value: large project value compared with other projects in the
organization

Project duration: long duration compared with other projects in the
organization

Project resources: international project team or joint venture

Post-project liabilities: punitive exposure.

Clearly, a large project poses a significant risk challenge to
any organization, and the standard ATOM risk process might
not prove adequate. The process modifications described here
are designed to provide a robust risk process while retaining a
simple framework that does not present an unacceptable
overhead burden to the project team.

The generic ATOM risk process applied to both small and

medium projects is also applicable to large projects (see Figure



14-1), but for a large project each step is reinforced to ensure
the necessary rigor. As for all projects, the ATOM process for
large projects is iterative, starting with the Initiation step,
followed by the First Risk Assessment, with regular reviews
throughout the project life cycle, and ending with the Post-
Project Review, as illustrated in Figure 14-2.

The rest of this chapter works through the ATOM risk
process steps and presents changes to the standard approach
previously described for medium projects. (For further details
of the standard approach, refer to the appropriate chapters in
Part I1.)

INITIATION

This important set-up step ensures that the risk process is
properly targeted to meet the specific needs of the project.
During this step, key decisions are made about the risk
process, including:

 Scope and objectives of the risk management process
* The degree to which ATOM should be applied

* Tools and techniques to be used
* Roles and responsibilities for risk management
» Reporting and review requirements

« Definitions of probability and impact scales for qualitative assessment.
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Figure 14-1: Steps in the ATOM Process

For a large project, these decisions must reflect the increased
attention and effort required for risk management. Decisions
must be recorded in the Risk Management Plan, which might
be a more substantial document than is required for a medium
project, though the content headings are the same. Figure 14-3
provides a sample contents list for a Risk Management Plan
suitable for use on a large project.

Initiation for a large project is still done in a dedicated
Initiation meeting, attended by key stakeholders and facilitated
by the risk champion. In some cases, a skilled external
facilitator might be used to support the risk champion. The
Initiation meeting for medium projects, described in Chapter 4,
does not require significant modification for large projects.
The meeting agenda is the same (see Figure 4-5), and the
attendees and duration are also similar.

One key decision for a large project is whether it justifies
use of quantitative risk analysis (QRA) techniques such as



Monte Carlo. These techniques reveal the predicted effect of
identified risks on overall project outcome and can be applied
to both cost and schedule risk. The Initiation meeting also
determines the scope of required QRA, and whether it should
be applied to cost, schedule, or both. ATOM recommends
using these techniques on most large projects, but they are not
required for all. Chapter 15 describes how to use Monte Carlo
analysis techniques and includes criteria for deciding when

they are applicable.
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Figure 14-2: The ATOM Process for Large Projects



INTRODUCTION

PROJECT DESCRIPTIONAND OBJECTIVES

AIMS, SCOPE, AND OBJECTIVES OF RISK PROCESS
APPLICATION OF THE ATOM PROCESS

RISK TOOLS AND TECHNIQUES

ORGANIZATION; ROLES, AND RESPONSIBILITIES FOR
RISK MANAGENENT

RISK REVIEWS AND REPORTING

APPENDICES
PROJECT-SPECIFIC DEFINITIONS OF PROBABILITY AND IMPACTS

PROJECT-SPECIFIC SOURCES OF RISK (RISK BREAKDOWN
STRUCTURE)

Figure 14-3: Sample Contents List of a Risk Management Plan for a Large Project

During the Initiation meeting, key stakeholders should
consider the potential benefits of using Monte Carlo
techniques on the project and should compare them with the
associated costs in terms of specialized tools, the need for
expert analytical skills, and the time and effort required for the
analysis (especially for data generation). The ATOM process
assumes that QRA techniques are appropriate for most large
projects, so the emphasis of the discussion should be to
question whether their use might not be justified for this

particular project.



ATOM for large projects also differs from medium projects
in the requirement for a more rigorous review cycle, which is
considered and decided on during the Initiation meeting.
Whereas an alternating series of Major and Minor Reviews is
done for the typical medium project, on large projects doing
the Major Review more frequently may be appropriate.
Indeed, in some cases it may be decided that all risk reviews
will be Major, perhaps to respond to high risk exposure, or
where the pace of change on the project is fast.

Project-specific scales for probability and impact are also
determined and agreed upon during the Initiation meeting.
Five-point scales (VLO, LO, MED, HI, VHI) are usually
considered adequate for large projects, using the same
framework as recommended for medium projects (see Figure
4-8), though in some cases considering additional scale points.
However, the trade-off between additional granularity and
increased complexity should be considered carefully; five-by-
five scales are recommended even for large projects.

Finally, consider the choice and use of a software tool to
support the risk process. For medium projects, ATOM leaves
open the option of using either a proprietary risk management
tool or bespoke methods for recording and reporting risk data.
A large project will likely generate sufficient data to justify
use of a proprietary risk management tool; this tool should be
fully integrated with the project management tool kit and the
wider business infrastructure. The ATOM process for large
projects does not depend on any particular software package,
but the sheer volume of risk data handled in a large project
will likely justify the investment in professional risk software
that will enable the analysis and reporting process.

To complete the Initiation step for a large project, the

following activities are required:

Determine key stakeholders who will provide input to
this step
Hold an Initiation meeting with key stakeholders in

order to:
« Confirm project size

+ Clarify project objectives



* Set the scope and objectives for the risk process

+ Confirm the tools and techniques to be used, and decide whether to use
QRA

« Allocate roles and responsibilities for risk management tasks

» Agree on reporting and review requirements

* Define scales for probability and impacts

« Identify potential sources of risk to the project

Document the decisions from the Initiation meeting in
the Risk Management Plan, and distribute it to key
stakeholders.

IDENTIFICATION

Many believe that risk identification is the most important step
in the risk process because unidentified risks remain
unmanaged, exposing the project to unnecessary threats and
leading to the loss of potential opportunities. For a large
project this is particularly true, because the higher level of
inherent risk presents a greater level of uncertainty. Indeed,
while an organization might be able to cope with the failure of
a small or medium-sized project, problems with a large project
might spell disaster. For this reason, particular care must be
given to the risk identification step in the ATOM process for
large projects.

Identification for medium projects (see Chapter 5) forms
the initial part of the First Risk Assessment. It is a structured
approach, involving key stakeholders, with the aim of
exposing all knowable risks. ATOM recommends three basic
techniques to identify risks on medium projects, namely
brainstorming, assumptions and constraints analysis, and a risk
identification checklist. Each of these techniques is also useful
during the Identification part of the First Risk Assessment for
a large project and can be expected to reveal a significant
number of risks. However, the increased complexity and
importance of a large project justifies the use of additional risk
identification techniques as part of this step. In particular, the

following three methods are recommended for inclusion:

* SWOT analysis
 Structured interviews

* Review of past projects.



The forum for risk identification on large projects is the
same as for medium projects, namely a risk workshop attended
by key stakeholders and facilitated by the risk champion. The
typical risk workshop is expected to last for two days and
covers both Identification and Assessment steps, although
more time may be required for some large projects. The
content of the risk workshop is the same as that described in
Chapter 5 for a medium project. The risk champion might
either replace the standard brainstorm session with a SWOT
analysis or include it in the workshop as an extra element. The
workshop is preceded by the same set of pre-workshop
preparatory activities, including circulating a workshop agenda
(see Figure 14-4 for an example) and other supporting
material. In addition to the risk workshop, large-project risks
are identified using a series of structured interviews, as well as
a structured review of past projects.

The three additional risk identification techniques

recommended for large projects are summarized below.

SWOT ANALYSIS
The four elements of a SWOT analysis when used for risk

identification are:

+ Strength: a characteristic, resource, or capacity the organization can use
effectively to achieve its objectives

* Weakness: a limitation, fault, or defect in the organization that might keep
it from achieving its objectives

» Opportunity: an uncertain beneficial event or condition that, if it occurs,
results in favorable outcomes on the project

¢ Threat: an uncertain adverse event or condition that, if it occurs, results in
unfavorable outcomes on the project.

SWOT analysis for project risk identification within ATOM
has a different focus from use of this technique for strategic
decision making. The first element of this version of SWOT
analysis is a facilitated brainstorming process that identifies
organizational strengths and weaknesses as they relate to the
project; these are usually limited to about 10. The second
element is identifying opportunities and threats that might
affect achievement of the objectives, using the identified
strengths and weaknesses as a starting point, as illustrated in
Figure 14-5. Risk metalanguage offers a mechanism for



deriving opportunities from organizational strengths, and for
finding threats that arise from weaknesses, using structured
risk statements such as:

* As aresult of <strength>, <opportunity> may occur, which would lead to
<benefit>.

+ As aresult of <weakness>, <threat> may occur, which would lead to
<problem>.



DAY 1

Morning
1. Infroductions
2. Confirm project objectives
3. Confirm scope of risk process for this workshop
4. Workshop ground rules
5. Risk management briefing (i required)
6. Expectations and results
1. Idenify isks
Brainstorm risks using the Risk Breakdown Structure

Afternoon
Analysis of Assumptions and Constraints to generate further risks
A Standard Risk Checklistto identiy any furtherffinal isks
6. Rafionalize risks
9. Describe risks using risk metalanquage
10 Record idantified risks (during workshop or after meefing)

DAY2

Morning

{1, Explanation of assessment scheme {recap
12, Assessment of probabilty and impacts

13, Risk categorzation

Afternoon

{4, Nomination of Risk Owners

15, If time, develop inital responses to prioriy risks
16. Close the workshop




Figure 14-4: Sample Agenda for a First Risk Assessment/Two-Day Risk Workshop
for Large Projects

Several opportunities often arise from a single strength, and
several threats might come from one weakness, so the risk
champion ensures that all options are considered during the
workshop.

STRENGTHS | WEAKNESSES
Step 1 Identify & list

organizational strengths  |;====-S1 ......... ' ; [—
and_ weakn_esses using | gy W
brainstorming !

I etc.

Step 2: Derive L
opportunities from e

strengths and threats i 012 "3 T2
from weaknesses using | !
metalanguage =020 elc

Figure 14-5: Identifying Opportunities and Threats Using SWOT Analysis

INTERVIEWS
Short, focused risk identification interviews are conducted by
the risk champion immediately after the risk workshop with
either individuals or small groups of stakeholders.
* When interviewing individuals, it is important to decide who to include.
Conducting too many interviews can lead to repetition and waste time, so

the aim is to interview only as many key stakeholders as are required to
cover all the major areas of the project.

If risk interviews are conducted with groups instead of individuals, the
interviewer must take additional care to manage the group dynamics,
ensuring that each participant is heard and that no individual dominates.
Group interviews should be kept small, say three to five people, with all
participants from the same area of expertise. It is also best if they share the
same level of seniority, to encourage openness and mitigate reluctance to
speak honestly in front of superiors.



Structure is a valuable aid to the risk interview; ATOM uses
a framework based on a work breakdown structure (WBS) or
risk breakdown structure (RBS). Other factors required for a
successful risk identification interview include:

 Preparation. To make the best use of the time available for the interview,
both interviewer and interviewees need to have reviewed and be familiar
with the project objectives and current status, and should have spent some
time prior to the interview considering possible risks.

Trust. The interview should be kept confidential so interviewees can
express their concerns honestly and without fear of reprisal or blame.
Asking open-ended questions, avoiding a judgmental or critical attitude,
demonstrating respect, and acknowledging confidentiality can encourage
this trust.

Interview skills. These include active listening and selective questioning.
Active listening means paying attention, encouraging openness, and
demonstrating empathy. Selective questioning means using different
question types appropriately, including open, probing, hypothetical,
reflective, and closed questions.

.

Recording and follow-up. Many items discussed in the interview might not
be well-described risks, so the risk champion must take good notes during
the interview and use them later to filter out non-risks, merge duplications,
and record properly described risks. Additional clarification from the
interviewee might be required after the interview to ensure that the final
output fairly reflects the interviewee’s views.

REVIEW OF PAST PROJECTS

Although each project is unique, many areas of commonality
exist between completed and new projects. As a result, the
post-project review offers a structured mechanism for
capturing lessons to be learned from previous projects and
applied to new ones.

The post-project review addresses all aspects of completed
projects, including the management of risk. The risk element
of the post-project review should be structured using the RBS
as a framework to ensure that all sources of risk are considered
and to provide a comparative structure for transferring lessons
between projects. The results from the post-project review are
usually captured in a post-project review report and can be
used to update risk identification tools such as checklists, to
incorporate proactive risk response strategies into future
projects, and to improve the effectiveness of the risk analysis
and management process.

The risk champion, in discussion with the project manager,

usually undertakes the post-project review analysis as a



mechanism for risk identification, though it can also be
conducted in a group that includes the risk champion, project
manager, and other key stakeholders. The following steps are
required:
1. Identify relevant comparable projects that have been completed and have
similar characteristics to the current project.

2. Review the post-project review reports for these projects, noting generic risks
and effective responses.

3. Consider the extent to which the risks and responses might apply to the
current project.

It is vital for the success of the ATOM risk process that all
knowable risks are identified and recorded. For large projects,
this requires performing the following activities as part of the
First Risk Assessment:

» Determine workshop attendees; prepare a workshop agenda and workshop
pre-brief.

« Facilitate a risk workshop to identify all knowable risks, which are then
properly described using risk metalanguage.

* Consolidate risks to remove duplicates and non-risks.

» Conduct post-workshop risk identification interviews and post-project
review analysis.

» Record all identified risks in the risk management tool.

ASSESSMENT

For large projects, the major change in the Assessment step is
inclusion of QRA techniques, usually Monte Carlo analysis.
This is described in detail in Chapter 15, which outlines how
to build a risk model, perform the analysis, and interpret
outputs. One key element in producing a realistic risk model is
to use data from the qualitative Assessment step as a basis for
determining risk model parameters. It is also valuable to use
Monte Carlo analysis both before and after developing suitable
responses to identified risks in order to evaluate the effect of
planned responses on the risk exposure of the project.

Since qualitative assessment is a prerequisite for QRA, on
large projects the qualitative part of the Assessment step must
be performed first, as part of the First Risk Assessment.

The activities in the Assessment step for a large project

mirror those used for medium projects (as described in



Chapter 6) and are conducted during the latter part of a risk
workshop.

Each identified risk is assessed against the agreed-upon
scales for probability and impacts to allow risks to be
prioritized, using both the red/amber/green zones of the double
P-I Matrix (as in Figure 6-4), and using P-I scores (see Figures
6-5 and 6-6). Risks are also categorized using the project’s
WBS and RBS to identify “hot spots” arising from common
risk sources and areas of the project particularly exposed to
risk. For the large project, RBS and WBS categorizations can
be merged into a two-dimensional matrix (see Figure 14-6) to
show particular combinations of source and area affected,
allowing risk response development to be more closely
targeted.

In addition to these main risk characteristics (probability,
impacts, WBS category, RBS category), assessment of risks
for a large project considers a number of other factors for each
risk:

« Strategic impact. Some risks may have potential impacts outside the
project, perhaps affecting other projects, a higher-level program, business-

as-usual activities, or even the wider organization. These non-project
impacts are also considered; an example scale is presented in Figure 14-7.

Manageability. Some risks are easier to address than others, and this should
be taken into account when prioritizing risks. For example, a high-
probability/high-impact threat that can be easily managed might be
prioritized below one with a medium probability/medium impact but that
cannot be influenced. A scale such as the one in Figure 14-8 can be used for
this assessment, with results ranging from unmanageable to controllable by
normal activities.

Impact window. Assessing when a risk impact might occur can affect its
overall prioritization, since risks that could happen soon should receive
higher priority than those further off. (This is sometimes referred to as
proximity.)

Action window. The period of time when effective action can be taken is
another important factor when assessing a risk. (This is sometimes called
urgency.) If addressing a risk is only possible in the next few days, that risk
receives higher priority than one for which the need to act is less immediate.
Impact and action windows are often presented using an overlay chart
(Figure 14-9), indicating risks with high proximity and urgency. This chart
also shows potential problem areas where the action window is later than
the impact window—i.e., the risk is expected to occur before the project has
a chance to take action. In this case, new action strategies should be sought
or contingency plans developed.
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Scale | +/- Impact on non-project objectives (*)
VH Critical

HI Major

MED | Significant

LO Minor

VLO Insignificant
NIL None

(*) For example, strategic goals, program

benefits, or company reputation.

Figure 14-7: Example Scale for Non-Project Impacts

Scale | Manageability

VLO Unmanageable

LO Requires innovation or research

MED Requires significant effort to address

HI Suitable responses are available if needed

VHI Can be controlled by normal activities

Figure 14-8: Example Scale for Manageability

Chapter 6 lists a standard set of assessment outputs usually
produced following the risk workshop for a medium project, as
follows:

« Initial Risk Register
* Prioritized risk list



« List of top threats and top opportunities

+ Categorization of risks by RBS element

« Categorization of risks by WBS element
» Double P-I Matrix.

These are also produced for the large project, with the addition

of some other assessment outputs:
* RBS x WBS cross-categorization analysis
« Prioritization by other factors (strategic impact, manageability, impact and
action windows)

¢ Risk metrics.

A number of risk metrics can be established at this stage of
the First Risk Assessment to form a baseline for later trend

analysis. These include:

» Number of active risks (separated into threats and opportunities)
* Number of expired/occurred/closed/deleted risks (initially this will be zero)

« Total P-I score for active threats and opportunities

 Average P-I score for active threats and opportunities.



The overlay chart below ilustrates a different picture for each of the six risks shown. The action window
for Risk 1 starts now, and the action mustbe in place within three weeks or it s too late to take action.
Risk 2 has a longer action window, and action cannot startfor two weeks. Risk 3 acion must take place
in three weeks me, and there is no room for maneuver. The action window for Risk 4 overlaps the
impact window, 5o although the action could take longer to implement, this might be a foolish thing to do.
The planned action for Risk 5 can only fake place three weeks after the impact window for the risk opens.
In this case, new action sirategies should be sought or contingency plans developed. Risk 6 has a
long action window, and therefore, there should be no reason why the action cannot be successfully
implemented.
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Figure 14-9: Impact and Action Windows Overlay Chart

After completing the qualitative assessment of all identified
risks, a QRA is performed using the assessment data,
following the guidance outlined in Chapter 15. This analysis
demonstrates the predicted effect of identified risks on the
overall project outcome (either cost or schedule or both) and
informs the Response Planning step.

The Assessment step conducted as part of the First Risk
Assessment for a large project requires the following
activities:



Assess probability and impacts for each risk, plot the risk on the P-I Matrix,
and calculate P-I scores.

Categorize risks using the RBS (causes) and WBS (effects) to determine hot
spots.

Assess other key characteristics of identified risks, including strategic
impact, manageability, proximity, and urgency.

Nominate risk owners.

Generate baseline risk metrics.

Develop a Monte Carlo risk model based on qualitative risk data, and
perform an initial analysis to demonstrate the predicted effect of risk on
overall project outcome.

Record all additional risk data in the risk management tool.

.

Prepare a set of outputs that will inform the continued risk management
process as well as the overall project management process.

RESPONSE PLANNING

During the First Risk Assessment for a medium project,
Response Planning occurs during a series of interviews with
risk owners (as described in Chapter 7). This step is essentially
identical for large projects, using the expertise and experience
of risk owners to determine appropriate response strategies and
effective actions, as well as nominating action owners to
implement agreed-upon actions. Scenario planning may be
used to develop response strategies or fallback plans and to
determine what type of response is appropriate. Because
Response Planning is so important for a large, risky project, it
deserves the same level of detailed planning as the production
of the project plan itself. In ATOM for large projects, two
additional steps are recommended: the use of bowtie analysis,
and an update of the QRA risk model.

BOWTIE ANALYSIS

This technique can be used as part of an interview or as a
stand-alone addition, in order to improve the understanding of
key or important risks (as determined by the earlier risk
assessment), and specifically where a risk event has multiple
causes and multiple effects. This enhanced understanding can
help in the consideration of alternative response strategies. A
bowtie diagram is drawn with causes of the risk event on the
left-hand side, the risk event in the middle (the knot of the
bowtie), and the effects, should the risk occur, on the right-
hand side. Potential risk responses are entered into the diagram

on either side of the risk event.



» Where the risk being analyzed is a threat, preventive responses are placed
between the causes and the risk event, aiming to either reduce the
probability of the risk event occurring or avoid it completely. To the right of
the risk event are recovery responses that would reduce the effect if the
threat occurred. This is illustrated in Figure 14-10.

Figure 14-11 shows a bowtie diagram for an opportunity. Here we can
record enabling responses that either enhance the probability of the
opportunity occurring or make it certain. On the right-hand side are
maximizing responses that, should the opportunity occur, will increase the
positive effect.

When using bowtie analysis, the key risks to be reviewed
should be agreed upon by the project manager, risk manager,
and risk owners. The bowtie should then be drawn on either a
large piece of paper or on a white board, with the risk event in
the middle. Any already identified causes or effects should be
written on the relevant columns. Any other causes or effects
that are subsequently identified can be added later. Sticky
notes should then be used to document responses that either
prevent/enable the risk event or recover/maximize the effect.
The sticky notes are then placed in line with the relevant cause
or effect and the risk event. This visualization will show where
responses are missing and need to be developed, or where
multiple responses are available. A critical review of the
situation should then take place and selected responses
developed further into action plans with appropriate action
owners.
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Figure 14-11: The Bowtie Diagram for Opportunities

UPDATING QRA

The Response Planning step for large projects also requires an
update of the Monte Carlo analysis to take account of planned
responses, as described in Chapter 15. The data in the risk



model is adjusted through a series of data-gathering interviews
with risk owners, indicating where values for individual model
activities and other parameters have changed as a result of the
actions that are to be implemented. Repeating the analysis with
this revised data predicts the expected effectiveness of planned
responses in improving the overall risk exposure of the project.

One key output here is the “onion ring diagram” (Figure
14-12), which overlays the S-curve for the “all risks/no
responses” position with an S-curve showing the effect of all
planned responses. It is also possible to build up a series of
intermediate S-curves to show the cumulative effect of
different responses, indicating which have the greatest
influence on overall project outcome. This analysis can
suggest whether currently planned responses are adequate to
meet the risk challenge or whether additional response
planning is required. Holding additional interviews with risk
owners to develop new responses might be necessary if the
Monte Carlo analysis shows insufficient expected

improvement.



--—-—--.-100

A B
Effect of T /‘
all planned ,’ ‘ - 90
responses 2} / 80

-.l , '

A /““Allrisks, no responses
S 4 5
il

17~ Effect of response 1 &
i o
!

=10

IEffect of responses 1and 2 40

||
on
—
(26) Ammgeqoad asanenuing

|‘l“,
i
{l / =30
]
/ =20
=10
| | 0

Project outturn

Figure 14-12: Overlapping S-Curves (Onion Ring)

To complete Response Planning for a large project, the
following activities should be undertaken:

» Conduct interviews with risk owners to determine appropriate response
strategies and actions with nominated action owners using bowtie diagrams
for key risks.

* Confirm and refine proposed actions with action owners.

+ Update the Risk Register with response strategies and agreed-upon actions.
+ Update QRA to reflect post-response expectations.
+ Conduct additional response development interviews if required.

* Modify the project schedule and budget to include agreed-upon actions.

EXECUTIVE SUMMARY

SCOPE AND OBJECTIVES OF REPORT

PROJECT STATUS SUMMARY




OVERALL RISK STATUS
TOP RISKS, ACTIONS, AND OWNERS

DETAILED QUALITATIVE RISKASSESSMENT
High/Medium/Low Risks
Causal Analysis (Mapped to RBS)
Effects Analysis (Mapped to WBS)

QUANTITATIVE RISK ANALYSIS RESULTS
Overall project risk
Expected values
Main risk drivers & key risks

CONCLUSIONS AND RECOMMENDATIONS

APPENDICES
COMPLETE RISK REGISTER
PRIORITIZED RISK LIST
INPUT DATA FOR RISK MODEL
DETAILED QUANTITATIVE ANALYSIS

OUTPUTS
[OTHER RESULTS AS REQUIRED]

Figure 14-13: Sample Contents List for a Full Risk Report

REPORTING

Risk reporting is an essential element of the ATOM process
because it communicates results to stakeholders in a way that



enables effective decision making and management action. As

might be expected, the reporting requirement for a large

project is more detailed than for a medium project (see

Chapter 8), though the main output is still the full risk report.

However, the content of this report includes other elements

arising from the additional data generated during the enhanced

ATOM risk process; Figure 14-13 gives a sample contents list.

For a large project, the full risk report produced at the end

of the First Risk Assessment includes the sections listed

below:

.

.

Executive summary. This summarizes key findings, conclusions, and
recommendations at a level suitable for senior management and key project
stakeholders.

Scope and objectives of report. The purpose of the report is described,
highlighting its place in the risk process.

Project status summary. This summarizes project status to set the context
for the report.

Overall risk status. A summary is presented of the current level of risk
exposure, highlighting main areas of risk, plus any significant individual
risks, together with planned responses. Any concentrations of risk exposed
during the categorization analysis are detailed, including common causes
and areas of the project particularly affected.

Top risks, actions, and owners. This lists top threats and opportunities in
priority order and discusses each in turn, detailing causes and effects,
planned actions with owners, and expected changes. Significant patterns
within the top risk lists are discussed.

Detailed qualitative risk assessment. This is the main analysis section of
the report, where the risk exposure is considered in detail. The number of
risks in each red/amber/green category is presented, as well as
categorization by RBS and WBS, plus the RBS x WBS cross-analysis.
Expected response effectiveness is discussed, based on the pre-response and
post-response P-I Matrices.

Other analytical outputs also can be considered, and the reporting
requirement will be defined in the Risk Management Plan. For example, a
“risk waterfall” chart might be prepared that would indicate the predicted
and actual changes in risk exposure over time. This can be done using P-I
scores from the qualitative assessment step to show the expected
effectiveness of planned responses. It can also be done using cost impacts to
indicate when contingency might be released to profit. See Figure 14-14 for
an example risk waterfall chart.

Quantitative risk analysis results. Findings from the Monte Carlo analysis
are presented here, concentrating on the overall results rather than details of
the risk model or particular outputs (these details are presented in
appendices). The degree of uncertainty in project outcome is presented, and
expected values from the calculation are given and discussed. The main risk
drivers are identified, together with key risks, and the predicted
effectiveness of planned responses is also covered. A risk waterfall chart
might also be included, as described above, based on Monte Carlo



P-l Score

0.005

simulations, perhaps taking the 50 percent or 80 percent point from a series
of S-curves with or without risk responses.

Conclusions and recommendations. Key findings are presented at a
summary level, and conclusions are drawn based on the data within the
main body of the report. Based on these conclusions, a series of focused and
specific recommendations are presented that respond to the level of risk
currently faced by the project.

Appendices. Supporting information is presented in appendices. One of
these should contain the complete Risk Register with full details of every
identified risk. It is also common to include a complete list of all risks in
priority order. Input data for the risk model may be included; detailed QRA
outputs can also be presented in an appendix. The content of other
appendices is optional, depending on the information needs of the

recipients.
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Figure 14-14: Example Risk Waterfall Chart

Reporting at the conclusion of the First Risk Assessment

for a large project involves the following activities:

Assemble all sources of information on current risk exposure, including the
Risk Register and QRA outputs.
Perform any additional analysis required to understand the information.

Draft a full risk report presenting this information in a structured way.

Review the draft report for completeness and correctness, and modify as
required.

Issue the risk report to project sponsor, project manager, project team
members, risk owners, and other key stakeholders.



« Prepare and distribute extracts, subsets, and additional reports as required.

IMPLEMENTATION
Not everyone agrees that risk identification is the most
important step in the risk process. Some would say that this is
Implementation, since the best risk responses are useless if
they are not put into practice. For this reason, ATOM places
considerable emphasis on the Implementation step, whether
the project is small, medium, or large. In fact, Implementation
activities for large projects are exactly the same as those
already described for medium projects (see Chapter 9) and for
small projects (see Chapter 13).

So, although Implementation is extremely important, there
is not much different or extra to say about it for large projects.
It requires the same level of attention and effort for all

projects, and involves the following activities:

» Complete agreed-upon actions and report progress.

Monitor each response strategy and its associated actions.

.

Ascertain the overall status of each risk.

.

Identify additional secondary risks and raise new risks.

Modify the project schedule and budget to include new actions or any
replanned actions.

Raise any issues or problems.

Update the Risk Register with the current status of each risk and progress
on agreed-upon actions.

Produce information for risk reports and review meetings.

REVIEW
As for Implementation, the Review step of the ATOM process
is essential to keeping the process alive. This is especially true
for large projects, which have characteristics that introduce
significant risk exposure. They are likely to involve substantial
innovation or technical complexity and take place over long
durations, which is a recipe for a high degree of change in the
level of risk exposure. As a result, the ATOM process needs an
effective Review step to ensure that project stakeholders have
correct and timely information to support good decision
making.

For the medium project, ATOM includes a series of Major
and Minor Reviews, as described in Chapters 10 and 11. The
expected high degree of change on a large project means that



more reliance is placed on Major Reviews, where a
comprehensive reevaluation of risk exposure is undertaken.
The review cycle for the project is determined and agreed
upon during the Initiation step and documented in the Risk
Management Plan, and large projects commonly use Major
Reviews more often during the project life cycle than do
medium projects. However, even on the largest project, it is
unlikely that there will be sufficient resources and effort
available to perform a full Major Review every time,
especially when the review cycle is monthly. Consequently,
large projects also make use of alternating Major/Minor
Reviews.

The large-project Minor Review matches that used for
medium projects exactly (see Chapter 11) and does not include
revision of the QRA model. The review requires the following

activities:

Hold a facilitated risk review meeting to review all current red risks and
newly raised risks, plus amber risks if time allows.

Identify, describe, and assess new risks; appoint risk owners; and develop
responses.

.

Update the Risk Register.

.

Revise and define risk actions and appoint action owners.

Update the project plan to take into account risk actions.

Draft and distribute a summary risk report and other information needed for
project reporting.

For the Major Review, however, Monte Carlo analysis is
repeated in addition to the activities performed for a medium
project: updating the model parameters to reflect project
progress, changes in individual risks, the effect of
implemented risk response actions, the identification of new
risks, and the predicted effects of remaining actions. As in the
First Risk Assessment, Monte Carlo analysis is performed
both before and after development of risk responses—the first
time to assist in response development, the second time to
model the post-response situation.

In addition, the large-project Major Review includes
calculation of risk metrics to compare against the baseline that
was established during the First Risk Assessment; this enables
trend analysis. The activities required for a large-project Major
Review are therefore:



Facilitate a risk workshop to review all current risks and newly raised risks.

Identify, describe, and assess new risks; appoint risk owners; and develop
responses.
Update the Risk Register.

Revise and define risk actions, and appoint action owners.

Update the QRA model to determine predicted project outcomes both pre-
response and post-response.

Update the project plan to take into account risk actions.

Update risk metrics to allow trend analysis.

.

Draft and distribute a full risk report and other information needed for
project reporting.

Consider the efficiency and effectiveness of the risk management process.

POST-PROJECT REVIEW

The ATOM risk process emphasizes learning from experience
by concluding with a Post-Project Review step at the
completion of the project. Organizations perform projects for
two main reasons: to create the specific project deliverables
that enable achievement of benefits, and to gain experience
that can be used on future similar projects. Even the smallest
project can generate useful lessons for future projects.
Therefore, the ATOM Post-Project Review is required for
small, medium, and large projects.
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/ {. Introductions

[ 2. Gonfirm original project objectives
[ 3. Confirm meefing objectives

1 4, Review final Risk Register and Risk Reports

2 5. Identify risk-related ‘lessons to be leamed
h 6. Summarize ‘lessons {0 be leamed"
i 7. Close the meefing

Figure 14-15: Typical Agenda for a Risk Lessons-Learned Meeting

Like other parts of ATOM, the Post-Project Review step is
scalable. For small projects, this activity forms part of the
wider post-project review meeting, as described in Chapter 13.
Medium projects might also perform ATOM Post-Project
Review tasks during the post-project review meeting, or they
may elect to hold a separate risk-related meeting, as described
in Chapter 12. However, for large projects the scope of lessons
that can be learned is likely to be greater, and consequently
more effort is justified for the Post-Project Review step. As a
result, Post-Project Review for large projects is always
undertaken in a separate, dedicated risk lessons-learned
meeting, held prior to the main post-project review meeting.

The risk lessons-learned meeting is chaired by the project
manager, supported by the risk champion, and attended by all
key stakeholders. A sample agenda is provided in Figure 14-
15. Discussion at this meeting is structured around the
project’s RBS to ensure consideration of all sources of risk,



and to provide a consistent framework for transferring lessons
to future projects. During the meeting, the risk champion
captures lessons to be learned and later produces a risk lessons
report to communicate lessons learned to key stakeholders and

the wider organization.

Initiation;
+ Determine ey stakeholders and hold initiation meeting
+ Draft and isse Risk Management Plan

|dentification;

* |dentiy risks through faciitated risk workshop, risk identification inferviews, and
Dost:project review analysis

+ Record allidentfied risks in rsk tool

Assessment;

+ Assess identified risks during faciitated risk workshop (probabilfy, impacts, other
key characteristics|

+ Categorize risks Using the Risk Breakdown Siructure and Work Breakdown
Structure

+ Nominate a Risk Owner for each risk

+ (enerate baseline risk metrics

+ Develop a Monte Carlo sk model and perform inifial analysis

+ Record all addiional risk data in the risk tool

+ Produce assessment and analysis outputs

Response Development:

+ Determing response strategies and Action Owners during inferviews with Risk
Qwners using bowtie diagrams for key risks

+ Confirm and refine proposed actions with Action Owners and include in project
plan

+ Update the Risk Register with response strategies and agreed-upon actions




 Update quanfitative risk analysis to reflect post-response expectations

Reporting:
+ Analyze current risk exposure and draft and issue Ful Risk Report inclucing the
complete Risk Register), plus extracts as required

Implementation;
+ Perform agreed-upon actions and report progress and identiy need for new actions
+ |dentify secondary risks, issues or problems, and new risks
+ Modify the project schedule and budget to include new or re planned actions
+ Update the Risk Register with the current status of each risk and progress
on agreec-upon actions

Review;
+ Minor Review
« Hold faciltated risk meating to review all red risks, draft risks, plus amber risks
iftime allows
¢ |dentfy and assess new risks, appoint Risk Owners, and develop responses
¢ Update the Risk Register and project plan to take into account risk actions
« Revise and define risk actions and appoint Risk Action Oiners
¢ Draft and issue Summary Risk Report




+ Major Review

< Review all current risks and draftrisks through faciitated risk workshop

« |dentiy and assess new risks, appoint Risk Owners, and develop responses

« Revise and define risk actions and appoint Risk Action Owners

« Update the Risk Register and project plan to take into account risk actions

 Update the quantiative risk analysis modelto determine predicted project
outcomes both pre-response and post-response

« Update risk melrcs to allow trend analysis

¢ Draft and issue Full Risk Repor

« Review risk process efficiency and effectiveness

Post-Project Review.

+ Prepare risk data for the meeting

+ Consider risks during Risk Lessons Leamed Meefing

+ Capture conclusions in Risk Lessons Learned Report as input to the main
ost-project review

Figure 14-16: ATOM Activities for a Large Project

The activities required to perform the Post-Project Review

step for a large project are:

* Prepare risk information for consideration at the meeting.
* Hold risk lessons-learned meeting.

» Capture conclusions in risk lessons report as input to the main post-project

review process.

CONCLUSION

The scalable nature of ATOM makes it applicable to all
projects, including those that are significantly risky. For these
large projects, it is particularly important that all risks are
managed proactively and effectively, in order to maximize the
benefits delivered to clients, the organization, and other
stakeholders, and to minimize the potential for disastrous

adverse outcomes.



The key is to provide a risk management process that is
sufficiently robust to meet the risk challenge of a major
project, but that does not impose an unacceptable bureaucratic
overhead on the project team. By building on the ATOM
process for medium projects, ATOM for large projects only
adds effort and complexity where there is a clear need to do so.
The enhanced ATOM risk process for large projects described
in this chapter (and summarized in Figure 14-16) provides the
required benefits cost-effectively.
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Simulating Possible Futures
(Quantitative Risk Analysis)

One benefit of risk management in general is that it allows
consideration of possible futures without the need for a time
machine. The ATOM process, as typically applied on medium
or small projects, does this in a purely qualitative manner,
without using statistical analysis. This approach is perfectly
adequate for such projects, but there are circumstances where
this is not enough. Some bigger projects—such as those that
are inherently risky because they are of high cost or long
duration, or are innovative or strategically important—pose a
higher level of risk challenge. These projects demand a deeper
understanding of risk and therefore more rigorous analysis.

By using well-established statistical analysis techniques and
computer software, models can be built that predict future
project outcomes that reflect the overall risk of the project.
Risk information from the Identification and Assessment steps
can be combined with the project’s schedule or budget and
analyzed with statistical techniques to predict possible futures
for the project. This approach to modeling overall project risk
is called quantitative risk analysis (QRA).

A number of proven quantitative techniques can be used to
model possible futures, such as Monte Carlo simulation,
decision trees, and influence diagrams. Each of these
techniques is appropriate in different circumstances, but in
project risk management the most commonly used technique is
Monte Carlo simulation, since it allows detailed analysis of the

combined effect of risks on project objectives. Monte Carlo



simulation is also the method of choice for QRA within the
ATOM risk process.
There are two common objections to using QRA, and

Monte Carlo simulation in particular:

1. Some think the techniques are too difficult and not worth the time and effort
required. While this might have been true in the past, the availability of easy-
to-use software tools removes much of this objection. The principles of QRA
are also not difficult to understand or apply (see below), and potential users
should consider whether or not the return is worth the investment.

2. A second objection is that the results of QRA are always pessimistic. This
belief arose largely from the traditional practice of analyzing only the effects
of negative risks (threats) on the project, where the only possible variation in
outcome is to be late or over budget. When the risk process includes both
threats and opportunities, modeling outputs are neither pessimistic nor
optimistic, but are more realistic and reflect the true risk exposure of the
project.

The benefits of using QRA over and above qualitative

assessment can be summarized as follows:

Considers the combined effect of risks (both threats and opportunities) on
project outcomes, recognizing that risks do not exist in isolation and that
they will interact in a number of ways

Predicts future performance against key objectives (usually time and cost),

indicating the range of possible outcomes from best case to worst case, and
calculating what should be expected if no further action is taken (the
statistical mean or expected value)

Gives a view of the overall project risk exposure arising from the totality of
risks that might affect the project

.

Provides a consistent baseline for sensitivity or what-if analysis to explore
the effectiveness of planned responses

.

Uses unambiguous numbers to describe uncertainty, rather than labels such
as high, medium, or low, which can be interpreted differently by different
people

Exposes key risk drivers (i.e., risks that have the greatest influence on the
overall outcome of the project), allowing management attention to focus on
the riskiest parts of the project

Answers questions when the answer is a number, including probabilities of
achieving project targets, amounts of required contingency, likely spend
rate, etc.

The ATOM process is scalable to all types of projects, and
categorizes projects into three sizes: small, medium, and large.
QRA as part of ATOM is rarely needed for small projects,
optional for medium projects, but usually required for large

projects. This chapter presents practical guidelines for using
Monte Carlo simulation for QRA on large projects, focusing



on a description of the principles and process that is

independent of any particular software tool.

INTRODUCING QUANTITATIVE RISK
ANALYSIS USING MONTE CARLO
SIMULATION

This chapter is not an in-depth explanation of quantitative risk
analysis or Monte Carlo simulation. For more details, see the
References and Further Reading section at the end of this
book. However, this chapter assumes a basic knowledge of
statistics and statistical reporting methods.

Monte Carlo—based QRA is based on the generation of
random numbers, allowing the random sampling of a range of
possibilities from predefined input data in a risk model. The
input data must reflect the degree of uncertainty in the project,
based on the risks exposed in the risk process. A single
analysis is formed from many iterations, each of which runs
through the risk model once to produce one outcome
calculated from a randomly chosen sample drawn from the
input data. An analysis can calculate thousands of outcomes
that reflect the range of what is possible, based on the
uncertainties reflected in the input data, and these will include
the best and worst possible outcomes and all values in
between. The results from a Monte Carlo simulation are
typically presented in two forms:

1. A histogram that shows the range of possible outcomes and the number of
times a particular outcome was achieved

2. An S-curve, which plots the range of possible outcomes against the
cumulative probability of achieving a given value.

Figure 15-1 shows a histogram from a QRA, with the number
of occurrences for each outturn value plotted against the left-
hand y-axis. This is overlaid with the cumulative S-curve from
the same data, plotted against the right-hand y-axis.

To apply QRA to a project effectively, a number of key
steps must be applied. These are summarized below, and then
explained in more detail later in this
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Figure 15-1: Example Monte Carlo Histogram and S-Curve

Define the purpose of the analysis. The overall project
objectives have already been determined during the Initiation
step of the generic ATOM process and documented in the Risk
Management Plan. Using this information, the particular
emphasis and purpose of the QRA can be determined. The
scope of the analysis might only cover schedule risk or cost
risk, or an integrated view may be needed. QRA can also be
applied to other objectives, such as internal rate of return
(IRR) or net present value (NPV).

Develop the risk model or models. For a schedule risk
analysis, it is typical to base the risk model on the critical path
network for the project. A cost risk analysis model is usually
based on the cost breakdown structure (CBS), which is often
set out in a spreadsheet. A single integrated risk model can be
created for analysis of both schedule and cost risk by using the
critical path network and ensuring that all project costs are
included within the schedule.

Generate input data and build analysis models. Once the
initial model has been developed, the data required for the
analysis can be derived and input. This must reflect all

relevant risks, including threats and opportunities, and can



include both variability (presented as ranges of values) and the
possibility of alternative options (modeled using stochastic
branches—see below).

Initial analysis—run model and validate initial results.
The completed model is then analyzed by running a large
number of iterations. An initial view of the model’s robustness
should be taken in order to check that no errors were made in
inputting data and that nothing illogical has been included.
Any errors should be corrected before proceeding further.

Secondary analysis—run model including risk responses.
The risk model is adjusted following further data gathering to
include the effects of risk responses and actions. Repeating the
analysis assists in understanding the effectiveness of planned
responses.

Produce and interpret analytical outputs. The final outputs
from the analysis present the range of possible outcomes,
allowing assessment of the likelihood of achieving project
objectives and exposing the main risk drivers.

Decide on appropriate course of action and report results.
The outputs produced should be carefully considered and the
need for any resulting actions decided upon. Actions could
include anything from completely restrategizing the project to
making minor adjustments to the logical sequence of the
project’s activities. As a final step in the process, a report is
produced detailing the analysis, including the results obtained
and any resultant decisions or recommended changes.

QUANTITATIVE RISK ANALYSIS IN THE
PROJECT LIFE CYCLE

Like project risk management in general, quantitative risk
analysis (QRA) can be used at any time in the project life
cycle. A number of points in the project are particularly
appropriate for a QRA as part of the ATOM process. QRA
within ATOM uses information from the qualitative
assessment, and therefore cannot be performed before the
Assessment step. The various places in the project life cycle
where QRA is undertaken are described in the following
paragraphs.



Pre-project. In the case of a client organization, a
quantitative analysis of the data included in the business case
is carried out before the project is approved or sanctioned in
order to determine the risk associated with the project. This
provides important data to inform key project decisions before
the project even starts.

For contractor organizations, a QRA assists in deciding
whether to bid by determining the most likely duration or
outturn cost and comparing this with the client’s requirements.
Based on this result, an informed decision can be made on
whether to bid, at what price, and with what contingency.

Project start. As soon as the project is approved, the
feasibility of the plan is tested and, as a result, a more robust
plan is developed. In doing this, further insight is gained on
the main risk areas and how they can be managed.

At regular intervals during the project life cycle. The Risk
Management Plan defines the review cycle of the project, and
for large projects this includes a series of Major Reviews.
Each Major Review should update the analysis using the risk
model set up during the first QRA, to reflect the current
project strategy and status as well as current levels of risk
exposure.

At a major change. The ATOM process includes a Major
Review whenever a major change occurs on a large project;
this review should also include a QRA to determine the change
in risk exposure resulting from the project change.

QUANTITATIVE RISK ANALYSIS IN THE
ATOM PROCESS

Quantitative risk analysis (QRA) depends on information
generated by the Assessment step. The results of QRA inform
Response Planning. However, it is also valuable to use the risk
model to predict the effect of planned responses on risk
exposure, so the QRA should be repeated after these have been
defined. Indeed, the results of the post-response analysis may
reveal that additional response planning is required. This
means that QRA is intertwined within the various steps of the
ATOM process, as shown in Figure 15-2.



GETTING STARTED

A number of inputs are required prior to starting a QRA for a
project:

* The project critical path network, CBS, or both

* The fully populated project Risk Register; this might not include all planned
responses, depending on where in the ATOM process QRA is being
undertaken

* QRA software tool.

Project Plans
Critical Path Network

and/or CBS
Initiate
Risks ;
ety , m
 J  J
Probability & Impact |
nput
Assess b Dgta 4 New/
Revised
' Risks
it o
ORA Actions
a Initial
| Riaka‘we Results
Response !
Planming Re Updated Post-
8 A esponse
Ons | Model
Y
Analysis
/ Results




Report

Review

Figure 15-2: Relationship between Quantitative Risk Analysis and the ATOM
Process

Conducting QRA is impossible without using a software
tool. Some organizations have developed bespoke tools for
QRA, but there are many such tools available on the market,
and it is usually better to buy one. However, care should be
exercised when deciding which tool to use. Factors to consider
when selecting a tool include:

Ensuring that the tool can support the generic ATOM process.

Determining specific functionality, including support for schedule risk
analysis, cost risk analysis, or integrated risk analysis.

If QRA is required, determining additional functionality, including support
for different distribution types, stochastic branching, and correlation.

Considering integration issues to ensure that risk tools can be used
seamlessly with other project scheduling and estimating tools.

Reviewing the tool’s ability to produce required reports and outputs and
how easily these can be customized.

.

Identifying the user base, whether individuals, multiuser, or multisite.

.

Considering training needs and how training will be achieved.

Ensuring that appropriate support is available.

Building in growth potential.

Choosing a tool that does what you do or what you want to do. Do not allow
the tool to dictate or change the risk management process that has been
adopted.

WHO NEEDS TO BE INVOLVED?

A number of key people need to be involved in the QRA,
including the risk champion, project manager, project sponsor,
procurement/contracts specialists, risk owners, and project
support staff (such as planning engineers, cost engineers, or
estimators). As with other aspects of the ATOM risk process,
the risk champion takes the lead in performing QRA, though



some organizations might use a specialist risk analyst skilled
in statistical modeling and using QRA software tools to
support the risk champion.

CREATING THE INITIAL MODEL(S)

The risk champion prepares the initial risk model(s) in liaison
with the project support staff and risk analyst (where present)
and validates the model with the project manager.

It is theoretically possible to carry out Monte Carlo—based
QRA using a risk model containing many hundreds of items,
and the available tools are able to process these vast amounts
of data. However, large numbers of elements in a risk model
create two problems: the overhead of generating input data and
statistical issues arising from complex models. It is therefore
best to keep the number of elements in a risk model to a
minimum number that reflects a realistic representation of the
project. For most projects, including large ones, this should be
less than 100, though up to 200 elements can be required for
very complex projects. Where the complexity of a large
project cannot be accommodated in a smaller number of risk
model elements, it is usually possible to split the model into a
number of smaller submodels for analysis, and then combine
the results later, thus keeping the overall number of elements
to less than 200.

When creating risk models, it is important that they
encompass all uncertain areas of the project. For a schedule
risk analysis, the starting point is the project schedule, and a
cost risk analysis starts from the CBS. However, the full detail
in the starting schedule or CBS might not be required for a
QRA. Detail should be kept in or added to the risky areas of
the project as determined from the risk breakdown structure
(RBS) and work breakdown structure (WBS) mapping
undertaken during the qualitative risk assessment step. Less
risky areas of the plan (for example, routine review meetings
or regular reporting) can be summarized to reduce the level of
detail.

The risk champion, in consultation with planning engineers
and cost estimators, must prepare distributions for risk model
elements that reflect the general variability in activity



durations or budget item estimates. General variability is how
much the most likely value can go up or down without the
occurrence of risk events (taken from the Risk Register). The
most common distribution type is the three-point estimate,
which can be derived using a simple approach based on
making adjustments from the current planned most likely
value, as illustrated in Figure 15-3. Note in this example light
traffic, good weather, and most traffic lights are green are
considered to be general variability that can improve the
situation, whereas heavy traffic, rain, poor visibility, and most
traffic lights are red is general variability that can worsen the
situation. Risk events from the risk register might include on
the upside things like “all traffic lights might be green” or
“there might be a sporting event on the television so everyone
else stays at home.” Or on the downside, “might have an
accident,” “might run out of fuel,” or “all traffic lights might
be red.”
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Figure 15-3: Three-Point Estimate for General Variability

Once agreed upon, the general variability (including
modeling parameters) for each activity or budget item can be



recorded either directly into the risk model or on a simple table
for later inclusion in the model, as shown in Figure 15-4.

There may be some areas of the project where the precise
detail of the work is not yet fully defined, or where different
options exist. A risk model can include alternative logic
elements to reflect the uncertainty relating to future decisions.
This is done using stochastic branches, either probabilistic or
conditional, to model optional activities that might be required
under certain circumstances. Figures 15-5 and 15-6 give
examples of these branches.

Distribution type for general
variability including
modeling parameters

Activity or
budget item

Correlation group
(where relgvant)

Figure 15-4: Example General Variability Entry Form
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Figure 15-5: Probabilistic Branching
Planning permission is required for the project to proceed. However, planning
permission is only approved without comment on 50% of occasions. 40% of the
time planning will be approved subject to amendments. 10% of the time planning
will be rejected and plans will need to be revised and resubmitted.
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Figure 15-6: Conditional Branching
The procurement strategy for the project is based on the use of competitive
tendering and the use of contractors. However, it is recognized that this approach
must not delay the project; therefore, two alternative strategies have been
determined. If the initial design is not approved until after July 1 but before July 31,
a contract will be negotiated with a preferred supplier. If the initial design is not
approved until after July 31, then an in-house design team will be assembled.
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Figure 15-7: Example Risk Mapping Form

MAPPING RISKS TO THE MODEL

Once the initial risk model has been prepared, the risks
contained in the Risk Register (sometimes called discrete
risks) are mapped to schedule activities or spreadsheet budget
items. Some risks will map on a one-to-one basis; that is, one
risk affects only one activity or budget item, whereas other,
more generic risks might apply to several activities or budget
items.

The risk champion records the mapping of risks to risk
model elements, because this is a key input to the QRA. A
suggested form for this is presented in Figure 15-7, where risk
mapping is recorded using the two left-hand columns. The
columns labeled Prob (probability), MIN (minimum), ML
(most likely), and MAX (maximum) should come either
directly from the Risk Register or from consultation between
the risk champion and risk owner.

Some QRA tools allow the mapping of discrete risks from a
Risk Register directly to risks in the model. Where this is not
possible using the chosen QRA tool, probabilistic branches
can be created manually, although this is often more time-
consuming. This is also relevant where risks in the Risk
Register might not map clearly to existing elements in the risk
model, particularly where such risks describe unusual events
outside the planned activities, or they may warrant either
special emphasis or more detailed modeling. These risks may
be included in the risk model using stochastic branches
(usually probabilistic). Examples of using branches to model
both threats and opportunities in this way are illustrated in
Figures 15-8 and 15-9.

Finally, risks will likely be in the Risk Register that are not
included in the scope of the QRA, and these exclusions should
be recorded. These may include “acts of God,” or risks that
have an extremely low probability, or risks where the impact is

so low that there is little point in modeling them.

CORRELATION GROUPS
The default condition for a Monte Carlo simulation is to

assume total randomness for all uncertain variables throughout



the risk model. This does not, however, reflect reality, as there
are many internal influences within a risk model. Two
activities might be influenced by the same risk, or one element
(activity or budget item) might directly influence others. This
needs to be reflected in the risk model using correlation

groups.

No threat probabilit
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Figure 15-8: Modeling Threats with Probabilistic Branching

The risk champion identifies potential correlation groups
based on the following:

 Elements in the risk model affected by the same risks (using the RBS)
* Activities performed by a common resource (using the organizational
breakdown structure [OBS])

* Cost items from a common source, e.g., supplier or country or origin (using
the cost breakdown structure [CBS])

+ Similar types of activities (using the WBS)
* Generic risks affecting multiple risk model elements

* Causal relationships between risk model elements.

Allocation of activities or budget items to correlation
groups can be recorded in the right-hand column of the general
variability entry form (see Figure 15-4) and for risks in the
right-hand column of the risk mapping form (see Figure 15-7).

Failure to include correlation in a risk model allows
elements to vary independently, when in reality this would not
be the case. For example, if the risk “contractor productivity
may be significantly less than planned” was mapped to several

activities in the risk model, then we should expect productivity



for all activities on which the contractor was working to be
similar. Absence of correlation reduces the spread of results
calculated during the analysis, with random uncertainty in
uncorrelated elements canceling out. In reality, risks are
interdependent, and planned activities are also related. These
relationships must be included in the risk model, creating
correlation groups to link activities and risks that can affect
each other. Such links might be driven by the existence of
common causes or external dependencies, or where a single
risk affects several elements of the model. In these cases, the
Monte Carlo-based QRA tool’s ability to sample randomly
must be constrained.
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Figure 15-9: Modeling Opportunities with Probabilistic Branching

A correlation group identifies elements in the model where
sampled values are related, either positively or negatively,
using a correlation coefficient (between —1 and +1, or from
—100 percent to +100 percent) to model the strength of the
relationship. In the absence of better data, it is common to use
values of between 0.7 or 1.0 (70 percent or 100 percent). See
Figure 15-10 for an indicative translation of strength of
correlation to correlation coefficient.

VALIDATING THE RISK MODEL

Once the initial risk model(s) have been created, the risk
champion and risk analyst work with nominated risk owners to
confirm how general variability has been included and risk
mapping to ensure that the structure of the model is realistic.
This can be done either in a workshop or in a series of
interviews. Risk owners also comment on the use of branches
and correlation groups in areas of the risk model relating to

their areas of responsibility.
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Figure 15-10: Strength of Correlation versus Correlation Coefficient

In some cases, it might not be possible or appropriate to use
a triangular distribution for either general variability or the
impact of discrete risks, so other distributions may be used.
The ones most commonly used are shown in Figure 15- 11 and
briefly described below. Use of one of these distribution types
to model general variability or the impact of discrete risks on
an activity or budget item in the risk model can be recorded on
the two forms (Figure 15-4 and Figure 15-7).

Modified Triangular or Trigen The modified triangular
distribution is a continuous distribution representing the three-
point estimate. This distribution is most widely used in risk
models, since it recognizes estimating uncertainty by requiring
minimum and maximum values that are not absolute values. It
is common to assume a 5 percent chance that the minimum
value will be exceeded and a 5 percent chance of the
maximum being exceeded. These percentiles may be changed

to represent different levels of uncertainty in the estimate.

Uniform Distribution A uniform distribution is a continuous
distribution where it is only possible to estimate minimum and
maximum values. This is typically used when there is
considerable uncertainty over the duration of an activity or the
value of a budget item, and therefore a most likely value

cannot be estimated.



Curves A variety of curves can represent the distribution of
uncertainty around a risk model element. The most commonly
used curves are normal, beta, and lognormal. Although they
are clearly more realistic representations of uncertainty, these
curves are hard to define, and so they should only be used
when there is good information on the wvariability of a
particular risk model element.

Discrete or Spike Sometimes a risk model element can only
take particular wvalues; that is, it is not a continuous
distribution. These are known as discrete or spike distributions
and should be used when there are only a fixed number of
possible values and where other values cannot exist; for
example, if an approval committee meets once a week, a
decision can only be made after one or two or three weeks, but
at no time in between.
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Once all consultations have taken place, the risk champion
produces the final risk model(s), which is then validated by the
project manager.

ANALYSIS

Analysis takes place in two discrete stages. The initial analysis
uses the model in its raw state, without any consideration of
planned responses or actions that might change the project’s
risk exposure. The second stage repeats the process, usually
more than once, taking into account planned responses and
actions.

INITIAL ANALYSIS

Once the model has been completed, it is analyzed or “run”
using the Monte Carlo—based QRA tool to randomly sample
from the input data (both distributions and stochastic branches)
and calculate the range of possible outcomes. QRA tools can
process large amounts of data very quickly, so the number of
iterations necessary to achieve good results is almost
irrelevant. Typically, 10,000 iterations are used to ensure that
all possible outcomes are sampled in a complex risk model,
but this can be reduced significantly if the model is relatively
simple—perhaps to only 1,000 iterations. Results from the
initial analysis are used to check the validity of the model,

including any input errors.

SECONDARY DATA GATHERING AND SECONDARY ANALYSIS
The data in the risk model is adjusted by carrying out data-
gathering interviews with risk owners. The focus of these
interviews is to determine where values for individual model
elements (e.g., general variability or mapping of risks) and
other parameters such as stochastic branches might have
changed as a result of the actions that are to be implemented.
Repeating the analysis with this revised data provides a
prediction of the expected effectiveness of planned responses
in improving the overall risk exposure of the project.

Upon completion of the analysis, most computer tools will
produce a number of standard outputs or reports.

Outputs: The S-Curve The main output from a Monte Carlo—
based QRA is a cumulative probabilistic distribution function



known as the S-curve. This might be supported by a histogram
that presents the incidence with which each particular result
was obtained. The S-curve allows analysis of the combined
effect of both estimating uncertainty and explicit risks on
objectives. S-curves can be created that relate, in the case of
schedule risk analysis, to the completion of the overall project,
interim milestones, subprojects, or major activities; in cost risk
analysis, they can be produced for the final outturn cost or the
cost of major budgetary items or subprojects. Examples of S-
curves for time and cost can be seen in Figure 15-12.
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Outputs: Criticality Analysis A number of other outputs can
be obtained from the Monte Carlobased QRA that give
additional information in more detail than the S-curve. The
first relates only to analysis of schedule risk and is known as
criticality analysis. A schedule has at least one critical path,
which is the longest route from beginning to end and
determines the overall project duration. During a schedule risk
analysis, however, the Monte Carlobased QRA tool makes
multiple runs through the plan, randomly varying activity
durations according to the input data that reflect the
uncertainty and mapped risks. Some activities will take longer
than the original planned duration while others will be shorter.
As a result, the critical path will almost certainly vary during
the analysis because previously critical activities might be
completed in a shorter time while noncritical activities are
extended. In fact, during the many iterations of a risk model a
number of alternative critical paths might be followed.

For each activity in the risk model, it is possible to calculate
a criticality index, defined as the number of times that an
activity appears on the critical path, and usually expressed as a
percentage of the total number of iterations. Therefore, an
activity that is always critical has a criticality index of 100
percent, while one that can never be on the critical path has
zero criticality. The activities of interest are those with
criticality between 1 and 99 percent, as they might become
critical under certain circumstances. Ranking activities by
criticality index highlights those activities most likely to drive
the overall duration and completion date and therefore require
focused risk management attention. By concentrating on the
threats and opportunities mapped against high-criticality
activities, the degree of schedule risk can be reduced
effectively. A sample criticality analysis diagram is shown in
Figure 15-13.
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Figure 15-13: Example Criticality Analysis Diagram

Outputs: Cruciality Analysis Another useful analysis of
detailed risk drivers relates the degree of variability in a
particular element of the risk model to the variation in the
overall project outcome. Termed cruciality, it can be applied to
both schedule and cost risk analysis, expressed as a correlation
coefficient (between —1 and +1) indicating the relationship
between each activity or risk and the total outcome.

Elements with high cruciality (sometimes referred to as
sensitivity) are key drivers of risk, because a large change in
the element produces a correspondingly large change in the
overall outcome. This is equally true of both threats and
opportunities, since highly crucial threats have a large adverse
effect on the overall project, while highly crucial opportunities
have the biggest overall upside impact.

As in the case of criticality analysis, elements in the risk
model can be ranked by cruciality to indicate which are the
most significant causes of risk to the overall result. This
information is often presented graphically as a tornado chart to
highlight the major risk drivers. Schedule activities, cost items,
or risks with high cruciality should be treated with priority



when determining areas for further risk management attention
and action. An example tornado chart can be seen in Figure
15-14.
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Figure 15-14: Example Tornado Chart

Outputs: Eyeball Plot If an integrated schedule—cost risk
analysis has been undertaken, then one further output, known
as an eyeball (or football) plot, is normally available. The
eyeball on the plot encloses all possible outcomes of the
project by plotting the project’s predicted completion date
against its predicted cost. The minimum duration and cost, the
maximum duration and cost, and the most likely duration and
cost are plotted. The eyeball represents all the possible
outcomes. The larger the eyeball, the greater the uncertainty in
the project; see Figure 15-15.

INTERPRETING OUTPUTS



The basic or standard S-curves can be used to understand the
range of possible outcomes for any objective: the greater the
range, the more uncertain the outcome. Values can also be read
from the S-curve corresponding to a particular percentage
likelihood that these will be achieved. Commonly used values
include the 10th, 50th, and 90th percentiles (P10, P50, P90).
These can also be described as confidence levels, because they
represent the chance of meeting a specific value. In particular,
the degree of confidence that objectives might be achieved can
be expressed as a percentage. The mean value represents the
expected outcome given the input data with the level of risk
included in the model. Proper interpretation of S-curves can
assist in the determination of appropriate contingency levels
for both time and cost. Finally, the overall project risk can be
assessed using an S-curve because it reflects the extent of
uncertainty in the project (from the range of possible results
between best case and worst case), and indicates the degree of

confidence associated with achieving project targets.
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Overlapping S-curves can be prepared that represent the

risk model without risk responses included, or that include all

responses or individual responses on a progressive basis. A

series of such S-curves can be overlaid to show the effect of

addressing specific risks one at a time, as well as the effect of

responding to all risks. These are often referred to as “onion

ring diagrams” (as described in Chapter 14 and shown in

Figure 14-10).



Criticality indices can be used to determine which activities
might become critical if risk is unmanaged. The project
manager should concentrate on activities with the highest
criticality, exploring the underlying reasons for this,
determining the main risk drivers, and developing actions to
address the subcritical paths.

Tornado diagrams based on cruciality can be used to target
the individual risk model elements (activities or risks) that
have the most effect on overall project outcomes. Reducing the
variability in these has a direct effect on the uncertainty of the
project.

An eyeball plot gives a view of the overall project risk. The
larger the eyeball, the greater the overall uncertainty in project
outcome. Depending on the scales used, the angle of the
eyeball indicates whether the project is more susceptible to
time risk or cost risk. Assuming that the horizontal (x) axis
represents time and the vertical (y) axis represents cost, then
the closer the eyeball is oriented toward the horizontal, the
more time risk is prevalent, and the closer it is oriented toward
the vertical, the greater the cost risk. It is possible to overlay
eyeball plots from different risk analyses to demonstrate
changes in risk exposure as the project proceeds. An example
is shown in Figure 15-16, which indicates how the chance of

achieving project targets improves with time.
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USING RESULTS

The results from QRA can inform key decisions throughout
the project life cycle. The results can provide vital information
when deciding whether the project should be undertaken at all
or whether a bid should be submitted. Results can also play a
significant part in selecting or modifying the project’s
implementation strategy.

If the results of the analysis suggest that there is very little
chance of achieving a key project objective, such as the
project’s estimated completion date or outturn cost, this does
not necessarily mean that all is lost. The project manager, in
conjunction with the project team, should consider how to
increase the chance, perhaps by changing the project’s



strategy, reducing its scope, or modifying performance
requirements.

The results of the analysis can also focus on the key risks
(i.e., the worst threats and best opportunities) where
management action will be of the greatest benefit. In addition,
the main risk drivers can be identified, namely those with the
highest criticality, cruciality, or both, allowing development of
responses to tackle these as a matter of priority.

Using analysis results also helps in determining the
effectiveness of planned responses by comparing analysis
results pre-and post-response, perhaps with an onion ring
diagram. This again helps to focus attention and may lead to a
change in response strategy if the predicted effect of planned
responses is not sufficiently significant.

One of the many distinct benefits of risk management is the
setting of realistic and achievable targets. The results of QRA
can be used to set overall and interim targets/milestones and
appropriate levels of contingency. This is especially useful
when using QRA pre-project. Different targets can be set,
including stretch targets with a lower (but not impossible)
chance of achievement to motivate and challenge the project
team to higher levels of performance.

Finally, analyzing changes in risk exposure associated with
proposed major changes aids in deciding whether a change
should be accepted or not; if the change cannot be rejected,
then the effect it will have on project objectives with and
without further responses will be understood.

REPORTING
The final outputs from a QRA are generally presented either in
a stand-alone risk analysis report or included as a subsection of
the full risk report that follows either the First Risk
Assessment or a Major Review. In either case, the following
contents should be included:
» Executive summary. This summarizes the key findings, main conclusions,
and recommendations from the main body of the report in at most a single
page, omitting all unnecessary detail.

 Purpose, scope, and objectives of this QRA. The main purpose of the
analysis is described, highlighting its place in the risk process.

* Project status summary. (If this is a subsection, it will already have been
included in the main body of the report.) This section briefly summarizes



the current status of the project, including progress against the project
schedule and budget, delivery of products, major issues that have arisen, etc.
This summary sets the context within which the risk analysis was
undertaken.

Key findings. Here the chance of meeting targets (e.g., schedule and cost
objectives) along with the main risk drivers are stated. In addition, anything
particularly unusual in the results is discussed and the underlying reasons
are described.

Detailed results. S-curves are presented first since these are the main
analytical output. Interpretation of the S-curves includes the range of
possible outcomes, the expected values for completion date and outturn
cost, and the likelihood of achieving project targets. Onion ring overlays of
S-curves determine main risk drivers, as do tornado charts, criticality
diagrams, cruciality diagrams, and eyeball plots.

Pre-response and post-response analyses are presented and discussed to
indicate the effectiveness of planned responses, with recommendations on
whether additional response planning is required.

Each type of output is presented in this section with its own analysis and
commentary, highlighting any notable features of the results or anything
requiring particular management attention.

Conclusions and recommendations. Summary of what was found and
what should be done. Based on the interpretation of outputs, the
recommended responses and actions required to maximize the chances of
project success are listed and discussed.

.

Appendices. These present supporting information and other detail not
included in the main body of the report and may include:

Mapping information and model data. Details how risks were mapped
into the project plan or cost estimate and includes the resulting input data
generated for use in the risk model.

Detailed outputs. The body of the report includes the main analytical
outputs, but more detailed supporting outputs, such as statistical tables,
might be included in an appendix.

Background information. Any assumptions or exclusions made during
the QRA are listed, together with any special conditions or characteristics
of the project that influenced the risk analysis.

Risk Register. For a stand-alone risk analysis report, it may be useful to
include the Risk Register in an appendix for reference purposes.

QUANTITATIVE RISK ANALYSIS FOR SMALL AND MEDIUM
PROJECTS

The focus of this chapter has been on the use of quantitative
risk analysis (QRA) for large projects. This is because of the
rigor and effort needed to properly undertake the analysis and
therefore avoid potentially spurious results. In most instances,
applying such a significant amount of effort to perform a full
QRA on a small or medium project would not be worthwhile.
However, relatively recent developments in the software used
for QRA have made its application easier and as a result more
readily available. Because of this, some QRA experts



recommend that a simple sensitivity-based schedule QRA,
based on general variability, be undertaken for all projects,
including small and medium. Note that a simple sensitivity-
based analysis is less relevant to QRA for costs, for reasons
explained below.

Most QRA software tools allow a plus and minus
percentage to be applied to the most likely durations used in
the critical path network—for example, plus 20 percent, minus
10 percent. These percentages represent the general variability
in the duration of the activity, excluding risks from the Risk
Register (discrete risks). General variability recognizes that all
estimates are guesses that can go up or down, and certainly in
the case of activity durations the chance of an increase is
greater than the chance of a decrease—see earlier Figure 15-3.
In addition, the amount by which a duration can be reduced is
likely to be less than the amount it can be increased by; in
other words, we have a negatively skewed distribution— see
Figure 15-17, which is based on Figure 15-3 and the driving-

to-work example.
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Figure 15-17: Skewed Distribution Three-Point Estimate for General Variability

Note that correlation groups are not used as part of this
simple approach. Doing so would increase the quality of the
output but would also increase the amount of time needed.
Using this simple method to perform a sensitivity-based QRA
will give an indication of the likelihood of achieving the
desired completion date, even without the inclusion of discrete
risks. This may require a change in strategy to deliver the
project or perhaps the management of expectations in relation
to the completion date. Also, reviewing the criticality index of
each activity can highlight the near-critical paths that should
be considered when responding to risks.

While this simple method can be used for schedules, it is
less relevant for costs. The main reason for this is that without

the inclusion of correlation groups, pluses and minuses just



cancel each other out, and what you end up with is a very

narrow, and inappropriate, range of outcomes.
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Figure 15-18: Summary of Steps Required for a Full Quantitative Risk Analysis

CONCLUSION

The steps required to perform a full quantitative risk analysis
(QRA) within the ATOM process are summarized in Figure
15-18. QRA plays a key part in the overall risk management
process for a large project. Some view it as optional icing on
the cake, while to others it is the essential be-all and end-all of
risk management. In ATOM, QRA has a more pragmatic
place: it is not needed on all projects, rarely used on small
projects (except in a simplified form as discussed above),
optional for medium-sized projects, but usually required for
large projects, where the stakes are inevitably higher.

There are undoubtedly benefits available from using QRA,
though these come at a cost that is usually only justifiable for
large projects. This is why ATOM requires these techniques
only for projects where the investment in QRA is likely to
provide a valuable return.
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The ATOM Risk Workshop

The risk workshop is central to the ATOM methodology,
whether as a stand-alone facilitated meeting or as part of a
regular project team meeting. It is the prime means by which
risks are identified and prioritized. In some instances, the risk
workshop is also used to develop risk responses. Chapter 5
(“Exposing the Challenge”) and Chapter 6 (“Understand the
Exposure”) detail everything that should take place in a two-
day risk workshop for a medium-sized project. In Chapter 13
(“ATOM for Small Projects”) and Chapter 14 (“ATOM for
Large Projects”), we describe how the standard two-day risk
workshop should be adapted to suit small and large projects.
This chapter provides additional details on how the ATOM
risk workshop is implemented in practice and how it might be
varied in different circumstances. Figure 16-1 summarizes the
scope of the risk workshop and risk meetings for projects of
different sizes, as set out in the previous ATOM chapters. For
this purpose, risk workshops are considered fully facilitated
events, while risk meetings are often less formal and therefore
unfacilitated, and may be included as part of a normal team
meeting. Note that it is still expected that all risk meetings will
be chaired by either the project manager or the risk champion.

When undertaking a risk workshop or risk meeting, there
are a number of factors that need to be considered so that the
best results are obtained. Perhaps the most important of these
factors is facilitation—see Chapter 17 for more on facilitation.
Other factors that need to be considered are detailed in the
following paragraphs.



VARIANTS ON THE ATOM RISK
WORKSHOP

While the focus of the ATOM methodology is primarily a
facilitated two-day workshop, it needs to be recognized that
taking two days out of many individuals’ working calendar
can be both difficult and expensive. In addition, trying to
arrange a two-day workshop when and where all necessary
participants (team members and key stakeholders) can attend
may take some time (perhaps weeks), and in doing so may
actually be too late. Where this is the case, alternative

approaches can be used.



ATOM : o e !
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process step
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Reporting Not applicable

Implementation Not applicable

Major Reviews | Not applicable | Workshop Workshop

Minor Reviews | Meefing Mesting Mesting

Post-Project | Meefing Meating Meeting

Review

Figure 16-1: Scope of the ATOM Risk Workshop or Risk Meeting

PRE-WORKSHOP

Prior to attendance at the workshop, participants should be
asked to do some preparatory work. This should not be a last-
minute request. Ideally, this request should be made around
seven days before the workshop takes place. This preparatory
work should take the form of a series of questions. Here are

some examples of the questions that could be asked:




» What might happen that would make it harder to achieve the project’s
objectives?

» What might happen to make it easier?

» What assumptions are key to the project being a success?

* What constraints are having the greatest influence on the project?

A choice needs to be made as to whether this preparatory
work is forwarded to the workshop facilitator in advance or
brought along to the workshop by the participants. We
recommend that it is forwarded in advance as this will allow
the facilitator to consolidate the data received, so that it can be
used in the early part of a standard workshop. Preparatory
work will not only benefit a two-day workshop, but it will also
benefit smaller, focused workshops.

SMALLER, FOCUSED WORKSHOPS

Facilitated risk workshops are both an efficient and an
effective aspect of risk management. If desired, a full-blown,
multiday risk workshop can be used to deliver the outputs
listed below:

1. Confirm project objectives
. Identify and rationalize risks
. Describe risks using risk metalanguage

. Assess probability and impacts (of each risk)

. Nominate risk owners

2
3
4
5. Categorize risks
6
7. Develop risk responses
8

. Consider Quantitative Risk Analysis.

However, achieving the outputs listed above would be time-
consuming and would certainly take longer than the standard
two-day workshop as it includes more elements. In many
instances it will be beneficial to break the risk workshop into
smaller, more manageable chunks while still achieving the
same outputs (if required). These “chunks,” or smaller,
focused workshops, should be kept to a maximum of three to
four hours so they can be completed in either a morning or an
afternoon. Figure 16-2 suggests the elements of a standard
two-day workshop that can be dealt with in smaller, focused
workshops.

REMOTE METHODS



Virtual Workshops Risk workshops do not need to take place
face to face. Using interactive web-based software allows
virtual risk workshops to take place. Such workshops are best
used to identify risks but are less useful for risk assessment.

Virtual risk workshops need to be even more focused than a
smaller, focused, face-to-face workshop. Constraints of the
media being used, and the isolation of each participant, mean
that they should ideally be kept to a maximum of two hours
and be limited to eight to ten participants. Expert virtual
facilitation is needed to make them work, and ideally they
should be recorded for later analysis.

Free-for-all brainstorming doesn’t work, but hearing and
perhaps reading (using some form of virtual messaging or
whiteboard) what others have to say is still very important.
The workshop facilitator will need to ensure that all
participants contribute to the conversation, and if they don’t
then they should be prompted to do so. The use of pre-work
can put participants in the right frame of mind and perhaps
form the basis for the early part of the discussion, and in this
instance the pre-work should definitely be forwarded to the
facilitator.



Element

Comments

Confrm project objectives, and
identfy and raionalize risks.
Optional: nominate Risk Owners

There Is no reason why project objectives
cannot be discussed and hopefully full
confirmed prior to this workshop.

Describe risks using risk

f Risk Owners have already been nominated,

metalanguage. then this workshop could be limited to the
Project Manager (if not a Risk Owner), Risk
Qwners, and the Risk Champion and Risk

Faclitator (f not the Risk Champion)

Assess probabilty and impacts | Again, this should be done with the Project

(of each risk). Manager and Risk Qwners.

Develop risk responses. Aqain, this should be done with the Project
Manager and Risk Qwners.

Consider Monte Carlo This would be a wider group, including the

simulation. Project Manager, planners/schedulers, cost

estimators, Risk Owners, and Risk Analyst,

Figure 16-2: Elements of Smaller, Focused Workshops
* Note: These elements could also be achieved by directly interviewing Risk
Owners and, where appropriate, Action Owners as well.

Before the workshop starts, the facilitator should read all
the pre-work and also gain insight into each of the participants:
where they work, what they do, how senior they are, and their
level of experience. This will allow the facilitator to ask
perhaps pertinent questions as the workshop proceeds. One
facilitation tip for a virtual workshop is for the facilitator to
imagine they are in a conference room with a large, round
table. The facilitator should draw a circle on a large piece of

paper and sit each participant around the table by writing their



names in their “sitting positions.” As the workshop progresses,
the facilitator can note who is contributing and who is not.
Those who are quiet can be prompted to speak out. It also
provides a constant reminder of who is in the workshop.

After the workshop is over, the facilitator should consider
the notes they have taken and, if recorded, listen to the
recording to document the outcomes of the workshop. This
should be in the form of a report accompanied by an initial list
of risks. It is not appropriate to provide an exact list of
contents for the report, but it should include the names of those
who attended, their role, function, and so on, and, where valid,
the main points raised earlier regarding what might make it
harder or easier to achieve the project’s objectives, as well as
key assumptions and greatest constraints. It should conclude
with any follow-up actions that have been agreed upon. The
list of risks should include the risk descriptions, using risk
metalanguage, and any other salient information, for example,
the proposed risk owner.

The list of risks can then be used to populate the risk
register and form the basis for risk assessment. It is not
recommended that risk assessment be carried out in the same
e-meeting. Risk assessment usually involves a small number
of people such as risk champion, risk owner(s), and project
manager, and it is likely that the majority of attendees will be
unable to contribute. Therefore, risk assessment would be best
carried out by interview, either by telephone or face to face, or
a by conference call when more than two people need to be

involved.

The Delphi Technique There are instances where it is either
impractical or impossible to get all necessary participants
together, even for a two-hour virtual workshop. The Delphi
technique is a method that can be used in such circumstances.
The Delphi technique was originated at the Rand
Corporation as a means of predicting the consequences of the
then current policy decisions. The technique lends itself to risk
management, and in particular to risk identification and the
assessment of risk events. The Delphi technique operates by

using a qualified group to gather and respond to opinions. An



advantage is that it can be carried out remotely and/or
anonymously, such as by email or in real time using online
platforms. This overcomes some of the group biases and
logistical limitations of a facilitated workshop, while retaining
at least some scope for the exchange of ideas. The Delphi
technique can be quite time-consuming if not managed
appropriately. Consequently, experience also shows that more
than two rounds of data gathering can result in a high dropout
rate among participants.

The Delphi technique can be used in situations where the
people needed to take part in risk identification (or
assessment) are geographically dispersed and where it would
be too expensive to hold a face-to-face workshop, or where
running a virtual workshop is inconvenient due to time
differences. In using such a process, it is vital that no
individual is ever aware of any other individual’s inputs, that
is, who identified which risk.

A typical approach to risk identification using Delphi
would be to email all participants a pro forma (see Figure 16-
3) for them to fill in and return via email. Once all inputs are
received, the risk champion should prepare a consolidated list
(removing non-risks and duplicates while ensuring that all
risks are described properly using metalanguage). The
consolidated list should then be emailed back to all
participants for review, comment, and the identification of
further risks prompted by the review. As previously
mentioned, it is important that no participants know who
identified each individual risk. Once returned for the second
time, the risk champion can prepare a final list of risks that can
be taken further into the ATOM process.

Using the Delphi technique for risk assessment can follow
almost the same process as for risk identification, but the two
must not be carried out at the same time. Doing the assessment
at the same time as identification can become a distraction and
reduce the quality of both processes. The consolidated list of
properly described risks from risk identification will form the
input to the assessment. However, rather than sending the
complete list to a wide group, a subset of risks should be sent
to those with particular expertise in that subset. This would



include those who identified the risks, potential risk owners
(this may be the same person who identified the risk), and
other interested parties, as determined by the project manager
and risk champion.

|dentifier {to be kept Catse Risk ot | Comments
anonymous to others) Event

Figure 16-3: Pro Forma for Risk Identification Using the Delphi Technique

Each contributor should be asked to suggest the probability
and impacts for each risk, where they believe they can. “Dont
know” is a valid response. As in risk identification, this should
be done using a pro forma that includes the risk description but
extends to include the probability and positive or negative
impacts on each of the agreed-upon project objectives.
Comments will also be allowed.

Once returned, the risk champion will again consolidate the
inputs, and where there is general agreement on probability
and impact, take no more immediate action. Where there is
disagreement, the risk champion should work with the chosen
risk owner to finalize the probability and impacts to be used
going forward, while considering all inputs.

While this section discusses using email as the mechanism
to enable use of the Delphi technique for risk identification
and assessment, it is recognized that other approaches and
platforms can be used, including apps and social media. The
risk champion should be aware of such tools and consider



whether their use would be more appropriate than email and
also of benefit to the ATOM process.

ASSESSMENT OF PROBABILITY AND
IMPACTS DURING THE ASSESSMENT
STEP
FACTORS INFLUENCING THE RISK WORKSHOP
There has been and continues to be considerable debate on
the best way to assess risks, and in particular whether
probability and impact should be assessed at the same time or
separately, and if separately, which one should come first.

Probability and Impact at the Same Time Assessing
probability and impact together may seem the most natural
thing to do. Unfortunately, there can be an undesired side
effect of doing this. Humans are known to play down the
chance of adverse events as part of survival instinct: “If it’s
really bad, it probably won’t happen to us.” Evidence exists
that when a threat with a potentially very high impact is
identified, the chance of it occurring is always perceived as
being very low. The same can be said for opportunities. If an
opportunity was identified that could save 50 percent of the
project budget, then team members are likely to be skeptical
and conclude that it is highly unlikely, even if that isn’t the
case.

Having said this, the quickest way to assess risks is indeed
to consider probability and impact together for each risk in
turn, and then move on to the next risk. When this is done, the
facilitator must look for any biases that are in play and try to

overcome them; see below.

Probability First For each risk, looking at probability first,
and once agreed-upon, looking at impact second can remove
the bias that says if the impact is really bad, it won’t happen to
us. This method is also our recommended approach.

* The probability of occurrence is first estimated using the agreed-upon set of
probability definitions, for example, very high, high, medium, low, or very
low. Since a risk is an uncertain event or set of circumstances, it has just one
probability, representing the level of uncertainty associated with the risk.

» Second, the participants in the meeting or workshop imagine that the risk
occurs, and determine its impacts on project objectives, again choosing from
the agreed-upon set of defined scales, for example, very high, high,



medium, low, or very low. Of course, a risk may have different levels of
impact on different objectives; for example, a risk may have a medium
probability of occurrence, and if it happened, it might then have a low
impact on project timescale, high impact on project budget, and no impact
on quality.
Impact First Not only can a risk affect multiple objectives, it
can also have a range of impacts on those objectives. For
example, consider a risk that there might be a delay in the
delivery of a key piece of equipment that would lead to an
overall schedule delay of one to eight weeks. The probability
of a one-week delay is likely to be higher than for an eight-
week delay. Agreeing on the impact before the probability
overcomes this complication. (In quantitative risk analysis this
complication is overcome by allowing risks to have a range of
impacts modeled by the use of a distribution curve, as

discussed in the previous chapter.)

A variant of looking at probability and impact separately is
to have two separate groups looking at each aspect and then
combining the results. This can lead to some very interesting
discussions in respect to the probability of high or very high
impact risks. This is particularly true where very high impact
risks have been assessed as having a probability of medium or
higher (see above discussion on playing down the chance of
adverse events). This can lead to pressure to reduce the
probability of high or very high impact risks, which of course
should be resisted, as this would make the process

meaningless.

THE EFFECT OF SUBCONSCIOUS BIASES

Subconscious biases can have a marked effect on the ATOM
process, in particular on identification and assessment. A
facilitator must be able to identify any subconscious biases
that might arise from perceptual factors or heuristics.
Heuristics are shortcuts or “rules of thumb” used to make
decisions or judgments in cases of uncertainty. Three common
heuristics that might operate in the identification and
assessment step are:

» Representativeness (or “the same risk will always occur in similar

circumstances”). Although this might be true, it might not take into account
any local differences or changes in circumstances.



* Availability (or “most recent is most memorable”). A person’s belief that a
risk has a high probability or high impact may stem from the risk having
occurred recently in their experience.

» Anchoring and adjustment (or “the first answer is always nearly right”).
This can make the group reluctant to disagree on or change the first value
expressed by someone, even if they feel it is wrong.

Knowledge of heuristics allows the facilitator to identify
when they are coming into play. When the facilitator believes
that one or more heuristics is in evidence, he or she should
challenge workshop attendees. This must be done sensitively,
without personal criticism or offense, by using questions such
as the following:

» Representativeness
» When was the last time you experienced this risk?
 Could things have changed since then?

* Availability
» When did that risk last occur? And previous to that?

* Could it really happen again on this project?
» Anchoring and adjustment

* Are you sure? Why do you say that?
+ What do the rest of you think?

In addition to the three common heuristics described above,
there are many other influences on the perception of
probability and impact as well as risk in general. These can be
grouped under three headings: conscious factors, subconscious
factors (which include heuristics and other cognitive biases),
and affective factors (see Figure 16-4). Awareness of these can
further improve the overall facilitation of the risk management
process and its effectiveness.
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Figure 16-4: Common Influences on Risk Perception (adapted from Murray-
Webster and Hillson 2008)

CONCLUSION

The risk workshop is central to the ATOM process and can
take the form of a fully facilitated or as part of a routine
meeting. It therefore needs to be conducted in a manner that
ensures successful outcomes. In order to do this, it must be
properly facilitated (see Chapter 17) and specific approaches
adopted, in particular relating to the assessment of probability
and impact. Additionally, the effect of subconscious biases
must be acknowledged and, where possible, dealt with by the
facilitator.

While the risk workshop is central to ATOM, it is
recognized that carrying out a two-day, face-to-face workshop
(or meeting) may not always be possible. In order to reduce

the time spent face to face, more work can be done pre-



workshop. Workshops can also be smaller and focused on
particular steps of the ATOM process.

Where it is impossible or impractical to meet in a face-to-
face event for half a day, then remote methods need to be
considered, such as web-based virtual workshops for risk
identification or the Delphi technique for risk identification

and assessment.
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Facilitation in the ATOM Risk
Management Process

The facilitated workshop is a key element in the ATOM risk
process, and we’ve frequently mentioned the importance of
having a skilled facilitator for the ATOM risk workshop. Why
is this role important, and what does a facilitator need in order
to be effective?

Managing risk is a challenge for many reasons. There are
lots of barriers to effective risk management, including
organizational, practical, procedural, and personal. As a result,
many people don’t bother with risk management, or if they do,
then they see it as a necessary chore or bureaucratic overhead.
Too much so-called “risk management” involves simply
ticking boxes, going through the motions, attending risk
workshops and review meetings, and getting it over with as
quickly as possible so we can return to the real job. Whatever
this is, it is not managing risk.

There are many ways to overcome the barriers to managing
risk properly. One of the most effective is the use of a skilled
facilitator. The word facilitator has its roots in the Latin facilis,
meaning “easy.” So the facilitator’s role is to make things
easier for others, helping them to achieve their goals as
efficiently as possible. There are two ways in which a
facilitator can “make things easier” for the project team in a

risk workshop:

+ Easier than individuals working alone. By helping the team to function
effectively together, the facilitator ensures that multiple perspectives are



shared openly and brought together to provide a common understanding of
the risks facing the project and the responses required to address them.

+ Easier than the group working alone. By taking care of process and
practical elements of the risk workshop, the facilitator can release the team
to concentrate on the task at hand, ensuring that participants can dedicate
their full attention to identifying and assessing risks and developing
appropriate responses.

Facilitation skills are helpful in a wide range of settings, but
they have particular value when we are dealing with risk. Risk
is “uncertainty that matters,” and both the inherent uncertainty
and the potential for significant consequences are likely to
make people cautious in the way they approach risk. This
affects their behavior in a risk workshop, where they are
required to identify risks (which could be seen as an admission
of failure or weakness, especially when looking for threats),
assess risks (relying on their subjective judgment, with which
others may disagree), and propose risk responses (which they
might need to take on as risk owners, increasing their
responsibility and workload).

But the risk workshop is a really important part of the
ATOM process, and we need to get it right. The facilitator can
help by adopting an appropriate facilitation style and by
knowing how to handle difficult behaviors. They can also
provide valuable support to the project manager when
decisions must be made as a result of the risk workshop.

THE FACILITATION SPECTRUM

The ATOM risk facilitator can adopt a range of facilitation
styles during the risk workshop, which vary by the amount of
control exercised by the facilitator compared with the degree
of control allowed for the group. Figure 17-1 illustrates the
Facilitation Spectrum, which shows a continuous range of the
balance between facilitator control and group control. On the
far left-hand side, the facilitator has almost complete control
over what happens in the workshop or meeting. By contrast,
on the far right-hand side, the group has near-total control of
proceedings. Between these extremes lie various shared
positions in which the balance of control differs between
facilitator and group.



Although the Facilitation Spectrum is a continuous range, it
is helpful to distinguish three zones across the spectrum. In
Zone 1, the facilitator takes the lead with a Directive style,
while the group is in Reactive mode, following the facilitator.
Zone 3 has the group being Proactive, with the facilitator in a
Supportive role. Between these two lies Zone 2, in which both
facilitator and group are in Collaborative mode, working
together to achieve the best outcomes from the workshop. We
can describe the facilitator’s approach in each of these three
zones in several ways, as shown in Figure 17-2:

1. In the Directive style, the facilitator takes charge of the workshop and is

viewed as the leader in that situation. He or she leads from the front and tells
people what to do.

2. The Collaborative facilitator works in partnership with the team, standing
alongside them and working together to guide the team toward a successful
outcome.

3. When the facilitator is being Supportive, the group is in control of the
workshop and the facilitator helps them to achieve their goals. He or she acts
as a friend who encourages the team forward.

¢——— GROUPBEHAVIR ——

Reactive Gollaborative Proactive
Group
Faclldor Contt
Control
Directive Collaborative Supportive

«———— FACILITATOR BEHAVIOR —>

Figure 17-1: The Facilitation Spectrum
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Figure 17-2: Facilitator Role in Zones 1, 2, and 3 of the Facilitation Spectrum

USING DIFFERENT FACILITATION STYLES IN A RISK WORKSHOP
Different facilitation styles are appropriate at different points
in the ATOM risk workshop, and the ATOM risk facilitator

needs to know when to use each one.

The typical ATOM risk workshop passes through several
stages that correspond to Tuckmans model of team formation:
Forming, Storming, Norming, Performing, Adjourning. During
these stages, the team members are doing different things, and
in each stage the ATOM risk facilitator can adopt a different
style, as shown in Figure 17-3.

Figure 17-3 shows that a Directive style is appropriate at
the beginning and end of the risk workshop, when the
facilitator needs to give the workshop a clear start (clarifying
objectives, defining the agenda, and setting ground rules), and
when the workshop is closed out (dealing with outstanding
issues and questions, summarizing outcomes, and clarifying
next steps). Both of these stages work best when the facilitator
takes charge to provide the necessary input and guidance to the
team.

However, Figure 17-3 also indicates that alternative
facilitation styles might work in the mid-part of the risk
workshop. The choice of style depends on the maturity and
experience of the team, both as individuals and as a group.
With a more mature group, the facilitator can use
Collaborative or Supportive styles, allowing the group to take
more responsibility for the workshop. However, when the

group or individual team members are less experienced, the



facilitator will need to step back into Directive mode to keep
the workshop on track. These two alternative paths for the risk
workshop are illustrated in Figure 17-4.

Tuckman stage i
Workshop tasks Facilitation style
(Tuckman 196 " V
Forming and storming | Objective-setfing Diractive
Agenda and ground rules
Noming Wrkshop initiation Diractive/Collaborafive
Corrective Input
Performing |dentify and assess risks | Collaborative/Supportive
Develop responses
Adjouming Workshop wrap-up Diractive
Summary and next steps

Figure 17-3: Mapping Facilitation Styles to Risk Workshop Tasks
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Figure 17-4: Using Facilitation Styles during a Risk Workshop

USING DIFFERENT FACILITATION STYLES FOR RISK IDENTIFICATION
There are many available techniques for identifying risks, and
different facilitation styles work best for wvarious risk
identification techniques. For example:
* Brainstorming. This technique requires a strong Directive style from the
facilitator in order to set up and enforce the ground rules, to manage group

dynamics, to encourage quiet individuals to contribute, to channel dominant
individuals, to prevent distractions and diversions, to maintain the schedule,



to reach consensus on outputs, and to ensure that identified risks are clearly
and accurately described.

Assumptions and Constraints Analysis. Examination of project
assumptions and constraints as potential sources of risk requires a
disciplined and structured approach that is best supported by a Directive
facilitation style. Each assumption or constraint is tested in two dimensions
—for its stability and its sensitivity—and those assessed as both unstable
and sensitive are converted into risk statements. The facilitator needs to
keep the group focused on following this analytical process in order to
ensure the quality of the output.

SWOT Analysis. This technique requires the group to start with known
facts about the project organization (Strengths and Weaknesses), then to use
these factors as prompts to consider how they might lead to Opportunities or
Threats for the project. Since the base information comes from the group,
the facilitator needs a Collaborative style to draw on their knowledge and
experience, while working with them to transform strengths into
opportunities and explore how weaknesses generate threats.

Influence Diagram. A Collaborative style works well when the group is
building an influence diagram to model the key relationships and
dependencies within the project in order to determine areas of maximum
uncertainty. Group members bring detailed knowledge of project
characteristics and parameters, while the facilitator has knowledge of how
to structure this information into an influence diagram. The technique can
only work if both facilitator and group work alongside each other.

Review of Past Projects. Review of experience on previous similar projects
can reveal risks that might be relevant to this project, and in ATOM this
technique is used for Large projects (see Chapter 14). This review can be
undertaken by the risk champion and project manager together, or a
facilitated workshop may be held involving other stakeholders. Where a
workshop is used, the facilitator should adopt a Supportive facilitation style,
encouraging participants to draw on their relevant experience and expertise.

PEOPLE SKILLS

In addition to being able to modify their facilitation style to
meet the varying challenges of the risk workshop and different
risk identification techniques, the ATOM risk facilitator also
needs to handle the people who participate in the risk
workshop, to gain their cooperation and contribution, and to
maximize the value of their input. This requires a broad set of

interpersonal skills, at both individual and group levels.

UNDERSTANDING INDIVIDUAL BEHAVIORS

Unfortunately, every risk workshop seems to include some
team members who are not fully engaged, or who are reluctant
to contribute. Figure 17-5 lists seven types of unhelpful
behavior, and the ATOM risk facilitator must be prepared to
handle them appropriately. Figure 17-5 includes ideas for how
each type of unhelpful behavior might be tackled.



UNDERSTANDING GROUP BEHAVIORS

Groups are more than the sum of their constituent individuals,
and group behavior is challenging to understand and manage
proactively, especially when they are addressing risk. The
ATOM risk facilitator must understand what drives group
behavior in the setting of a risk workshop, and must also be
able to counter sources of potential bias in order to maximize
the robustness and reliability of the outcome. The risk
facilitator must also understand how to resolve conflict
between workshop participants, especially when this arises
between individuals exhibiting difficult behavior.

Group behavior is driven by individual and shared
perceptions of risk, which in turn are influenced by a wide
range of factors, as discussed previously (see Figure 6-3).

Understanding and managing these drivers requires the risk
facilitator to use a degree of applied emotional literacy, as
embodied in the Six As Model, shown in Figure 17-6.

Type | Characteristics Management strategy

Aqgressive | These people do notwanttobe | Deflise. Give them fime to make
Inthe workshop, think itisa | their point and do not argue with
Waste of ime, and actvely them; listen patiently and use
oppose whatthe facitatoris | conciliatory language. If neces-
trying to achieve. They are often | sary, speak to them outside the
loud, arqumentative, and critcal, | meating during a break, asking
and their behavior distracts | for more tolerance and seeking
others from contributing. their active support.

Compiaingr | Everything is wrong for a Defer. Listen o their complaints
complainer, from the room size | and acknowledge anything that
or temperature to the meeting | Is valid. Then agree to address
fime and durafion, the fistof | concerns outside the meeting,
narticipants, the type of refresh- | Deal with immediate matters
mante tha ananda and erana | diiring a hraak and faka in
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other issues later

Know-i-all

Some people delight in express-
Ing their opinion and demon-
strating thelr expert knowledge
of a topic, even when they are
not real experts. They have
strong opinions and voice them
confidenty. They are the first fo
answer every question, often
dismissing the views of others
s uninformed or naive,

Demur. Recognize valid
expertise and play back thelr
opinion so they know they have
been heard and appreciated,
then expand on their input i
possible, building on it to regain
the initafive,

Aqreeable

While aqreeable individuals may
appear to be the faciitator's
friend, they often failto share
thelr trug opinion for fear of
Upsetting someone or being
criicized. They smile and nod
encouragingly, but shy away
from disagreeing with others
and are often reluctant o speak
firstin any debate,

Direct. Beware of allowing them
to get away with ‘being nice’
and challenge them to express
their true opinions. Ask them to
confribute firstfrom fime to time,

Negative

These people wil disagres with
others on principle, seeing it as
thelr role to give the opposing
Viewpoint (even ifthey don
Delieve ). They undermine the

Detach. Maintain a degree of
neutrality, not allowing them to
getyou on ther side in critciz-
Ing others. Accept valid afterna-
five viewpoints, but aim for




faciltator and other participants
by casting doubt on the truth or
reliabity of ther inputs and
Drevent consensus through
constant naysaying.

realstic compromise. Deperson-
alize their opposition; make
about the process or the
principle, but not about the
parson.

Staller

For the staller, there is never
enough information fo make a
firm judgment or to give a clear
opinion. They wish to defer
everything untl later, when
more data s avallable or more
0100ress as been Made,

Delegate. Explore reasons why
they are reluctant to offer an
opinion on the available data,
find out exaclly what additional
Information they require, and
qive them an action fo bring it o
the next meefing. Encourage
them to give an interim assess-
ment based on the current data.

Silent

Some people just refuse to
contribute. They sit quiety but
Will not speak up to give their
opinion, even when challenged
or specfically invited to do so.

Decline. Refuse to acoept
nonparticipation or withdrawal,
Ask them direct, open questions
and then wait for an answer,
Using slence as a motivator,
Speak to them during a break to
encourage partcipation.

Figure 17-5: Handling Difficult Behavior

The Six As Model can be summarized as follows:

 First, the ATOM risk facilitator needs Awareness of the current behavior of
the group in the risk workshop, together with an Appreciation of the

underlying drivers (both external and internal).

« Next comes Assessment, where the facilitator determines whether or not the
current group behavior is likely to lead to an acceptable outcome for the risk
workshop.



» Where the Assessment step shows that the existing group behavior is
unlikely to cause major difficulties for the risk workshop, the current
situation can be Accepted by the facilitator.

If, on the other hand, Assessment indicates that intervention is required to
modify the prevailing situation, the risk facilitator needs to use Assertion
and Action to make the necessary change. Assertion requires a clear
statement of the implications of the current approach, and why it needs to be
modified. Action is then taken to create a changed environment for the risk
workshop. This can be achieved either by exerting a Directive style to
reinforce the agreed-upon ground rules, or through a Collaborative approach
where the group and facilitator together develop an agreed-upon way to
move forward.

Whether the current group behavior is accepted or modified, the ongoing
situation must be constantly monitored and reassessed by the facilitator
throughout the risk workshop to determine whether intervention may be
required at a later time.

Awareness
of group risk behavior

and Appreciation
of underlying drivers

Assessment
of impact

Intervention | Intervention
required _ not required

1 r

ASsarian Acceptance
of need for change P

= : of current —
and Action bosition

to achieve it

Monitor & review
MBIAS] B J0HUCN

Figure 17-6: The Six As Model of Applied Emotional Literacy (Murray-Webster
and Hillson 2008; used with permission)

CRITICAL SUCCESS FACTORS FOR RISK
FACILITATION



In addition to having a risk facilitator who can use the three
facilitation styles, there are several Critical Success Factors
(CSFs) that will maximize the effectiveness of the ATOM risk
facilitator in the risk workshop, as follows:

Ensure that the risk workshop has a clear purpose, and that the role of the
facilitator is also clear and agreed upon.

Invest time in thorough preparation and planning before the workshop,
getting to know the project, the people, and the current status of the project.

Be able to use an appropriate facilitation style, capable of switching
between Directive, Collaborative, and Supportive as required.

.

Prepare contingency plans in advance for foreseeable problems during the
workshop, especially with potentially difficult behavior.

Ensure that the first five minutes of the workshop are strong, with a good
introduction, precise objective-setting, a well-structured agenda, and defined
ground rules.

Intervene appropriately to handle difficult behavior, balancing support and
challenges as required.

Be aware of group behavior throughout the workshop, aiming to understand
what is going on and why.

Inject energy into the workshop, and be proactive.

CONCLUSION

A skilled risk facilitator is a key contributor to the success (or
otherwise) of the ATOM risk workshop. Too often, risk
workshops are held without a facilitator at all, or facilitators
are appointed who lack the necessary skills and experience.
The ability to facilitate risk workshops effectively requires a
unique skill set, and by following the guidelines presented in
this chapter, the ATOM risk facilitator will become better able
to assist their project team in finding the real risks on their
project, assessing them objectively and realistically, and
developing appropriate risk responses to minimize threats and

maximize opportunities.
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Managing Risk in Programs
and Portfolios

Projects are recognized as an effective means to deliver value
to a business, which has led to the establishment of project
management as a mature discipline (some would say a
profession). Project-based organizations are now seeking ways
to organize their delivery of projects in the most effective
manner, resulting in the emergence of program management
and portfolio management. Both of these disciplines offer
frameworks for structuring project work and relating it to the
needs of the business. However, neither program management
nor portfolio management has yet reached the level of maturity
attained by project management.

To address this gap, the project management world has
extended its interest into the management of programs and
portfolios. For example, the Project Management Institute
(PMI®) produced the first issues of its Standard for Program
Management and Standard for Portfolio Management in 2006,
and fourth editions were produced in 2017. In the same time
frame, the UK government revised its Managing Successful
Programs standard to a fourth edition, and published
Management of Portfolios. More recently, the UK Association
for Project Management (APM) has addressed portfolio
management explicitly in the seventh edition of its APM Body
of Knowledge, and has also published Portfolio Management:
A Practical Guide (both in 2019). Major organizations have
started to think about how to manage projects, programs, and

portfolios in an integrated way, through a method that is



sometimes called P3M, and some have started to implement

this approach.

While ATOM is clearly targeted at managing risk in

projects, it is important to see how it interfaces with the

program and portfolio levels. Indeed, elements of the ATOM

approach can be applied at these levels, although this is not the

whole story. This chapter explores the specific characteristics

of program and portfolio risk management, drawing on current

thinking and practice, and explains how ATOM interfaces with

them.
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AIM AND SCOPE OF PROGRAM AND
PORTFOLIO RISK MANAGEMENT

The aim of program risk management is to manage risks at the
program level. Similarly, portfolio risk management manages
portfolio risks. However, this is not as simple as it sounds. A
risk can be defined generically as an uncertain event or
condition that, if it occurs, has a positive or negative effect on
one or more <> objectives. Inserting the word “project” at the
point marked <> gives a specific definition of project risk. It is
also possible to define other types of risk by inserting other
words, including strategic, technical, environmental, or
personal. Thus, a program risk can be defined as an uncertain
event or condition that, if it occurs, has a positive or negative
effect on one or more program objectives, and a portfolio risk
can be defined as an uncertain event or condition that, if it
occurs, has a positive or negative effect on one or more
portfolio objectives.

Since programs and portfolios sit between projects and
organizational strategy, risks could arise from different
directions, as illustrated in Figure 18-1, namely up from lower
levels, down from higher levels, or sideways from the level of
the program or the portfolio. The scope of program risk
management and portfolio risk management must include all
sources of risk.

Figure 18-1 shows that programs can be affected by risks
that are escalated or aggregated from project or operational
levels, as well as risks delegated from strategic or portfolio
levels. There are also risks that are unique to the program
level.

Similarly, portfolio risks include those that are escalated or
aggregated from either project/operational levels or from the
constituent programs. Portfolios can also be affected by risks
delegated from the strategic level, or by specific portfolio-
level risks.

Each of these routes is examined in more detail below.

Risks Escalated or Aggregated from Below Some of the
risks that can affect a program or portfolio will come from
lower levels. Of course, not all lower-level risks are relevant at



a higher level, so escalation criteria are required that will
define the thresholds at which a lower-level risk should be
passed upward. These criteria need to include lower-level risks
that impact on higher-level objectives, as well as lower-level
risks requiring responses at a higher level. For example,
individual project risks that were identified through the ATOM
process (or other project risk management approach) and then
escalated will appear as program-level or portfolio-level risks
if they breach the relevant escalation thresholds.

It is also necessary to be able to aggregate lower-level risks,
where a number of similar and related risks might combine to
create a higher-level risk, either by simple summation (for
example, 10 insignificant project risks may equal one
significant program risk), or as a result of synergy (the whole
may be greater than the sum of the parts). The risk
categorization steps in the ATOM Assessment step facilitate
such aggregation by identifying commonalities and possible
synergies. A generic organization-wide risk breakdown

structure (RBS) may be used for this purpose.

Risks Delegated from Above Programs and portfolios exist to
deliver benefits, which are aligned with the organizational
strategy, and there are strategic risks associated with the
overall direction of the organization. While many strategic
risks can and should be addressed wholly by the senior
leadership of the organization, some will have implications for
those portfolios and programs that are used to deliver the
strategy and create the business benefits. Strategic risks that
can affect lower-level objectives or that require action within a
portfolio or program will need to be delegated. This requires
well-defined delegation criteria and thresholds, as well as clear
channels of communication to ensure that management of
strategic risks delegated to a lower level is reported back to
senior management. The goal is delegation without abdication.

Risks Arising Directly at Program or Portfolio Level In
addition to risks escalated from below or delegated from
above, programs and portfolios are affected by specific
uncertainties. These include both threats and opportunities
across the full range of risk types, including technical,



management, commercial, and external risks. These risks fall
into two main categories: those arising from interfaces
between components, and “pure” risks relating to the
execution and management of the program or portfolio itself.

MANAGING RISK IN PROGRAMS AND
PORTFOLIOS

As we consider how to manage risk in programs and
portfolios, an obvious question is whether we can simply take
the ATOM project risk management approach and apply the
same process at a higher level. But programs and portfolios are
different from projects, so risk management at these levels is
different from project risk management. It is, of course,
necessary to manage risks that could affect successful
execution of a portfolio or program once it is launched.
However, risk management for portfolios and programs also
has a role when the portfolio or program is initiated for the
first time, and when an existing portfolio or program is
reviewed at key points during its life cycle. Here the challenge

is to build and maintain risk efficiency.

BUILDING AND MAINTAINING RISK EFFICIENCY
The following steps are involved in building or reshaping a
portfolio or program to ensure that an appropriate balance of

risk against benefits is maintained:

* Understand risk thresholds. It is important that the overall risk exposure
of the portfolio or program remains within the risk thresholds set by senior
management, which in turn will reflect corporate risk appetite. This vital
first step is often poorly understood or executed in many organizations.
Without knowing how much risk is too much risk for the portfolio or
program, it will be impossible to know which components to include.

.

Assess potential components using a common risk/benefits framework.
The list of candidate components to be included should be well defined and
understood, including the level of risk exposure associated with each one,
and the extent of promised benefits. Both of these parameters need to be
quantified using a common framework, so that they are directly comparable.
This requires a good understanding of how to determine overall risk
exposure for programs, projects, and other components.

.

Select components to balance risk exposure with benefits. When each
candidate component has been assessed for both risk exposure and potential
benefits, the portfolio or program can be constructed (if this is prior to
launch) or reshaped (at key review points during the life cycle), using the
principles of risk efficiency. This was first described by Markowitz in 1952
when he introduced modern portfolio theory for financial investments.



Risk efficiency involves developing various alternative
versions of the portfolio or program, each containing a
different mix of candidate components. For each alternative
version, the total overall risk exposure is determined, as well
as the total expected return/benefit.
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Figure 18-2: Example Risk Efficiency Graph

Alternative versions are then plotted on a graph that shows
risk exposure against potential benefits. The risk-efficient
frontier is also shown on this graph, separating options that
have acceptable levels of either risk or benefit from other
options. The region to the left of the frontier is infeasible,
where the level of return cannot be achieved at the associated
low levels of risk exposure. The region to the right of the
frontier contains feasible options, and those that lie closest to
the frontier have optimal combinations of risk and benefit.
Positions farther to the right of the frontier are inefficient,
where levels of promised benefits are too low to justify the
associated level of risk.

An example risk efficiency graph is shown in Figure 18-2,
plotting five alternative versions, each with different
components. In this example, options A, C, and D could all
achieve higher returns for the given level of risk (i.e., they are
inefficient), whereas options B and E lie on the risk-efficient
frontier, with the maximum feasible return for the given level
of risk.

Each option on the risk-efficient frontier should be
considered viable, but the actual version selected for execution
will have a position on the frontier where the level of risk lies
at or below the defined risk threshold. In Figure 18-2, if the
risk threshold lies between options B and E, then E should be
selected.

Where review of an existing portfolio or program shows
that it has fallen outside the risk-efficient frontier, due to either
an unacceptably high level of risk exposure, or an infeasibly
low level of achievable benefits, or both, then the mix of
components should be reviewed and changed as necessary to
restore risk efficiency. The same is true for an existing
portfolio or program that has become inefficient, moving away

from the risk-efficient frontier.

MANAGING RISK DURING EXECUTION
In addition to ensuring that the portfolio or program is risk-
efficient when it is initially constructed and at key review

points in the life cycle, there is a requirement to manage risks



that emerge during the execution of the portfolio or program.
This requires a structured risk management process analogous
to the ATOM project risk management approach, which must
iteratively identify risks, assess their significance and
importance, develop appropriate responses, implement those
responses, and monitor subsequent changes. This needs to
address risks that arise by escalation or aggregation from
lower levels, risks that are delegated from a higher level, and
risks that originate at the level of the portfolio or program
itself (see Figure 18-1).

Many current approaches to portfolio or program risk
management are limited to this type of structured risk process,
and most simply recommend adopting or adapting the methods
of project risk management. While the structure of the risk
process for managing risks during execution is similar to the
ATOM process for projects, there are some important
differences, as outlined below.

« Initiation. This step launches the risk process for the portfolio or program
and defines the scope of the risk process within which risks will be
identified. Risk thresholds are set against each of the major objectives
against which risks will be assessed (a benefits breakdown structure may be
used for this purpose). Criteria are agreed upon for risk escalation,
aggregation, and delegation, as discussed above. Process parameters are
defined, including roles and responsibilities and review and reporting
requirements.

This is initially performed at launch but should be revisited at key points
during the life cycle to ensure that the risk process responds to the changing
risk profile associated with the evolving and emergent nature of portfolios

and programs. Initiation decisions should be documented in a Risk
Management Plan.

Identification. Before launch, the level of overall risk will have been
identified and assessed, using the risk efficiency approach discussed above.
Individual risks should also be identified as part of the risk management
process, both on a regular basis and ad hoc as they arise, taking into account
the three routes by which such risks arise (see Figure 18-1). Risks may be
escalated or aggregated from lower component levels, or delegated from
higher levels, and clear criteria are required to determine whether these
should be accepted for management at the portfolio or program level. In
addition to these, the usual risk identification techniques, such as
brainstorming, checklists, assumptions and constraints analysis, and Delphi
groups, can be used to find risks that arise from the specific level of the
portfolio or program. Risk identification should seek both threats and
opportunities, and should consider the full range of potential risk sources
defined in the risk breakdown structure. Risks will be recorded in a Risk
Register.



» Assessment/Quantitative Risk Analysis. Identified risks should be
assessed and prioritized based on their probability and their impact on
objectives. Risks escalated or aggregated from the component level and
those delegated from the strategic level will need to be reassessed against
the relevant risk thresholds to allow them to be prioritized on a common
basis.

Quantitative risk analysis techniques can be used to provide an overall
assessment of risk exposure, combining the effects of all types of risk and
taking into account risk dependencies, and the results from this analysis
should be fed into the consideration of risk efficiency discussed above.

Response Planning. Response to the overall level of risk exposure is
handled by adjusting the composition of the portfolio or program to
maintain risk efficiency. Explicit responses are also required for individual
risks, and these match the options available through ATOM at the project
level, including avoid/transfer/reduce/accept for threats and
exploit/share/enhance/accept for opportunities, as well as the possibility of
escalating a risk to a higher level (for example, if the impact affects strategic
objectives, senior management action is required, or both), and delegation
of arisk to component level (if the primary impact and/or risk ownership is
at a lower level). For these options, suitable escalation or delegation criteria
are required.

Implementation, Reporting, and Review. Risk is a dynamic challenge
within portfolios and programs, and the risk process must be iterative in
order to maintain an appropriate degree of attention to managing risks.
Agreed-upon risk responses must be implemented, the results of the risk
process must be reported to stakeholders, and regular risk reviews must be
held, usually as part of the routine management process. However, the scope
of risk reviews must be rigorously controlled to avoid discussing component
risks or strategic risks outside the scope of the portfolio or program.

Risk Lessons Learned. When a portfolio or program is terminated or
completed, it is important for the organization to capture knowledge to
benefit future work. A formal lessons-learned workshop should be
conducted, and risk must be considered as part of this exercise. It would
also be useful to hold interim lessons-learned events at key points during the
life cycle to identify lessons that might be implemented in later phases of
the portfolio or program, and for the benefit of other similar programs of
work.

Compared to the challenge of building and maintaining risk
efficiency, the management of risk throughout the life cycle of
an existing portfolio or program is relatively straightforward,
because it largely follows the ATOM project risk management
process. It is, however, dependent on the ability to establish
clear risk thresholds at which risks will be escalated from
component levels or delegated from higher levels, as well as
defining clear risk assessment criteria for risks at portfolio and
program levels.



REMAINING CHALLENGES AND THE WAY
AHEAD

This

chapter has presented a structured approach to the

management of risk in portfolios and programs, including

ensuring that risk efficiency is achieved during the initial

construction and that it is maintained throughout the life cycle,

as well as implementing a more traditional risk management

process similar to ATOM that addresses risks that arise from a

variety of sources. Although the principles described here are

clear, at least three challenges exist in ensuring that they are

implemented effectively:

Defining risk thresholds. Effective management of portfolio and program
risk requires a clear understanding of how much risk is acceptable within a
particular portfolio or program. It is not possible to answer this question
without understanding how to define corporate risk appetite and then
express that risk appetite as quantified risk thresholds. Corporate risk
thresholds must then be translated down to portfolio and program levels. In
addition, clear and agreed-upon thresholds must be defined for escalation
and delegation of risks between levels.

Implementing risk efficiency. Building a risk-efficient portfolio using the
techniques described above requires an ability to turn the theory of risk
efficiency into practice. Although the principles of risk efficiency have been
known for over 60 years, and their application to financial portfolios is well
established, it is not always immediately clear how such an approach should
be applied at portfolio or program levels. In particular, there may be
challenges in deriving the measures required to build and operate a risk
efficiency model, including both the ability to quantify the overall risk
exposure of components on a consistent basis, and the ability to quantify
promised benefits. Even when these two parameters are defined, many
organizations are unsure how and where to define a risk-efficient frontier
that reflects the risk appetite of key stakeholders for a particular portfolio or
program. Some professional bodies are beginning to recognize the concept
of risk efficiency, but detailed guidance on implementation and application
is still mostly missing.

Avoiding a project mindset. Many of the existing portfolio and program
management guidelines have been developed by organizations and
practitioners who come from a project management background. As a result,
their departure point in terms of both thinking and process is the project
mindset. There are many pitfalls associated with taking a project-based view
of portfolios or programs, most of which arise from limitations in the
underlying thinking. This is likely to remain a challenge for as long as the
majority of portfolio and program management practitioners continue to
come from the world of projects, or at least until the concepts and practice
of portfolio and program management become better established.

Despite these challenges, there is no doubt that portfolios

and programs, like projects, are risky undertakings, and that

successful delivery depends on effective risk management.



Although there are similarities and parallels between the
process for management of individual risks and well-
established project risk management processes like ATOM,
portfolio and program risks can arise from above and below as
well as from within, and the process must tackle all of these
sources. In addition, risk management of portfolios and
programs must address levels of overall risk exposure through
application of a risk-efficient approach to the construction and
ongoing execution of the portfolio or program.



Epilogue: Next Steps

The ATOM process presents a pragmatic perspective on
project risk management that was produced by practitioners
for practitioners. The emphasis is on what works, with a
simple framework and practical guidelines on how to use
proven tools and techniques.

This final chapter covers how to take the basic ATOM
process out of the book and into practical application in the
workplace. It answers the question “Okay, so I've read the
book—now what shall T do?” A number of steps are
recommended, as summarized in Figure E-1. As with
everything else about ATOM, these steps are simple,
pragmatic, and based on the wide experience of multiple

practitioners over many years.

STEP 1: APPOINT AN ORGANIZATIONAL
RISK SPONSOR

One of the key Critical Success Factors (CSFs) discussed in
Chapter 2 is a supportive organization. One expression of this
is the appointment of an organizational risk sponsor to lead the
introduction of risk management into the business. Ideally, this
is a senior manager with broad experience across the
organization and who is widely respected at all levels. He or
she must have:

» A reasonable working knowledge of the risk process and a clear vision of
the place of risk management in the organization

 The time and energy to commit to making risk management effective across
the business, working with others in the organization as required

« The authority to define and implement the necessary changes and the ability
to engage staff at all levels to cooperate with the initiative.

This person’s appointment should be announced widely
throughout the organization so people know what is expected

of both the organizational risk sponsor and themselves.



STEP 2: TAILOR THE ATOM PROCESS

A main attraction of ATOM is that it is applicable to any
project of any size in any industry or business sector, meeting
the CSF requirement for a scalable process (see Chapter 2).
The ATOM process can be tailored based on project size and is

presented here in three versions:

1
Appoint Organizational
Risk Sponsor

A

2
Tailor ATOM Process

3
Pilot Application
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Implementation
and Roll Out

Reassess Capabilty
and Refresh Process

Figure E-1: Recommended Next Steps

1. A reduced ATOM process suitable for small projects, integrating risk
activities into the routine management of the project with minimal additional
overhead

2. The standard ATOM process for medium projects, adding specific risk
activities to the normal project process

3. An extended ATOM process for large projects, using quantitative risk analysis
and a more rigorous review cycle to address the increased risk challenge.
However, projects come in all shapes and sizes, and expecting
them all to fit neatly into three categories is somewhat
simplistic. As a result, most organizations will find it
necessary to customize ATOM to meet their particular needs,
though some will be able to apply the small, medium, or large

versions directly.

Tailoring the ATOM process requires a review of the types
of projects typically undertaken by the organization. A
standard project sizing tool should be developed (as described
in Chapter 3) and used to assess a wide range of previous
projects. This gives an indication of the distribution of projects
between the ATOM categories of small, medium, and large.
The version of the ATOM process corresponding to the largest
concentration of projects should be used as a starting point for
a tailored risk process. For example, if 70 percent of the
organization’s projects are in the small category, that should
form the basis for the tailored process.

Starting from one of the three ATOM variants, the process
is reviewed by a representative group of project stakeholders
led by the organizational risk sponsor, and process
modifications are made as required. These might include
changing some of the techniques recommended in the standard



ATOM variant, or modifying the reporting requirement, or
making specific role allocations for the risk process. This
should result in production of an organization-specific risk
management process based on one of the three versions of
ATOM, but reflecting the needs of most of the projects most of
the time. This tailored process can be used as the baseline for
managing risk in the majority of projects, though the
organization should aim to have all three variants available to
deal with their small, medium, and large projects.

Having customized the ATOM process in this way, a set of
process documentation is produced following the
organization’s documentation standards.

STEP 3: PILOT APPLICATION

The tailored version of the ATOM risk process should be
piloted on a typical project to validate its appropriateness,
demonstrate its applicability to the specific business of the
organization, and deliver the benefits to the pilot project. The
process can then be refined in light of the pilot experience. The
pilot project should be carefully chosen to be representative of
the majority of projects undertaken by the organization. It is
important to ensure the full commitment of all project
stakeholders in using their project as a pilot for the risk
process, because lack of buy-in can jeopardize a successful
implementation. A short briefing for project stakeholders from
the organizational risk sponsor is useful for introducing the
process, clarifying the tools and techniques to be used, and
emphasizing the importance of the pilot.

Facilitating the risk process on the pilot project might
require external support, perhaps from other parts of the
organization skilled in risk management, or from outside
consultants.

The pilot project should implement the tailored risk process
in full, following the process documentation closely. All
project stakeholders are encouraged to take a full and active
role in the process, and to note any areas of difficulty that
might require modification after the pilot stage is complete.



STEP 4: MODIFY PROCESS (IF
REQUIRED)

At the end of the pilot project (or at a suitable interim
milestone), the organizational risk sponsor conducts a review
meeting, which is attended by key project stakeholders. At this
meeting, attendees review the tailored ATOM risk process as
actually implemented on the pilot project, and the
organizational risk sponsor considers all comments from those
involved. If possible, decisions are made at the meeting
regarding required changes to the risk process. Following the
review meeting, the organizational risk sponsor settles any
outstanding issues, and then ensures that agreed-upon changes

are incorporated into the process documentation.

STEP 5: DEVELOP INFRASTRUCTURE

Once the tailored ATOM risk process has been piloted and
reviewed, and any agreed-upon changes have been fully
documented, the organization must ensure that the
infrastructure necessary to support the risk process is provided.
Chapter 2 indicates that appropriate methods, tools, and
techniques are another CSF for effective risk management, and
these must be present if implementation of the risk process is
to work.

A key area of infrastructure is the provision of software
tools to support the various steps of the risk process. As
discussed in Chapter 2, a prerequisite for this is determining
the level of implementation required by the organization,
which is decided via the pilot project step. For a simple
implementation, the organization might decide to support the
risk process using basic spreadsheets and risk databases. More
complex implementations might justify purchase of a
dedicated risk software package, though this should be done
with care, considering selection criteria in advance (including
those outlined in Chapter 15 for quantitative risk analysis
tools) and scoring each candidate package against the
requirement. The organizational risk sponsor decides which
tools are appropriate and arranges for their provision.

Another important aspect of infrastructure is developing
suitable templates for the risk process. ATOM provides a range



of generic templates (see Appendix) that can either be used
directly or be modified to meet the specific requirements of the
organization’s tailored risk process. The organization should
produce a range of templates, including the following:

» Risk Management Plan

* Risk Register

* Risk checklist

« Risk breakdown structure (or prompt list)

* Risk reports.

These templates should be made widely available for use by
all projects across the organization, perhaps via an intranet or
shared knowledge database.

Having decided on tools and templates, attention must be
given to how these will integrate into other systems and
processes, particularly those used for routine project
management. It is important for risk management to be a fully
integrated part of how projects are managed. The interfaces
between the risk infrastructure and the rest of the project
support system largely determine how successfully this is

achieved.

STEP 6: TRAIN STAFF

The final CSF detailed in Chapter 2 is the need for competent
people to perform the risk process, operate the tools and
techniques, and make appropriate risk-based decisions. Staff
training is thus an important element of implementing a
tailored ATOM process. This training should be developed
specifically around the organization’s customized ATOM
process.

A variety of stakeholders participate in the risk process, and
each requires a different type of training. A multilayered
training program should be developed, with targeted messages
to each stakeholder group at a range of levels depending on
their responsibilities within the risk process. This might
include different types of training for senior managers
(benefits awareness), project/program managers (risk process
management), project team members (risk process
implementation), and risk specialists such as risk champions
and risk analysts (risk skills training). Ongoing mentoring and



coaching may also be necessary to resolve issues as they arise
and to provide implementation assistance.

If the organization has in-house training capability, it
should be engaged to provide the required training; otherwise,
suitable external support should be sought.

STEP 7: ASSESS EXISTING RISK
MANAGEMENT CAPABILITY

Prior to full implementation and rollout of ATOM, the
organization assesses its existing level of risk management
capability and maturity. This assessment provides a baseline
against which improvement in the organization’s ability to
manage risk will be measured.

Several tools are available to assess general project
management capability, and some of these include project risk
management. It is better to use a specific risk management
assessment framework, such as the Risk Maturity Model
(RMM). This model assesses the project risk management
capability of an organization against four attributes (culture,
process, experience, application) and places the organization
on a spectrum with four levels of maturity (naive, novice,
normalized, natural). A similar assessment can be conducted
for subsets of the organization, such as a department or project
team.

This assessment of organizational risk management
capability and maturity is used to define the starting point for
introducing ATOM into the organization, and the assessment is
repeated afterward to demonstrate the results of the

implementation.

STEP 8: IMPLEMENTATION AND ROLLOUT
The agreed-upon customized ATOM risk process as
documented within the organization’s quality system is then
implemented on all projects and across the business, led and
supported by the organizational risk sponsor, who notes early
experiences in order to capture lessons to be learned and
enable ongoing development of the process.

A structured communication campaign is recommended,
led by the organizational risk sponsor, taking the message of



project risk management throughout the organization, and
encouraging everyone to play their part. The specific details of
this campaign depend on the nature of the organization, but it
should focus on sharing the principles, processes, and benefits
of the adopted approach to managing risk on projects. It might

include some or all of the following components:

 Senior management awareness briefings
» Road show presentations

« Articles in company publications and newsletters
+ Items on the organization’s external website and intranet
* Workplace posters and leaflets

 Special promotions.

During the rollout, it should be emphasized that the
organization wishes to continue to learn as progressively more
experience is gained in implementing risk management on
various projects. A feedback mechanism is put in place to
receive constructive criticism and positive suggestions for
improvement from staff who are starting to use risk
management on their projects. The organizational risk sponsor
ensures that all feedback is considered and acted on
appropriately, and that originators of suggestions are kept

informed of the progress of their comments.

STEP 9: REASSESS CAPABILITY AND
REFRESH PROCESS

After a period of implementation (perhaps 6 to 12 months), the
level of risk management capability and maturity is reassessed,
using the same framework described in Step 7, in order to
demonstrate improvements and indicate areas requiring
continued attention. Immediate adjustments are made as
required to ensure maximal risk management effectiveness,
with consequential changes to risk procedures, tools,
templates, and training.

In addition, it is recommended that every organization
refresh its approach to risk management after approximately
two to three years to ensure that staff remain motivated and
committed to proactive management of the risks facing their
projects. The organizational risk sponsor leads a structured
review, addressing all aspects of risk management on projects



(and possibly more widely), and identifying areas requiring
adjustment or improvement. For example, new risk techniques
or refresher risk training for key staff might be considered.

CONCLUSION

While a simple scalable process such as Active Threat and
Opportunity Management (ATOM) offers a robust framework
for management of risks on projects, any organization serious
about risk management needs to do more than just blindly
follow a process. The steps outlined in this epilogue assist in
applying the generic ATOM approach to the specific risk
challenges faced by a particular organization.

Risk management is not difficult, because it is simply
structured common sense. By taking the steps described here
and implementing ATOM across the full range of projects
conducted by the organization, the undoubted benefits of
effective risk management can be reaped, leading to increased
predictability of project outcomes, more successful projects,
enhanced customer satisfaction, improved team motivation,
reduced waste, increased profit, and clear competitive
advantage. ATOM offers the means to manage project risk and
meet the challenge of uncertainty; using it guarantees
improved success.



Appendix: Templates and
Examples

ATOM presents a practical “how-to” method that is applicable
to any project of any size. To aid practitioners in putting
ATOM into practice, this appendix provides a range of
templates and examples to support each step of the ATOM risk
process. Some of these templates and examples can be used
without modification, while others require tailoring to the
specific requirements of the project and organization. Further
details on how to use each template and example are given in
the relevant chapter.

The templates and examples in this appendix are listed

below.

AGENDA TEMPLATES

A-1: Typical agenda for an Initiation meeting

A-2: Sample agenda for a First Risk Assessment/two-day
risk workshop

A-3: Sample agenda for a Major Review workshop

A-4: Sample agenda for a half-day risk review meeting

A-5: Typical agenda for a Post-Project Review meeting

REPORT FORMAT TEMPLATES
A-6: Sample Risk Register format
A-7: Sample simplified Risk Register format
A-8: Sample contents list for a full risk report

A-9: Sample contents list for a summary risk report

TECHNIQUES TEMPLATES
A-10: Example project sizing tool
A-11: Stakeholder analysis template



A-12: Example RACI chart
A-13: Example Risk Checklist (based on Risk Breakdown

Structure)

A-14: Example of Project-Specific Probability-Impact
Scales

A-15: Double Probability-Impact Matrix

A-16: Sample Risk Breakdown Structure

A-17: Assumptions and constraints analysis template

A-18: Example risk mapping form

AGENDA TEMPLATES



Time
allowance | Content

(hours)

h 1, Infroductions

i 2. Background to the project

-1 3. Clarficafion of project objectives: Scope, time, cost, qually,
offer objectives?

[/ 4. Scope and objectives of the risk management
DI0Cess

[/ 5. Application of the ATOM risk management process

i 6. Tools and techniques to be used

h 7. Roles and responsibilties for risk management

[/ 6. Reporting and review requirements

[ 9. Definitions of scales for probabiliy and impacts
(P-| Scales)

/ 10, Risk thresholds

[ 11, Potential sources of sk to this project

[ 12, Next steps

Figure A-1: Typical Agenda for an Initiation Meeting




DAY 1

Morning
1. Infroductions
2. Gonfirm project objectives
3. Confirm scope of risk process for this workshop
4. Workshop ground rules
5. Risk management briefing (i required)
6. Expectations and results
7. Identify risks
Brainstorm risks using the Risk Breakdown Structure

Afternoon
Analysis of Assumptions and Constraints to generate further risks
A Standard Risk Checklistto identiy any further/finl risks
6. Rafionalize risks
9. Describe risks using risk metalanguage
10. Record idantified risks (during workshop or after meefing)

DAY2

Morning

11, Explanation of assessment scheme (tecap)
12, Assessment of probabilty and impacs

13, Risk categorization

Afternoon

{4, Nomination of Risk Owners

15, If time, develop inital responses to prioriy risks
16. Close the workshop




Figure A-2: Sample Agenda for a First Risk Assessment/Two-Day Risk Workshop

Time

allowance | Content

(hours)

h 1, Initial scene setiing

J 2. Review current isks

1 3. Review draft risks

1 4. Consider new risks

- 5. Update Risk Reqister (done during steps 1-4)
h 6. Review risk process efectiveness

[/ 7. Close workshop

Figure A-3: Sample Agenda for a Major Review Workshop




Time
allowance
(hours)

Content

{, Introductions

2. Review red risks

3. Review draft risks

4. Consider new risks

5. Review amber risks if fime permis

6. Update Risk Register (done during earlier steps)

7. Close meeting

Figure A-4: Sample Agenda for a Half-Day Risk Review Meeting

Time

allowance | Content

(hours)

/ 1. Infroductions

: 2. Review final Risk Register

2 3. Identify risk-elated “lessons to be leamed”

4. Summarize ‘lessons to be leamed’

5. Close the megting

Figure A-5: Typical Agenda for a Post-Project Review Meeting




REPORT FORMAT TEMPLATES



Report Format Templates

Header information

Project fl, project reference number (where used), phase
Project Manager

Client

Risk Register issue number, date

Date of most recent risk review

Risk identification data

Unique risk identiier

Date identified

Threatlopportunity indicator

Short isk ftle

Fullisk description (causerisk/effect)

Risk source (RBS elemen)

Project area affected (VBS element)

Risk Owner

Risk stafus (Draft, Active, Closed, Deleted, Expired, Occurred)

Risk assessment data

Probabily/frequency of occurrence (current, pre-fesponse)
+VL0,LO, MED, HI, VHI

Impact on each project objective (current, pre-esponse)
+VL0,LO, MED, HI, VHI
+ Vierbal description of impact

Overallrisk ranking

+ RodVallawiCraan [ar cimilar)
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+ Risk Score {calculated from probabilty and impact)

Risk rasponse data

Risk response strategy
Risk actions each with an Action Owner and target completion date

Risk action status

Figure A-6: Sample Risk Register Format

W g
Fskcesrpion - Presespontassessmen i

i L
D s ] bk sl
. G T ey (i L
Catse ik Eet Proadiy ot Proadily Impet
Wl | |y

<>u e < ~ | —

Figure A-7: Sample Simplified Risk Register Format



EXECUTIVE SUMMARY
SCOPE AND OBJECTIVES OF REPORT
PROJECT STATUS SUMMARY
OVERALL RISK STATUS
TOP RISKS, ACTIONS, AND OWNERS
DETAILED RISK ASSESSMENT
High/Medium/Low Risks
Causal Analysis (Mapped to RBS)
Effects Analysis (Mapped to WBS)
CONCLUSIONS AND RECOMMENDATIONS
APPENDICES
COMPLETE RISK REGISTER

PRIORITIZED RISK LIST
[OTHER RESULTS AS REQUIRED]

Figure A-8: Sample Contents List for a Full Risk Report




EXECUTIVE SUMMARY

SCOPE AND OBJECTIVES OF REPORT

OVERALL RISK STATUS

TOP RISKS, ACTIONS, AND OWNERS

CHANGES SINCE LAST REVIEW

CONCLUSIONS AND RECOMMENDATIONS

APPENDIX
COMPLETE RISK REGISTER IN PRIORITY ORDER

Figure A-9: Sample Contents List for a Summary Risk Report

TECHNIQUES TEMPLATES



Techniques Templates

This Prjeot Sizing Tol dvdes proets o tree categores (Smal, Mecium, and Large), o nciate te appropriae
evel o sk management process. T shartuts are usec: projecs wihvalue <§50K ate automatically defined as
Smal and prject valued af »§5M are defied as Large, Projets valued betueen S50K-$50 ae assessed againt
theten crteria elow. For each critron te closest descrption s selected, and the conesponding rterion Scoe s

recorde af the ightofthe row (one of 24, B, or16). reron sores ate {otad o gve an overal proectscor,

Incicaing projectsze as olows:

29

Large proect

An eiende ATOM risk management process s requied.

3514 Medum projet - Astandard ATOM isk management process s requed.

< Smalproget  Arecuced ATOM risk management process s requied
| Criterion | Crterion Crterion | Criterion | Criterion
Critgron
values2 | value=4 vales§  values16 | score
Sraegic | Minorconfbufion | Sigicant Mejorconfbution | Crifalfo
imporince | tobusiess | contbutonto | tobusiness | busiess
Objectves DUsingss objecives | objectives Sleess
Commercial | Nounusual | Minorceviaion | Novel commercil | Groundbreaking
onvacual | commercidl | fomexisng | prackies, Pewlo | commerci
compexdty | anangementsor | commerci atleastone party | pracfies
condions Dractes
Edemal | None Someerlemal | Keypoet | Overal pofet
consfaits and iflgnce on bjecives depend | Slooess
ependencies clmentsofihe | on extemal depends on
projec factors extemal factors
Requiement | Clear fully Some fequiement | Major requiemen | Requirements
stabilty Cefned, agreed: | uncertanty minor | ncertant, major | notnazed and
Upon oojecies | changesdung | changes durng | subetto




Drojet Droject neqotaton
Technical | Routine epeat | Envancementol | Novelpoduct | Grounchreaking
oomplexty | business,nonew | exising produet/ | projetwithsome: | proetwith igh
fechnology | senvice Inovafion Inovafion
arketsector | Norequiatory | Standardrequiaory | Challengiig | Highy regulted
fegualoy | requiemenls | ramework Tegulaory Of Novel sechor
(haracerists requirements
Proctvalle | Smallproeet | Sigificantproject | Meorproect | Large project
Vallg (<S250K) | value (S250K-SM) | value (S1-S3M) | value (>§3M)
Projet Duon< | Duraon3-12 | Durafon Duraion
draton | monins monihs 1-3 years 3 Jedrs
Project Smallivhouse | Mediumin-house | Large proectieam | Inlemational
fesources | projectleam | projectteam icluding extemal | projct team or
onractors fontventure
Poskpoeet | Nore Acceplable Siicant | Punifve
labiltes exposure exposle expostre
OVERALL PROJECT SCORE

Figure A-10: Example Project Sizing Tool




Arcaof | Attitude ' Power | Interest | Stakeholder

Stakeholder interest | (#) (1) | (H)type

Instructions:
+ List al key stakeholders and their interest (or stake) in the project in the
left-hand fwo columns,

+ Foreach stakeholder, idenify whether their atitude toward the project is
supportive or resistant (+or -), whether thelr power to influence the project is
high or low (+ or -, and whether thelr level of intarest in the projectis high or
Jow (+0r-)

Figure A-11: Stakeholder Analysis Template
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Figure A-12: Example RACI Chart
Could this rsk

affect our




project!

RBS RBS RBS :
Example risks Yes
Level0 | Level Level2
No
Don'tknow
Not applicable
1.1 Seope Scape changes m) arise
efntion | curing poject
Redundant scope may be
discovered.
1.2 Requiements | Clent my intoduce
efntion | signficantchange durng
et posiive o negalve)
Inemal inconsistencies may
existwithin requrements
Key requirements may be:
missing fiom formal
requirement specfiation,
{3 Eimales, | Basis of estmafng may be
assumptions, | wrong,
amna Planning assumptons
(. PROJECT | 1. TECHNICAL S
may be invalidated during
RISK RISK .
project
Imposed consiraints may be
felieved o removed.
[ 4Technical | Standard processes may no

Drocesses

meet reauirements of




specfc soluion,

New processes may be
requied.

Processes may be mproved
and made more effecive.

1.5 Technalogy

New technology may be
(eveloped during proect
fefime

Technology changes may
invalcete desiqn.

1.6 Technical
inerfaces

Unexpected nferactions
May 0ocur at ey interfaces,

Data inconsistencies across
Interaces may tequire
TeWork.

Key inertaces may be
reduced.

1.7 Design

[tmay prove impossibe to
Megt some fequirements
Within design fmitefions.

Reuse of existing design
elements may be possibi.

{ 8 Performance

Final Solution may not meet
perfomance fequiements.




(. PROJECT
RISK

1, TECHNICAL
RISK

Some performance
requirements may be
Mulually exclisie,

1.9 Refabiity &
maintainabilly

Target refiabily crteria may
be unaftainable with chosen
solution,

The use o imovate
technology may improve
relbify.

Mainiainabift requiements
May impose unacceptable
(esign constrains.

1.10 Safely

ALARP soluton may mpose
additonal cost.

Changes in salely regul
fons mey requie sigifcant
redesign.

1. TECHNICAL
RISK

1.11 Securty

Securty impications may e
Overiooked durng design.

Goverment reguiatons
May change during project

A2 Test
acoeptance

Test protocols may reveal
sigifcant design enor,
requirng rework.

Clentmay vithold fl




(. PROJECT
RISK

aceeptance for easons
outsice confract

2. VANAGENENT
RISK

L1 Projet
management

Project management systems
e notbe adequate o
Stpport projec requirements,

Poor decision making may
reslit i nappropriatstask
allocaton.

Adoption ofbestpractice
rsk prOcess may mprove
project peromance,

22Program!
portol
management

Project may be iven
Inappropriate prorty within
the program.

Other projects may divert
Key resources.

Other projects may be
canceled and release

[BS0UTCES.

23 Operatons
management

Design may expose
Weaknesses in exiting
products or processes.

Business-as-usual demands
may reduce prjectfunding
Or confingency




(. PROJECT
RISK

2. MANAGEMENT
RISK

24 Qrganizafion

Reorganization may mpact
Droject organization
(negatively r positvey.

Changes n cororale
stucture may afect pojec
(negativelyor posiiely).

25 Resourcing

Key resources may be
navalable when required.

Specifc kil may not e
avalable when required.

[tmay be possile fo recrut
exising subconiractsaf
pemangnty.

2.6 Communicafion

The clients requirement may
b misunderstood.

Project reporing needs may
change during project

Key stakeholder nterests
may change (postive o
Megaliely).

27 Information

Clnt may al o provide
required information on me.

Clent-supplid inormaton
may be nadequate fo
support poject

Afnpor

lHaalk 0 aafahilaatalabian
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SN & Salety eyl
May change during the
project

A accident o incident may
00Cur, delaying the project.

(. PROJECT
RISK

2. MANAGEMENT
RISK

20 Qully

The number ofdefecs ound
(uring integration may ot
malch expectaons (igher
Or lower).

Qualt iroes may resulin
sigifiantefort reducton

Effectve qualty manage-
ment may educe rework.

210 Reputaion

Corporate reputaion
Incident may damage
stpport for the profec,

Senlo management mey lse
conficence nprojec feam,

Improved reputation may
increase avalabily offunds
and resources.

3.1 Contractual
tems &
condtons

Client standard tems
May prove Unacoeptably

Onerous.

Contractual ferms

mau rantain intamal
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nconsistencies.

Hamonized cient
Stioconiractor terms may
reduce risk exposure,

3. COMMERCIAL
RISK

32 nema
procurement

Other depariments may no
(v as expected.

Requred skils my not be
avalabl fom olher
Geparments

Intemal Support may increase
a5 tle roject progresses.

3 COMMRCIAI

3.3 Supolers &
Vendors

Akey supplier may o outof
business.

Mergers befween Suppiirs
may erode compeftiveness.

Vendors may be able o
Gelver ahead of schedule,

34 Stibconfracts

Key subconfractors may
reflse o workfogether

Subcontactstaff ) take
industialaction (srke).

Partering wih selecked
Slbcontractors may improve
Working elatonships.




(. PROJECT
RISK

RISK

35 Client

customer
stabity

Clint may change business
focus and wihdraw suppor
for project

Changes inclent personnel
May require additonal
project management efor

Clnt may be bought out o
merge with a mare supportive
company.

3 Parnerships &
Jont ventures

Our partner may hate
compefing commercal
Iferests.

The jint venture may
bregk up.

4. EXTERNAL
RISK

4.1 Legislaton

Changes in lgslton may
impose changes nfhe
soluon (postive or
Megalie).

Legal requiements may
ad unforeseen design
Tequiements.

42Exchange
fates

Exchange rates mey change
uring the project (favoradly
Or Unfavorzby).

Key suppliers may involce in




(. PROJECT
RISK

4, EXTERNAL
RISK

foreign cunency,

4.3 Stelacilties

Sl a00ess may prove more
diffcut than expecled.

Required facides may not
be avallable on sie.

New ransport amangements
May ease projectlogstes.

4.4 Environmental
Weather

Weather may be unseason-
able (befter or worse than
expected).

Unexpecled environmental
contons may affect
progress (posivel or
negaliel).

4.5 Competion

Akey competor may launch
& compefing product and
invalcete he project

Key staf may be poached
by competiors,

Key competr may
Wilharaw from the marke!,

4.0 Requiatory

Requlatory requirements
May impose unexpected
(esign constrains.

Signicant changes n

ramnlabian ma anaie durin
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the project (osiive or
Degalie).

(. PROJECT
RISK

4, EXTERNAL
RISK

4.7 Poltcal

Polfical facors my
inflince senior manage-
ment support for e project,

Achange in govemment
may result n changed
prirtes orlegislaton
(postvey ornegaivey.

48 County

LocalFesources m eck
the required skl

Curtency instablty may
Underming the business
case for e project,

Local qovemment nterest n
the project may change
(positvey ornegaivey.

49 Social
Qemographic

Changing social mperafves
may impose addiiona
Tequirements.

Pubic perception o he
Droject may change
(postvey ornegaivey.

4,10 Pressure
gfoups

Extremists may disrupt
Droject progess




Lobby groups may promote
the cause ofte project,

.11 Force Force mejeure event may
majeure | oceur, disrupting the project

Occurence of force majeure
May create an apportinty fo

aldress underlying sstes.

Figure A-13: Example Risk Checklist (based on Risk Breakdown Structure)




Scale

Probability

- Impact on project objectives

Time

Cost

Quality

VH

T1-9%%

>0 days

>5200K

Very significant
impact on overal
functionaltty

Hl

o1-10%

11-20 days

$101K-5200K

Significant impact
on overal
functionaltty

31-60%

410 days

§51K-§100K

Some mpactin
key functiona
areas

L0

11-30%

-3 days

§10K-§50K

Minor impact
on overal
functionality

VL0

-10%

10K

Minor impact on
secondary
funcfions

NL

%

No change

No change

No change n
functionalty

Figure A-14: Example of Project-Specific Probability-Impact Scales




VHI

HI

PROBABILITY
=
m
=
———

L0

VLO

W0 0 N H W

NEGATIVE IMPACT
(Threats)

VI H MED LO VIO

POSITIVE IMPACT
(Opportunities)

Figure A-15: Double Probability-Impact Matrix

VHI

=

5 &
PROBABILITY

VL0

RBS Level 0

RBS Level 1

RBS Level 2

f. TECHNICAL
RISK

1.1 Scope definiion

1.2 Requirements dafinition

13 Eslimates, assumptions,
constraints

14 Technical processes

15 Technology

1.6 Technical nterfaces

1.7 Design

1.8 Performance




0. PROJECTRISK

9 Reliabilty & maintainabilty
10 Safely
1 Security
A

1
1
1
112 Test & acoeptance

2 MANAGENENT
RISK

2.1 Project management

2.2 Program/portolio
management

2.3 Operations management

24 QOrganization

25 Resourcing

26 Communication

21 Information

28 HO8E

29 Qualty

210 Reputation

3. COMMERCIAL
RISK

3.1 Contractual terms &
condiions

3.2 Intemal procurement

33 Suppliers & vendors

34 Subcontracts

35 Clientlcustomer stabilly

36 Partnerships & joint ventures

4. EXTERNAL

4.1 Legislation

4.2 Exchange rafes

43 Steffaclities

44 Environmental/weather
45 Compettion

AR Ramilatan




RISK

TV \\fHUIUlUiJ

4.7 Poltcal

48 Country

49 Socialldemographic
4.10) Pressure groups
4,11 Force majeurs

Figure A-16: Sample Risk Breakdown Structure




T
o would | Convert
Assumption or constraint p itaffect |toa
constraint prove —
: ? | risk?
false? (YIN) )
Instructions:

List all project assumptions and constraints in the left-hand column,

| dentiy whether each might prove false (YIN), and whether a false assumption/
constraint might affect the project (YIN).

Where both answers are Yes, mark the assumption/constraint as a risk

Figure A-17: Assumptions and Constraints Analysis Template




Mapped to Correlation

Risks Distribution

activities group
(opportunity PROB | MIN | ML | MAX | typefor

or budget (Where
or threat) impact

ltems relevant)

Figure A-18: Example Risk Mapping Form




Glossary of Terms and
Abbreviations

accept: A risk response strategy that is not proactive toward a
risk, but prepares for and deals with the impact of a risk
should it occur. This may involve use of a contingency
plan. An acceptance strategy can be selected for either
threats or opportunities.

action owner: The person responsible for implementing an
agreed-upon risk action and reporting progress to the risk
owner.

APM: Association for Project Management.

Assessment: Part of the risk management process where the
probability and impact of identified risks are assessed in
order to prioritize risks based on their position on a
Probability-Impact Matrix, and where risks are categorized
using the risk breakdown structure and other frameworks.

assumption: A future uncertainty that is treated as a fact for
the purposes of planning or decision making.

assumptions and constraints analysis: A technique for risk
identification based on identifying and testing assumptions
and constraints to determine their stability and sensitivity.

ATOM: Active Threat and Opportunity Management. A
generic project risk management process that is scalable
and applicable to any type of project.

avoid: A risk response strategy directed toward a threat,
which aims to eliminate the uncertainty, usually by
implementing risk actions to remove its potential cause.

cause: An existing certain event or set of circumstances that
may give rise to one or more risks. A cause is the first
element of a risk description using risk metalanguage.

CBS: Cost breakdown structure.



checklist: A structured list of risks that have been identified
during previous projects and that can be used as an input to
risk identification.

consequence: See effect.

constraint: A condition of the project, usually imposed
externally, that restricts the options open to the project.

contingency: Amount of time or money set aside against
accepted risks, or to make allowance for unforeseen risks,
to be used to compensate for the negative consequences of
threats that occur, or to be used to take advantage of the
positive consequences of opportunities that occur. (See also
management reserve.)

contingency plan: Appropriate responses defined in advance
but implemented only if/when a risk actually occurs or
when planned responses fail to have the intended effect.
Contingency plans can be developed for either threats or
opportunities.

correlation: A mechanism for relating groups of tasks and/or
risks within a risk model to reduce the allowable degree of
variation during a Monte Carlo analysis. Related tasks
and/or risks are called a correlation group. The statistical
sampling within a correlation group is driven by a
predefined correlation coefficient. Also called dependency.

Critical Success Factor (CSF): A condition that is required to
ensure success, and whose absence leads to failure.

criticality: A measure of how often an element in a Monte
Carlo quantitative schedule risk model appears on the
critical path, expressed as a percentage of the overall
number of iterations during the simulation. A criticality
index between 0 percent and 100 percent for each task in
the risk model is calculated automatically during the
analysis.

cruciality: A measure of the relationship between variation of
each task or risk in a risk model and variation of the overall
project outcome, usually expressed as a correlation
coefficient (from —1 to +1). The results of a cruciality
analysis are often presented in a tornado chart. Also known

as sensitivity.



CSF: See Critical Success Factor.

decision tree analysis: The quantitative risk analysis
technique for assessing the value of alternative actions,
taking into account the costs of taking the action, the
likelihood of future uncertain events that may occur if the
action is taken, and estimates of resulting rewards or costs.
The decision made is usually the one that yields the
greatest expected value (or the least expected cost). A
decision tree may be evaluated using Monte Carlo analysis.

Delphi technique: An anonymous facilitated technique used
for risk identification based on the consensus opinions of
experts.

dependency: See correlation.

double Probability-Impact Matrix (double P-I Matrix):
Two Probability-Impact Matrices presented alongside each
other, with one showing threats and the other showing
opportunities. The typical double P-I Matrix shows threats
on the left matrix and opportunities on the right, with the
opportunity matrix flipped horizontally to bring both red
zones together in the center of the double P-I Matrix. See
also Probability-Impact Matrix.

effect: The possible outcome of a risk if it occurs. Effects are
negative for threats and positive for opportunities. Effects
form the third element of a risk description using risk
metalanguage. (Also called consequence or impact.)

EMV: See expected monetary value.

enhance: A risk response strategy directed toward an
opportunity, which aims to increase likelihood or
consequence, or both, above the risk acceptance threshold.

enterprise risk management (ERM): Integrated application
of risk management across the entire business, addressing
all levels of risk, including strategic, business, corporate,
reputation, portfolio, program, project, technical, safety,
etc.

ERM: See enterprise risk management.

escalate: A risk response strategy applied to any risk that is
not in scope for the project, but that is relevant to another

project or part of the organization.



EV: Expected value; used to evaluate a decision tree.

expected monetary value (EMV): See expected value (EV).

expected value (EV): (1) The statistical average or weighted
mean of a distribution, approximating to the 50th percentile
calculated during quantitative risk analysis using Monte
Carlo analysis, which represents the outcome that would
occur on average given the input data. (2) A measure of
risk exposure calculated as the product of probability and
impact. Since probability is dimensionless, the units and
sign of expected value are the same as the units and sign of
the impact. Sometimes also called expected monetary value
(EMV).

exploit: A risk response strategy directed toward an
opportunity, which aims to eliminate the uncertainty by
implementing risk actions to ensure that the opportunity
occurs.

eyeball plot: An output from an integrated time—cost
quantitative risk analysis using Monte Carlo analysis,
which presents all possible time—cost pairs (usually for
project duration and total project cost) calculated from the
analysis, together with a best-fit ellipse (the “eyeball”).
Sometimes also called a football plot (especially in the
United States).

First Risk Assessment: The initial performance of risk
identification, assessment, and response planning during
the ATOM risk management process.

football plot: See eyeball plot.

frequency of occurrence: A measure of likelihood for a
specific risk that could occur repeatedly over a given period
of time or in a given number of trials. Frequency of
occurrence is wusually expressed as the number of
occurrences per unit of time or per total number of trials.

heuristic: A frame of reference used as a shortcut when
making decisions. In the risk process, heuristics usually
operate  subconsciously, and include availability,
stereotyping, anchoring, and adjustment.

impact: The resulting change to one or more objectives that
will happen if a risk occurs. See also effect.



Implementation: The step in the risk process where agreed-
upon risk actions are performed by action owners, the Risk
Register is updated, and risk reports are prepared.

influence diagram: A structured approach to quantitative risk
analysis, which presents the topic of the analysis using
entities, outcomes, and influences, and which represents the
relationships and effects between them. An influence
diagram may be evaluated using Monte Carlo analysis.

inherent risk: The risk as originally identified before risk
actions have been implemented. (See also residual risk.)

Initiation: The initial phase of the risk management process in
which the scope and parameters of the particular risk
analysis are determined. Decisions made during risk
process Initiation are recorded in a Risk Management Plan.

IRR: Internal rate of return.

issue: An event (usually negative) that has occurred, is
affecting achievement of an objective, and usually cannot
be addressed directly by the project manager. The term is
sometimes also used for an ill-defined matter of concern
that might give rise to risks.

likelihood: The chance that a particular risk will occur. This
can be expressed as either a probability for a single event
or condition, or as a frequency of occurrence for repeatable
events.

Major Review: A comprehensive process of updating the
assessment of risk exposure.

management reserve: Amount of money or time intended to
compensate for the consequences of unforeseen risks,
usually held outside the project budget. (See also contin
gency.)

Minor Review: A process of updating the assessment of risk
exposure with minimal effort.

mitigate: See reduce.

Monte Carlo analysis: A technique of quantitative risk
analysis in which the range of possible outcomes is
determined by selecting random values from defined
distributions within a risk model. The process is done on an



iterative basis to determine statistical probabilities of
particular outcomes.

M_o_R™: Management of Risk, published by the UK Office
of Government Commerce (OGC).

OBS: Organizational breakdown structure.

OGC: UK Office of Government Commerce.

onion ring diagram: A series of overlapping S-curves, often
used to show the cumulative effect of risk actions on the
result of a quantitative risk analysis.

opportunity: Any uncertainty that, if it occurs, would have a
beneficial effect on achievement of one or more objectives,
such as improved safety and saved time or cost. A positive
or upside risk.

overall project risk: The exposure of project stakeholders to
the consequences of variation in project outcomes. Overall
project risk is more than the sum of individual risk events,
and includes the effects of other sources of uncertainty such
as ambiguity and variability. It is best estimated through
use of quantitative risk analysis techniques.

P-I: Probability-Impact.

PMBOK" Guide: A Guide to the Project Management Body of
Knowledge, published by the Project Management Institute
(PMI®). Chapter 11 of the PMBOK" Guide presents
generic processes for project risk management.

PMI": Project Management Institute.

PRAM Guide: Project Risk Analysis & Management Guide,
published by the Association for Project Management
(APM), which presents a generic approach to project risk
management.

probability: A measure of likelihood for a specific risk.
Probability may be expressed in qualitative terms (e.g.,
high, medium, or low) or in quantitative terms (as a
percentage or a number in the range 0-1).

Probability-Impact Matrix (P-I Matrix): A two-dimensional
plot with probability as one axis and impact as the other.
Identified risks can be plotted on the matrix to prioritize
them into one of a number of zones within the matrix

(usually three: red, amber, green). The matrix can be of



different sizes, but is usually symmetrical (e.g., 3 x 3, 4 X
4, 5 x 5). The Probability-Impact Matrix can be used to
prioritize both threats and opportunities, usually using a
“mirror” double matrix format (see double Probability-
Impact Matrix).

probability-impact scoring (P-I scoring): A method of
scoring individual risk events by allocating numerical
values corresponding to probability and impact and
multiplying these to give a risk score, which can be used to
prioritize risks, calculate metrics, and perform trend
analysis.

prompt list: A list of generic headings or categories of types
of risk that can be used to structure risk identification. Tt
may be presented as a simple linear set of headings, or as a
hierarchy like the risk breakdown structure.

quantitative risk analysis: A numerical analysis of risk
exposure based on the probability and impact of identified
risks, which predicts possible outcomes and allows an
estimate of overall project risk. Quantitative risk analysis
techniques include Monte Carlo analysis, decision trees,
and influence diagrams. These techniques often use
sensitivity analysis to explore the effects of key risk
drivers.

RACI chart: A version of the responsibility assignment
matrix that allocates tasks to individuals or groups under
four headings: responsible, accountable (and/or approves),
consulted (and/or contributes), informed.

RAG: Red/Amber/Green scoring system for risk assessment.

RAM: See responsibility assignment matrix (RAM).

RBS: See risk breakdown structure (RBS).

reduce: A risk response strategy directed toward a threat,
which aims to reduce its likelihood or consequence, or
both, below the risk acceptance threshold. Also known as
mitigate. (In some processes the term mitigation is used for
all types of risk response strategy.)

residual risk: The risk remaining after agreed-upon risk

actions have been implemented. (See also inherent risk.)



Response Planning: Part of the risk management process,
during which appropriate risk response strategies are
developed, risk actions are generated, and risk owners and
action owners are nominated.

responsibility assignment matrix (RAM): A chart showing
allocation of particular tasks to individuals or groups,
usually formed by relating the work breakdown structure
(WBS) to the organizational breakdown structure (OBS).
(See also RACI chart.)

risk: Any uncertainty that, if it occurs, would have a positive
or negative effect on achievement of one or more
objectives. Risks include both threats and opportunities.
Risk in projects includes both individual risk events and
overall project risk.

risk acceptance threshold: A measure of the level of risk
exposure above which action must be taken to address
threats and opportunities proactively, and below which
risks may be accepted.

risk action: This is an activity implemented by an action
owner at the request of a risk owner in order to implement
an agreed-upon risk response strategy. The risk action and
its associated cost are independent of the actual occurrence
of the risk.

risk aggregation: A part of risk identification in which risks
that are similar, interdependent, or temporally coincident
are grouped together for further attention.

risk analyst: A specialist in risk management processes, tools,
and techniques (particularly in the use of quantitative risk
analysis) who may provide expert support to a project.

risk appetite: Tendency of an individual or group to take a
risk in a given situation.

risk assessment: The process of estimating the probability
and impact of identified risks, and comparing these against
a defined risk acceptance threshold. (Also known as risk
evaluation.)

risk attitude: A chosen mental disposition toward uncertainty,
influenced by perception. Risk attitudes are adopted by
individuals and groups. Risk attitudes exist on a continuous



spectrum, but common risk attitudes include risk-averse,
risk-tolerant, risk-neutral, and risk-seeking.

risk breakdown structure (RBS): A hierarchical framework
presenting possible sources of risk, used to structure risk
identification and qualitative assessment. A generic RBS
may be developed covering all types of projects, or a
specific RBS may be used for a particular application.

risk champion: The person responsible for facilitating the risk
management process on a particular project.

risk description: A structured statement of risk, usually
containing three elements: cause, risk, and effect, often
combined using risk metalanguage.

risk driver: An uncertain factor that exerts a significant
influence over the overall outcome of the project.

risk efficiency: Principle of risk taking to achieve the
minimum level of risk exposure for a given level of
expected return.

risk evaluation: See risk assessment.

risk event: An uncertain discrete occurrence that, if it occurs,
would have a positive or negative effect on achievement of
one or more objectives.

risk exposure: A measure of the overall effect of identified
risks on objectives, to describe overall project risk. Risk
exposure may be expressed quantitatively (for example, in
time or cost terms), or qualitatively (for example, high risk
or low risk).

risk identification: A structured process of exposing
knowable risks, including both threats and opportunities,
and describing and recording them for further analysis.

risk management: The structured process of making
appropriate decisions and implementing appropriate actions
in response to known risk events and overall project risk.
(Also used as a generic term for the whole process of
Initiation, Risk Identification, Assessment, Response
Development, and Implementation.)

Risk Management Plan (RMP): A planning document
produced during the Initiation step that records the

parameters of the risk process for a particular project,



including: the scope and context of the risk assessment;
objectives to be considered; methodology, tools, and
techniques to be used; roles and responsibilities; risk
acceptance threshold; and reporting and update cycle. (Also
sometimes known as a risk strategy statement or risk
policy.)

risk meeting: A meeting that is usually chaired by the risk
champion or the project manager.

risk metalanguage: A structured description of a risk that
separates cause, risk, and effect. A typical risk description
using risk metalanguage might be in this form: “Because of
<cause>, <risk> might occur, which would lead to
<effect>.”

risk model: A mathematical representation of a project that
can be used as the basis for quantitative risk analysis.

risk owner: The person responsible for ensuring that an
appropriate risk response strategy is selected and
implemented. This person is also responsible for
determining suitable risk actions to implement the chosen
strategy, with each risk action assigned to a single action
owner.

risk policy: See Risk Management Plan.

Risk Register: A record of all identified risks from the risk
management process for a particular project, presented in a
standard format, including assessments, agreed-upon
responses and actions, and current status. The Risk Register
may be an output from a proprietary risk software package
or may be maintained as a stand-alone document,
spreadsheet, or database.

risk report: An output from the risk process that records the
findings and presents conclusions and recommendations.
Different types of reports are possible, such as a full risk
report including detailed analysis, a summary risk report
presenting less detail, or a risk analysis report presenting
the results of a quantitative risk analysis.

risk response strategy: A strategy for determining what, if
anything, should be done with a risk. It leads to specific
risk actions to deal with individual risk events or sets of



related risks. Proactive risk response strategies for threats
include avoid, transfer, and reduce. Proactive risk response
strategies for opportunities include exploit, share, and
enhance. If a proactive risk response strategy is not
possible or cost-effective, it may be decided to accept a risk
(either threat or opportunity).

risk review: A structured update of the assessment of current
risk exposure, which may be undertaken using a dedicated
risk review meeting or as part of the routine project review
process. Risk reviews can be conducted at various levels of
detail (see Minor Review and Major Review).

risk score: A nondimensional number calculated from the
Probability-Impact scoring system, which can be used to
prioritize risks, calculate metrics, and perform trend
analysis.

risk strategy statement: See Risk Management Plan.

risk workshop: An event that is usually facilitated by the risk
champion.

RMP: See Risk Management Plan.

ROI: Return on investment.

scenario analysis: A quantitative risk analysis technique used
either within other techniques to expose key risk drivers, or
as a stand-alone technique to explore outcomes associated
with defined sets of possible future situations.

S-curve: A cumulative probability distribution curve produced
from a quantitative risk analysis using Monte Carlo
simulation, which presents all possible values calculated
from the analysis together with their probability of being
achieved. S-curves can be produced for time (e.g., project
duration, end date, or milestone dates), cost (e.g., total
project spend), or other variables.

secondary risk: A risk that arises as a direct result of
implementing a risk response strategy or risk action for an
existing risk. Secondary risks can be either threats or
opportunities.

sensitivity: See cruciality.

sensitivity analysis: A quantitative risk analysis technique

used within other techniques to expose key risk drivers, by



varying one or more parameters within a risk model and
determining the extent of the effect on the overall outcome.
Sensitivity analysis can be performed on deterministic or
probabilistic risk models. Results are usually presented
using a tornado chart.

share: A risk response strategy directed toward an opportunity
that aims to involve a third party who is better able to
manage the specific risk.

stakeholder: Any person or party with an interest in the
outcome of the project and/or an ability to exert influence.

stakeholder analysis: The process of determining the degree
of interest, influence, and attitude of stakeholders toward a
particular project.

stochastic branches: Constructs used within a risk model
defining alternative logic paths that might be followed
during a Monte Carlo analysis. Two types of stochastic
branches are common: the probabilistic branch, where the
frequency of sampling for each alternative path is driven by
a predefined probability, and the conditional branch, where
the existence of a path is determined by the status of a
predefined condition. Stochastic branches can also be used
to model risks explicitly.

Strengths, Weaknesses, Opportunities, and Threats
(SWOT) analysis: A risk identification technique used to
structure a risk workshop.

SWOT: Strengths, Weaknesses, Opportunities, Threats—the
elements of a SWOT analysis.

threat: Any uncertainty that, if it occurs, would have an
adverse effect on achievement of one or more objectives,
such as injury, damage to the environment, delay, or
economic loss. A negative or downside risk.

tornado chart: An output from a quantitative risk analysis
using Monte Carlo analysis that shows the main risk
drivers in descending order of importance, plotting their
cruciality.

transfer: A risk response strategy directed toward a threat,
which aims to involve a third party who is better able to

manage the specific risk.



WBS: Work breakdown structure.
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probability, 7, 36, 52, 58, 60, 78-79, 175, 215-217, 235, 270
probability-impact grid. See Probability- Impact Matrix

Probability-Impact Matrix (P-I Matrix), 63, 80, 83, 87, 94, 105, 153,
270-271

double, 60, 80, 83-84, 89, 91, 101, 154, 171, 263, 268

probability-impact (P-I) scales, 58-60, 80-82, 98-99, 124, 148-149,
165-166, 263

probability-impact (P-I) scoring, 83-85, 87, 89-91, 94, 171, 174, 179,
271

problems, 6
program risk management, 229-237
project charter, 27, 4647, 52, 68-69, 72, 135, 151

Project Management Institute (PMI@‘)

. PMBOK ' Guide, 5, 37, 39, 270

 Portfolio Management: A Practical Guide, 229
o Standard for Portfolio Management, 229

« Standard for Program Management, 229

o The Standard for Risk Management in Portfolios, Programs
and Projects, 37, 3

project management plan, 127128
project manager, role of, 56

project objectives, 7, 16, 19, 27, 35-36, 45-47, 52-53, 58, 64, 68, 71, 73,
75, 80-81, 189

project sizing, 31-35, 49, 51

project sizing tool, 32, 34-35, 46, 49, 51, 145, 161-162, 240, 252
project sponsor, role of, 56

project status summary of report, 106, 179, 206

project team members, role of, 57

prompt list, 242, 271



o QRA. See Quantitative Risk Analysis qualitative risk assessment, 178—
179

o Quantitative Risk Analysis (ATOM process step), 186-209, 271

« correlation groups, 196-197

« initial model, 192-195

« interpreting outputs, 203-205

« introduction, 188—-190

» mapping risks to model, 195-196
 outputs, 200-203

e overview, 186-87

« small and medium projects, 207—208

« validating risk model, 198-200

o RACI chart, 54-55, 148, 254, 271
o RAG. See red, amber, green scoring
o RAM. See responsibility assignment matrix

o RBS. See risk breakdown structure recording risks, 66, 68, 166, 170-171,
235

« red, amber, green scoring, 105
« reduce (risk response strategy), 96-98, 155, 235, 271
« rejected (risk status), 114-115, 123, 131, 158-159

« Reporting (ATOM process step), 103—109

« activities, 105-106

« flowchart, 104

« inputs, 105-106

« large projects, 178-180

« outputs, 106-108

e overview, 103-105

« portfolios and programs, 235

« small projects, 155-157

« representativeness (heuristic), 217
o residual risk, 125, 271

« Response Planning (ATOM process step), 92-102, 271

« activities, 96-101
« flowchart, 94

« inputs, 94-95



o large project, 175-176

« outputs, 102

e overview, 92-94

« programs and portfolios, 235

« small projects, 153-155

response strategies. See risk response strategies
responsibility assignment matrix (RAM), 54, 63, 271
return on investment (ROI), 53, 141

reviews, 30-31. See also risk reviews

risk, 271

« definition debate, 3—6

« terms confused with, 6-7

risk acceptance threshold, 271. See also

risk threshold

risk action, 57, 101, 111, 119-120, 128, 182, 271

risk action owner. See action owner risk aggregation, 230-231, 235, 272
risk analyst, 192, 197, 242, 272

risk appetite, 24, 232, 236, 272

risk assessment, 18, 25, 30, 272. See also Assessment; First Risk
Assessment risk attitude, 23-24, 272

risk breakdown structure (RBS), 61-62, 64, 66-68, 72-75, 78-80, 85—
90, 105, 119-121, 124, 139-141, 169-174, 179, 183, 231, 235, 255, 264,
272

risk categorization, 79, 85-88, 231
risk champion, 13, 35, 49, 51, 54, 61, 69-73, 75, 88-89, 95-96, 104-106,
112-114, 120, 122, 121-125, 129-134, 139-142, 193, 195-197, 200,
272

o risk interviews and, 96-101

« role, 49, 57

« workshops and,210, 213-215

risk checklist. See checklist
risk culture, 23

risk description, 75-76, 79, 81-82, 88-89, 99, 122, 131, 152, 213, 215,
272

risk driver, 179, 187, 189, 202-204, 206—
207, 272



risk efficiency, 232-237, 272
risk evaluation. See Assessment (ATOM process step)
risk event, 175-176, 193, 214-215, 272

risk exposure, 17-18, 23, 28, 36, 45, 54, 65, 79, 90, 92-93, 97, 101, 105-
108, 110, 117, 125-126, 131, 133, 138, 145, 158, 165, 171, 179-181,
190, 200, 205-206, 232-235, 272

risk identification, 272. See also
Identification

risk identification checklist, 151-152, 166
risk lessons learned report, 37, 136, 141
risk lessons-learned meeting, 183

risk lessons-learned workshop, 236

risk management, 272

o benefits of, 8-11
o challenges, 20-21

« excuses and solutions, 14-20

risk management capability, 14, 242-243

Risk Management Plan (RMP), 30, 35-36, 46, 52-54, 61, 63-64, 66, 68,
71, 79-80, 82-83, 93-94, 104, 106, 111-112, 117, 119-120, 124-126,
131, 146, 148-150, 152-153, 155, 163, 165-166, 179, 181, 189, 190,
272

risk manager. See risk champion
Risk Maturity Model (RMM), 242-243
Risk meeting, xii, 35, 132, 139, 159, 210, 273

risk metalanguage, 75-77, 81-82, 97-99, 113, 124, 131, 152, 168, 171,
212,214, 273

risk model, 171, 175-176, 179-180, 188-196, 198, 200, 202-204, 207,
273

risk owner, 36, 54, 79-81, 83, 87-89, 93-100, 105-106, 111-115, 119-
126, 128-133, 154155, 157-159, 175-177, 192, 197-198, 212-215,
273

o role of, 57

risk policy, 52, 273

Risk Register, 7, 36-37, 54, 89-90, 95, 97, 98, 99-101, 103-108, 111—
112, 114-116, 118-126, 127-134, 136-141, 155-157, 159, 161, 173,
177, 180-182, 193, 195, 207-208, 235, 249, 250, 273

risk report, 36, 54, 103-107, 111, 116, 119-120, 125, 132-133, 136-139,
155, 157, 159, 178, 180-183, 206-207, 235-236, 251, 273



risk response strategies, 93-101, 110-115, 119-124, 131-132, 170, 175,
177,273

risk reviews, 36, 54, 63, 273. See also major reviews; minor reviews

o meetings, 128-132

risk score, 83, 273

risk strategy statement. See Risk Manage- ment Plan
risk threshold, 60, 79-80, 89, 232, 234-236

risk tools and techniques, 53-54, 61, 68, 93, 163, 166

risk workshop (ATOM), 36, 6674, 78-81, 87, 95, 98, 119-120, 122—
123, 125, 167-169, 171, 173, 182, 210-218, 273

« subconscious biases, 217-218
e variants on, 210-211

« virtual workshop, 212-215

RMM. See Risk Maturity Model
RMP. See Risk Management Plan
ROL. See return on investment

roles and responsibilities (ATOM process), 54-57

scalability (of ATOM and risk manage- ment), 11, 12, 25-26, 27, 29, 31—
32, 35, 145, 161, 183, 187

scenario analysis, 175, 273
S-curve, 177, 179, 188, 200-201, 203-204, 206-207, 273-274

secondary risk, 25, 93, 96, 99-100, 102, 110-113, 123, 125, 131, 154,
181, 274

sensitivity. See cruciality

sensitivity analysis, 207-208, 271, 274

share (risk response strategy), 96-98, 155, 235, 274
Six As Model, 224, 226-227

stakeholder, 274

« analysis, 46-48,61, 69 274

« roles of, 57

standards, 37-41
stochastic branches, 189, 191, 193, 195, 200, 274

Strengths, Weaknesses, Opportunities, and Threats analysis. See SWOT
(analysis)

styles, facilitation, 220224



« subconscious biases, 217-218
o supportive organizations, 22—-24
o Supportive style (risk workshop facilita- tion), 220-222, 224

o SWOT (analysis), 167-169, 223, 274

« tailoring ATOM process, 238-240

« threat, 4-5, 9, 16-19, 21, 58-60, 167, 196, 274

« tornado chart/diagrams, 203-204, 207, 274

o train staff, 242

« transfer (risk response strategy), 96-98, 155, 235, 274
o trigen. See modified triangular distribution

o Tuckman—s model of team formation, 221-222

« uncertainty, 4-5. See also risk uniform distribution, 198-199
o virtual workshop, 212-215

o WBS. See work breakdown structure

« work breakdown structure (WBS), 66-68, 73, 75, 78-80, 85-86, 88-90,
119-121, 124, 169, 171-174, 179, 193

o workshop. See risk workshop

* Items in bold are glossary entries.
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